Technical specification

To Improving the security of existing Automatic meter
reading (AMR) System - meters and data concentrators,
version 7

1. Description:

In EVN Bulgaria Elektrorazpredelenie EAD operated AMR
System, produced by ADD Group - Moldova and
delivered by ADD Bulgaria. The system includes meters
and data concentrators, version 7.

Employer requirements is associated with improving
software security of the components of the system -
meters and data concentrators to minimize the
possibility of abuse by third parties.

It is necessary to ensure the security of power supply to
consumers, the proper functioning of these devices,
sending and reception of data and commands and
limiting any possibility of change (manipulation) of data
and commands.

These requirements are based on the conducted in April
2016 security test of components of the AMR System
from the European Network for Cyber security (ENCS),
described in the test report from 18.04.2016. It is
necessary to be taken into consideration findings and
recommendations of this report to cover the security
requirements.

2. Requirements to improve system security

2.1 System and Device Security Concept

The vendor should provide a system and Device security
concept. The security concept should cover design,
architecture and policies for the systems and devices
provided. The vendor should furthermore provide a
concept how the code quality of the meter and data
concentrator firmware should be increased.

2.2 DLMS protocol implementation

To fix of vulnerabilities in DLMS protocol should take
measures to improve the code quality and the robustness
of the meter firmware and data-concentrator application.
This should include taking measures to improve the
development process, and introducing guidelines for
secure coding.

Furthermore, security tests should be part of the
development and testing process.

2.3 Entity and Message Authentication

All data send from the meters or the data concentrator
should be authenticated. For Message protection in DLMS
at least the mode “authenticated only” should be used, for
sensitive information (e.g. meter readouts, switching
commands,...) “authenticated encryption” should be used.
The mode “encrypted only” should not be used in any
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TexHuyecka cneuyndurkayms

3a nofobpsBaHe Ha CUTYPHOCTTA Ha CblecTByBallaTa CucTeMa
33 ANCTaHUMOHHO oTynTaHe (CO0) — enekTpomepu u
KOHLIEHTpaToOpW 3a flaHHK, Bepcus 7

1. OnucaHue:

B EBH Bwnrapua EnektpopasnpeneneHdne EAJL ce ekcnoatumpa
CuncremMa 3a OUCTaHLUMOHHO OTYMUTaHe, nNponsseneHa ot AL
[pyn — MosngoBa 1 gocraseHa ot AL bvarapma. Cucremarta
BKJTIOYBA €JIeKTPOMEPU N KOHLLEHTPaToOpK 3a LaHHW, Bepcusa 7.
/13nckBaHMATa Ha Bb3noxunTens ca cBbp3aHn ¢ nogobpsaBaHe
CUTYPHOCTTa Ha COPTYepHOTO OCUTYPABAHE Ha KOMMOHEHTUTE
Ha CncTemaTa — efleKTpoMepU 1N KOHLEHTPATOPW 3a LlAaHHW, C
orfiell MUHUMMN3MPaHe Ha Bb3MOXHOCTTa 3a NoceraTesictea ot
CTpaHa Ha TpeTu nuua.

HeobxoAMMO e fa ce rapaHT1pa CUrypHOCTTa Ha 3axpaHBaHETO
Ha NoTpebuTennTe, HOPMANHOTO PYHKLMOHMPAHE Ha BCUYKM
yCTPOWCTBa, NPefaBaHeTo v NPUeMaHeTo Ha faHHuTe U1
KOMaHWTe, KaTo Ce OrpaHnyy BCAKa Bb3MOXHOCT 3a NMPOMAHa
(MaHUNynMpaHe) Ha LaHHUTE 1 KOMaHAWTe.

HacTosAWmMTe n3nckBaHMA ca Has3vpaHu Ha NpoBedeHUs npes
M.anpun 2016r. TecT 3a CUTYPHOCT Ha KOMIMOHEHTUTE Ha
CncremaTa 3a AMCTaHLMOHHO OTYMTaHe oT European Network
for Cyber security (ENCS), onuncaHu B TecToB gokiag oT
18.04.2016r.

HeobXoAMMO e KoHCTaTauumTe 1 NPenopbk1Te OT TO3M AOKNa4
[a 6baat B3eTu npedBuA, 3a Aa 6bAaT MOKPUTH U3NCKBaAHMATA
33 CUTYPHOCT.

2. W3nckBaHuA 3a NogoOpsABaHe Ha CUTYPHOCTTA Ha Ha
cmcTtemaTta
2.1 KoHuenuusa 3a curypHocT Ha Cucrtemarta u
efeKTpomepurte
[ocTaBymka TpAbBa Aa OCUTypU KOHLEMLUMSA 3@ CUTYPHOCT Ha
CucreMaTa, KOMYHUKALWOHHUTE N KpaHUTe YCTPONTBA.
KoHLenumsTa 3a CUrypHocT cnefBa fa obxsalla
NPOEKTUPAHETO, apxXnTeKTypaTa 1 NoaUTUKNTE, KOUTO Ca
npedBnaeHu 3a CuctemaTa 1 yctporncreata. OCBeH TOBa
00CTaB4YMKa TpabBa Aa NpeAoCTaByM KOHLUENUMa Kak Lie 6bae
nofobpeHo KayecTBOTO Ha Kofda Ha dbpMyepa Ha enekTpomMepa
N KOHLeHTpaTopa.

2.2 AMnnemeHTauusa Ha DLMS
3a a ce OTCTpaHAT yaA3BMMOCTM B DLMS npoTokona, Tpabaa Aa
Ce B3eMaT MepKy 3a NogobpsBaHe Ha KayeCTBOTO Ha Kofa U
HageXAHOoCTTa BbB hbpmMyepa (FW) Ha enekTpomepuTe
NPUIOXEHNETO B KOHLLEHTpaTopa 3a AaHHK. ToBa Tpsabea Aa
BKJIIOYBaA Mepky 3a nofobpsaBaHe B npolieca Ha pa3paboTka u
BbBeX[aHe Ha KOLMpaHe 3a CUTypHOCT.

2.3 ABTEHTUKaLMA Ha 3afABKU U NaKeTun AaHHU
Bcnukn faHHW, U3NpaTeHn OT efleKTpoOMepuTe nim ot
KOHLeHTpaTopa TpAbBa Aa 6bhaT aBTEHTUDUKMPaHM . 3a
3aliMTa Ha nakeTute B DLMS TpsabBa Aa ce n3non3ea Han-mManko
pexum " authenticated only ", 3a 4yBCTBUTENHA MHOPMaLNS
(HanprMep perncTbpHKU OaHHW, KOMaHAW 3a NPEBKJIIOYBAHE, ...)
Tps6Ba Oa ce n3non3eaT * authenticated encryption *. PeXumbT
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case.

For mutual authentication of the DLMS Client and the
DLMS Server authentication High Level Security (HLS)
mechanism 5 (GMAC) should be used, or the system needs
to rely on pre-established sessions

2.4 Updating of firmware

Meter firmware updates must be digitally signed by the
producer. The meter must check the digital signature of
the firmware image and must reject non-genuine or
manipulated versions of the firmware.

Data Concentrator firmware updates must be digitally
signed by the producer. The Data Concentrator must
check the digital signature of the firmware image and
must reject non-genuine or manipulated versions of the
firmware.

3. Specific requirements to improve security of the
Data concentrator (DC)
3.1 DC Web Interface
Fix the input sanitization function used for filtering the
user-supplied input, also considering the special case when
not url-encoded single quote characters are sent to the
ADDAX Administration Web Interface of the data
concentrator. Webserver design and configuration shall
follow the OWASP guidelines.
Sensible information transmitted as part of HTML code or
stored inside log files must be encrypted using state of the
art cryptography (ENISA's Algorithms, Key Sizes and
Parameters Report provides details on the state of the art
in cryptography) and shall neither employ proprietary
cryptographic functions nor modify the cryptographic
primitives.
The system should not have any hidden or guest accounts.
It should be possible to define a password policy with
complexity criteria the used passwords has to fulfil.
Require a password to be used for the “sudo” command.
Allow from the web server serving the ADDAX
Administrator Web Interface only the known file
extensions, block all the others.

3.2 Authentication for Web Services

Access to all network resources and processes must be
protected, like the Web Services, through the
implementation of appropriate authentication and
authorization mechanisms. It is recommended to use TLS
for the web services, and to use r client side certificates.

3.3 Keys encryption

Each file containing clear-text passwords or other sensible
data (for example, smart meter encryption keys) in
filesystem must be encrypted using state of the art
cryptography (see 3.1).

All critical resources in the filesystem by assigning strict
access permission must be protected. To protect
credentials in case of physical access to the data-
concentrator, must use one of two options:

- First option - To use a secure element, a chip with
strong physical security measures, to store the
credentials. This option requires a redesign of the
hardware and the change of actual rolled out DCs.

"KpunTupaHu camo" He TpsabBa Aa ce M3MON3Ba Npu BCUYUKM
cyyau.

3a B3aMMHO yaocToBepaBaHe Ha DLMS KnneHta u
yaoctoBepsiBaHe Ha DLMS CbpBbp TpsbBa Aa ce n3nonsea High
Level Security (HLS) mexaHun3bmM 5 (GMACQC), nnu cuctemara
TpabBa fla pa3unTa Ha NpedBapUTENHO ONpeaeseHn Ccecum.

2.4 OGHOBfAIBaHe Ha (hbpmyep

Bcekn HOB hbpMyep Ha enekTpoMepa TpsbBa Aa 6bae undposo
MOANWCaH OT NPOM3BOAMTeNs. EnekTpomMepa TpsbBea Aa
npoBepsBa LMPOBMA NOANUC HA PBPMYEPHUA UMULXK W [a
OTXBbPJIA HEOPUTUHATHN VI MaHWUMYINPAHN BEPCUN Ha
dbpMyepa.

DbpMyepHUTE BNOENTU Ha KOHLeHTpaTopa TpabBa Aa 6baat
LMdPOBO NOAMMCaHN OT nNpounssoanTens. KoHueHTpaTopa
TpabBa fa NpoBepsBa U poBMa Noanuc Ha dbpMyepHUs
UMUK W @ OTXBbPJIA HEOPUTUHATHN WA MaHUMYNPaHn
Bepcun Ha dbpMyepa.

3. CneuuncdUyHN U3UCKBAHUSA 3a NofobpsABaHe 3a
CUTYPHOCTTa Ha KOHLeHTpaTopuTe 3a AaHHu (DC).
3.1. Web uHTepdeiic
[a ce HacTpou pyHKLMATa input sanitization 3a punTpupaHe Ha
noTpebuTenckms BXo4, KaTo ce Ma NpedBu CneundunyHm
cnyyaun, korato He URL-KoOMPaHN eQUHUYHN KaBUYKK Ce
n3npawiat Ha ADDAX Administration Web nHTepderica Ha
KOHLeHTpaTopa. Jun3ariHa Ha Web CbpBbpa 1 KOHMUrypaumaTa
TpsbBa Oa cneaBaT ykasaHnaTa Ha OWASP
YyBCTBUTeNHaTa MHOPMaLWA, KOATO Ce 13MNpalla KaTto 4acT oT
HTML Koga vnu ce 3anucBa B nor danoseTe Tpsibea Aa 6bae
KpUNTUPaHa, Cbl1acHo Kpuntorpadckata TexXHWKa (@roputMmm
Ha ENISA, Key Sizes and Parameters Report npefocTaBsT
MHGOPMaLMsa OTHOCHO KpunTorpadckaTta TexHMKa) U He Tpsbea
[a Ce U3MN0N3BaT HemaTeHTOBaHW COOCTBEHN KpunTorpadcku
PYHKUMMN, HUTO Oa Ce MPOMEHAT Ha KPUNTOrpatCcky OCHOBY..
CuctemaTta He TpsbBa Aa MMa CKpWUTK guest akayHT . Tpabaa
a 6be Bb3MOXHO [a Ce onpefeny NoauTvKaTa 3a Napoau ¢
KpUTepUK 3a CNIOXHOCT Ha U3N0JI3BaHMTe Naposin.HeobxoanMmo
e [a uMa napoJia 3a 1M3non3BaHe Ha “sudo” KomaHau.
OT Web cbpBbpa, obcnyxsaly ADDAX Administrator Web
nHTepdenca fa 6baaT paspeLleHy camo No3HaTV hariosK
pa3wuperuns. Tpabea ga ce BNOKMPAT BCUYKM OCTaHanNW.

3.2. ABTeHTUKauusa 3a Web ycnyru
JocTbna O BCUYKM MPEXOBW pecypcy 1 npouecu, kato Web
ycnyrute, Tpsbea fa ObAe 3allUMTeH, Ypes npuiaraHe Ha
NOOXOLALM MEXaHM3MW 3a aBTEHTMKALUMA 1 OTOPU3aLMA.
MpenopbunTeNHO € Aa ce n3nonsea TLS 3a Web ycnyrute, n aa
Ce N3MoN3BaT cepTUdUKaTH.

3.3. KogupaHe Ha KJitoyoBeTe

Bcuukm channose BbB hariioBaTa cMCTeMa, CbAbpPXKaLlM Naposn
NAW APYrv YyBCTBUTENHMN OaHHW (Hanp. Klo4oBe 3a KpunTupaHe
Ha eflekTpoMepuTe), TPSOBa Aa ObAAT KPUNTUPAHK, KaTo ce
M3MON3Ba TeXHWKATa Ha KpUnTupaHe (B1X.3.1).

BCMYKM KPUTUYHI pecypcu BbB (haitaioBaTa cmctemMa,
onpeneneHn KaTo TakmMBa CbC CTPUKTHMX NpaBa 3a JOCTbM,
TpsbBa fa 6bAAT 3aWMTEHN. 3a Aa ObAAT 3aLUUTEHN
NbHOMOLLMATA B Cly4alt Ha pU3nYeckn 0oCcTbn A0
KOHLIeHTpaTopa, TpsAbBa Aa ce 13Mnon3ea efiHa OT ABeTe
Bb3MOXHOCTU:

- [a ce #3non3Ba xapayepeH efeMeHT 3a CUrypHOCT, KaTo
YMN CbC CUMHK PU3NYECKN MEPKM 33 CUFYPHOCT, B KOMTO
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- Second option - To use the data-concentrator as a
gateway that only routes encrypted and
authenticated DLMS messages between the head-
end and meter, so that you have end-to-end
security. In this way no important credentials or
privacy sensitive data is stored on the data-
concentrator.

3.4 Encryption on the WAN Interface

To use only network services providing encryption
capabilities. Instead of telnet use SSH, instead of HTTP use
HTTPS, and instead of FTP use SFTP or FTPS.

To use a VPN between the data-concentrator and the
data-center hosting the head-end server using strong
encryption algorithmssuch as mentioned in 3.1

3.5 WAN network services and firewall

All unused network services must be disabled. It is
necessary to harden configuration of the remaining
network services.

Minimize the attack surface area of the data concentrator
by binding network services only to the required interfaces
and avoiding to use the wildcard address “0.0.0.0".

To set restrictive firewall configuration for the data
concentrator setting the default policy to DROP instead of
ACCEPT.

4. HHU

In case we have unfulfilled request (remote
connection/disconnection) in HES, operator send this
request to terminal. When terminal received the request
(using GPRS communications) on the terminal screen is
displayed a message that there is a new request and type
of request (connection, disconnection, reading ). When is
sending a request should be sent and cryptographic key
for meter. It is absolutely necessary to secure the key
export functionality so it shall not be possible to use this
functionality for an unauthorized key export. Activating
request on the field is with button “Execute” — in this
moment terminal execute command, after that delete
request and cryptographic key for this meter and send
status in HES.

Terminal requirements:

4.1 To be equipped with an optical head for interfacing
the maintenance of meters
To maintain a secure connection with the central
system via GPRS communications.
To be able to set the communication module in
terminal (GPRS, DNS).
Terminal to be register in Central System -
registration must be confirmed by the operator.

4.2
4.3

4.4

4.5 Requests send to terminal must be made manually
by the operator of the central system and should be
able to be canceled (deleted) the operator.
Cryptographic key to be removed (deleted) from the

terminal, immediately after executing command.

4.6

na 6baT 3anvcaHn yaoocToBepeHuaTa. Ta3u onuus
M31CKBa peaM3aiiH Ha Xxapayepa U NoAMAHaTa Ha
KOHLeHTpaTopuTe

- [1a ce n3non3Ba KOHLEHTpaTopa KaTo retyen, KOMTo
CaMo [a MapLUpyTU3Mpa KPUNTUPAHUTE N aBTEHTUKMPAHK
nakeTn mexay LleHTpanHaTa cucrtema v enekTpomepuTe,
Npw KOeTO LLe ce peanusmpa end-to-end curypHocT. Mo
TO3M HAYMH BaXHW YLOCTOBEPEHUA U YYBCTBUTENTHN
[JaHHW HAMa [a Ce 3aMnnCBaT B KOHLEHTPaTopa.

3.4. KpuntupaHe Ha WAN uHTtepdpeiica

[a ce n3Mon3BaT caMO TakvBa MPEXOBU YCyr, KOUTO
npegnarat Bb3MOXHOCTW 3a KpuntupaHe. a ce nsnosnssa SSH
BMecTo Telnet, HTTPS Bmecto HTTP 1 SFTP unun FTPS BMecTO
FTP.

[a ce n3nonssa VPN Mexay KOHUeHTpaTopa U LleHTbpa 3a
ynpasJieHue, N3noa3Banky CUIHW airOPUTMU 3a KpUNTUPaHe,
KaTo nocovyeHnte B 1.3.1

3.5 WAN mpe>xoBu ycnyru n 3awjmtHa cTeHa

BCUUKM Hen3non3BaHW MpexXoBwW ycnyru Tpabsa Aa 6baaTt
3abpaHeHn. Heobxoanmo e aa ce nofobpw KoHdpUrypaumsta
Ha OCTaHanuTe MpexXoBu ycnyrn. [la ce MuHUMKU3MPpa obnacTTa
Ha aTaka Ha KOHLeHTpaTopa Ha [JaHHW 4Ype3 CBbp3BaHe Ha
MPEXOBW YCNIYI¥ caMo [0 HeobxoAnMuTe HTepdeicn 1 fa ce
n364rea fa ce n3non3Ba agpecHa Macka “0.0.0.0".

[la ce yCTaHOBW PeCTPUKTUBHA KOHPUIypaLma Ha 3alumUTHaTa
CTeHa Ha KOHLIeHTpaTopa C nofuTMka no nogpasbupaxe ,Drop”
BMecTO ,Accept”

4. NpeHocum TepMuHan

B ciyyan, ye MMa Hen3nbiiHeHa 3aABKa (OMCTAaHLMOHHO
BKJIOUBaAHe/N3KJTI0YBaHe) B LleHTpanHaTa cuctema T4 ce Nofasa
OT ornepaTop KbM TEPMUHaJ 3a U3MbJHeHWe. [TpK NoCTbNBaHe
Ha 3asdBKaTa B TepMuHana(4ypes n3nonssaHe Ha GPRS
KOMYHMKaLMA) Ha eKpaHa Ha TepMuHasia ce BU3yanunsmpa
CbobLLEHNe ,Ye NMa HOBa 3asBKa M BMAA Ha 3asBKaTa
(BK/tOYUBaAHE, N3KJIIOYBaHe, OTYMTaHe) .MpK U3NPaLLaHeTo Ha
3asBKaTa TpAbBa Aa 6bAe M3npaTeH U KpunTorpadckms Koy
Ha enekTpomepa. ABCOMOTHO HEOOXOAMMO € fia Ce 3alnTH
(PYHKLMOHAMHOCTTA 3a eKCMOPT Ha KJII0YOBe, Taka, Yye Aa He
6blle Bb3MOXHO Aa Ce M3M0M3Ba Ta3n yHKUMSA 3a
HeoTOPM3MpPaH eKCMopT Ha KMto4oBe. AKTUBMPaHe Ha 3adaBKaTa
NpuU NoceLleHre Ha MSACTO e MOCPeACTBOM BYTOH ,U3MbAHK" - B
TO31 MOMEHT TepMUHaIa U3MbJIHABA Ha KOMaHAaTa, Clef, KoeTo
M3TPMBa 3aABKaTa W KPUNTOrpadpCckms KoY 1 BPbLLUA
CbObLLEHNe B LieHTpaNHaTa cucTeMa

MN3ucKBaHMA KbM TepMUHana:

4.1 [la e obopyaBaH C oNTWMYHa rnaea, 3a paboTa c UHTepdelica
3a MOAAPDBXKKA Ha eflekTpoMepuTe

4.2 la nogbpxa 3allMTeHa Bpb3ka ¢ LleHTpanHaTa cuctema
nocpenctsoM GPRS KoMyHMKauma.

4.3 Ja "Ma Bb3MOXHOCT 33 HaCTpOVBaHe Ha
KOMYHMKaLUMOHHNA Moy Ha TepMuHana (GPRS, DNS)

4.4 TepMunHana a ce perncrpmpa B LieHTpanHaTa cncrema —
perncrpaumsaTta My Tpabsa ga 6bae NoTBbpPAEHa OT
oneparop.

4.5 3aABKMTe KbM TepMUMHana Tpabsa Aa ce noAasaT PbyHO OT
onepaTopa Ha LleHTpanHaTta cuctema v TpsabBa Aa morat ga
6baT OTMEHAHW (M3TPUBaHM) OT onepaTopa

4.6 KpunTorpadckma Koy aa ce n3TprBa oT TepMyHana
Be[Hara cief U3MbJIHEHNE Ha 3adBKaTa
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4.7 The request must be active in the terminal specified
time (e.g..4 hours), then deleted. The active time for
every one request should be able to be defined in
the central system

4.8 When terminal is start (restart) — automatically have
to load the application for work with meter and not
be able to access other applications

4.9 HES must have functionality to define groups of
terminals, to allow requests to be send to specific
terminals.

To have safety class IP65

Communication between meter and
terminal must be encrypted

To be shockproof

4.10
4.11

412

Mitigation plan for findings

The vendor has to provide a mitigation plan for each
of the findings documented in the Test Report. The
mitigation plan should clearly figure out, how and
when the vulnerabilities documented in the Test
Report will be fixed.

Bb3noxurten:

KocTtagmH Bennykos
Kostadin Velichkov

4.7 3asABKaTa [a e aKTVBHa B TepMuUHana onpefeneHo Bpeme
(Hanp.4 yaca), cnep ToBa a ce U3TpUBa. BpemeTo 3a KoeTo
efHa 3asABka e akTvBHa TpsbBa Aa Moxe da 6bae
LedUHVPaAHO B LleHTpaiHaTa cncremMa

4.8 Mpu cTapTupaHe (pecTapTupaHe) Ha TepMUHana
aBTOMAaTUYHO [a Ce 3apexa NpUIoXeHneTo 3a paboTa ¢
eNeKTPOMepn 1 fa HAMAa Bb3MOXHOCT JOCTbM O ApYyrn
DYHKUMM Ha TepMUHana

4.9 B UueHTpanHata cucteMa TpAbea Aa MMa yHKLMOHANMHOCT
[a ce fednHMPaT rpynu TepMUHANIN 33 a MOXe 3asaBKuTe
[a Ce Hacoy4yBaT KbM TOYHO OMpefeSieH TepMUHan.

4.10 da B € kj1ac Ha 3awmTa IP65

4.11.KoMyHMKaLUMATa MexXy enekTpoMepa 1 TepMuHana ga e
KpUnTrpaHa.

4.12 [Ja e yoapoycTonyume

5. MnaH 3a oTcTpaHABaHe Ha KOHCTaTauuurte
JocTaBymka Tpﬂ6Ba Oa npeactaBn MjlaH 3a OTCTPaHABaHe Ha
noaneanunTe 3a BCAKa eHa OT KOHCTaTaunnTe
[OKYMeHTUpaHW B TeCTOBMA NPOTOKON. B nnaHa cnensa ACHO
[a Ce NMoCOoYBa, KaK 1 KOra Lie 6'b,EI,aT OTCTpaHeHM
YA3BNMOCTUTE OOKYMEHTNPaHW B TeCTOBMA JOK/ad.

PoHang bpexenmaxep
Ronald Brechelmacher
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EVN BULGARIA ELEKTRORAZPREDELENIE
ATTN: ANTON GRAMATIKOV

STOYCHO VALCHEV
BELOSLAV STOEV

EVN BULGARIA ELEKTRORAZPREDELENIE

EVN B'bJI'APUA EJIEKTPOPA3IPEJEJIEHUE
HA BHUMAHUETO HA: AHTOH TPAMATHKOB

CTONYO BbJIYEB
BEJIOCJIAB CTOEB

EVN B'bJITAPUA EJIEKTPOPA3IPEJEJIEHUE

PROJECT DESIGN AND IMPLEMENTATION PLAN / CTPYKTYPA HA IIPOEKTA U IIJIAH 3A BHE/IPSIBAHE

O6HOoBsIBaHe Ha codpTyepa Ha
KOHIIeHTpaTopa Ha JlaHHHU OT
Bepcus 7.4.Xx Ha Bepcusd 7.6.xx (Ha
cbllecTByBalus xapayep). Cien
NpUKJIKYBaHe Ha 3aZa4a 1 ce
MOCTUraT JBe LeJIH

1. DC firmware v.7.6 is compatible
to both SIMS v.6 and SIMS v.8.
CodTyepa Ha KOHLIeHTpaTOpa Ha
JaHHU Bepcud 7.6 € CbBMeCTUM CbC
SIMS Bepcusd 6 u SIMS Bepcus 8.

2. Set of security vulnerabilities
(found in ENCS tests) are removed
inv.7.6:

Ya3BuUMOCTHUTe B CUCTeMaTa 3a
curypHocT (oTkpuTtu B ENCS
TeCTOBETE) Ca OTCTPAHEHU BbB
Bepcus 7.6:

a. Remove all clear-text credentials
exposed via HTML code or on
filesystem.

[IpeMaxBaHe Ha BCUYKU TEKCTOBU
WJeHTUPUKALMOHHU JJaHHU
npexcraBeHu ype3 HTML kop viun
Ha ¢aiioBa cucTeMa.

b. Remove all unused or not secure
network services (FTP, echo,
telnet).

[I[pemaxBaHe HAa BCUYKU
HEU3NO0JI3BaHU U HECUTYPHHU YCJAYTU
(FTP, echo, telnet).

c. Review default firewall and IP-
filtering settings.

[Ipersnien Ha pabpudHUTE
HaCTPOWKH Ha aHTUBUPYCHUTE
MporpaMu M HacTpoukute Ha [P

No: TASK DESCRIPTION / OITMCAHHUE DELIVERY TIME COMMENTS / RESPONSIBILITY /
HA 3AJAYUTE / BPEME 3A KOMEHTAPHU OTTOBOPHOCT
JIOCTABKA
Task 1 | DC firmware update from v.7.4.xx ADD designs, tests
up to v.7.6.xx (staying on the same and delivers
3agmauya | hardware). After completion of Task updated firmware
1 1 two goals are achieved: version.

A1l npoekTUpa,
TEeCTBa U 0CTaBs
06HOBeHa
copTyepHa
BepcHUsl.

Field
implementation is
out of ADD
responsibility
scope.
BHegpsaBaHe Ha
[I0JIETO HE €
OTTrOBOPHOCT Ha

ALJL

ADD BULGARIA OOD

CONFIDENTIAL
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ajpecuTe 3a QUITPUpaAHE.

d. Review all users access rights to
filesystem, tools, etc.

[Ipersies; Ha MpaBaTa 3a AOCT'bII HA
BCUYKHU M0JI3BATeNH 10 dailjoBaTa
CUCTeMa, UHCTPYMEHTH U AD.

e. Limit admin privileges by using a
dedicated application shell.
OrpaHuyaBaHe Ha NPUBUJIETUUTE
Ha a/MUHUCTpATOpa Ype3
M3I10J13BaHe Ha olpeJiesieH
MIPUJIOXKEH LIeJI.

f. Improve WEB server stability to
code insertion.

[Tofo6psiBaHe Ha CTAOUJIHOCTTA HA
yeb CbpBbpa 3a BMbKBaHe Ha KOJI.
g. Use SSH with stronger MAC
algorithms.

HznoszBane SSH ¢ mo-ycToiunBu
MAC anroputMu.

h. Configure by default all users
with strong passwords.

®abpuyHU HACTPOUKHU C MO-CJI0XKHHU
NapoJIv Ha BCUYKHU [0JI3BaTeJIH.

Task 2

3agaua

SIMS v.6, v.8: implementation of
special features for field clean-up
and DC hardware v.7 to v.8
migration.

IToxroroBka 3a murparus ot SIMS
Bepcus 6 KbM Bepcus 8: BHeJIpsiBaHE
Ha CIICTIMAIHU HACTPONKH
OIITUMHU3UpaHe Ha paboTaTa Ha
II0JIETO ¥ MOJITOTOBKA 3a MUTpAIUs Ha
KOHIIEHTPATOPUTE Ha JIaHHU OT
Bepcus 7 Ha Bepeus 8.

Before starting special features
implementation the following
things must be identified:

IIpenu 3anouBaHe Ha BHE/IPSIBAHETO
Ha CIICTIIMAIHI HACTPOMKH, CIIeHUTE
Hemia TpsOoBa f1a 6baaT
UAeHTHQUIMpaHU:

1. The whole set of meter firmware
versions running in the field.

Jla ce yTOYHAT BCUYKH cOPTyepHU
BEPCHUH Ha eIeKTPOMEpUTe, KOUTO ca
MHCTAJIMPaHH Ha IOJIETO.

2. Evaluate whether actual PLC
performance in all trafostations is
sufficient for activating security in
future.

Ormenka fgamm aktyanHata PLC
KOMYHHUKAITUSI Ha BCHYKU
TpaHC)OPMATOPHH CTAHIUH €
MIOAXOJISIIA 32 aKTHBUPaHe Ha
CUT'YPHOCTTa 3a B O'bJIeIIe.

3. Determine proper S-FSK settings
in DC and meters to be make PLC
performance sufficient.
Omnpenensae Ha noaxopsanmre S-FSK
HACTPOWKM B KOHIICHTPATOpUTE Ha

ADD is responsible
for preparation of
recommendation
and provision of
special software
tools for network
evaluation.

AJ1]l e oTTOBOpEH
3a Mo/ roToBKa Ha
npenopbKa U
npe/ioCTaBsiHe Ha
crieraeH
codTyep 3a oLleHKA
Ha MpexaTa.

The evaluation and
clean-up activity is
out of ADD
responsibility
scope

OuneHkKaTa u
MO/AroTOBKaTa 3a
MUTpaLUATA e
W3BBH
OTTOBOPHOCTTA Ha

ALJL
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JIAaHHU W eJIeKTPOMEpHTe, 3a JIa ce
ontuMusupa padorata Ha PLC
KOMYHHKAITHSATA.

collection with activated security.

IloaroroBka npeau 0OHOBSIBaHE.
IIpukmrouBanero Ha 3ajada 2 nie
rapaHTHpa, 4e IIOBeYeTO OT
eJIEKTPOMEpUTE II[e UMAT BUCOKA
nocthiHocT B PLC, 3a 1a Ob1e
YCIIEIIHO U3BhpIIeHa copTyepHara
aKTyaJIn3aIysi 1 ch0MpaeMocT Ha
JTAHHU C aKTHBUpaHa CUTYPHOCT.
Proper S-FSK settings determined in
Task 2 will be applied during
implementation phase of the Task 4.

[MogxoasuuTe HacTpoiku Ha S-FSK
ompejiesieH B 3a/ja4a 2 e 6’bAaT
MPUJIOKEHHU 110 BpeMe Ha
U3'bJIHEHHETO Ha 3a1a4a 4.

HN3nbaHeHHETO Ha
3agaund 1 u 2 ja e
MPUKJTIOYHUIIO.

Task 3 | Implementation and testing of This firmware ADD is responsible
stable and secure meter firmware must be tested in for delivery of

3agaua | v.7.6. This firmware version will testing meter firmware

3 implement the following features: environment, ina | with functionality
BHenpsiBaHe u TecTBaHe Ha CTaOMIHA field pilot before mentioned in Task
u curypHa coryepHa Bepcus 7.6 Ha starting massive 3 description.
enekTpomepute. Ta3u codpTyepHa update. A1/l e oTTOBOpEH
BepcHsl e BHEPU CIIeTHUTE To3u copryep 3a joCcTaBKaTa Ha
GyHKIMH: TpsiOBa Jja ObJ1e codTyepa Ha
@ Basic functionality remains the TECTBaH B TECTOBH | €JIEKTPOMEPUTE C
same as in v.7.2. YCJIOBUS, B TWIOTCH | GyHKIHMOHATHOCT
OcHoBHaTa ()YHKIMOHATHOCT OCTaBa IIPOCKT Ha I0JIe omnucaHa B 3aZjaya
chIIara Kato Bepcus 7.2. IIpeId MaCOBOTO 3.
@ HLS to be added. 00HOBsIBaHE.
Cucrema 3a CUTYpHOCT Ha BUCOKO Performance of
HMBO IIle O'bJIe J00aBeHa. tests shall be
@ DLMS robustness issues (found responsibility of
in the ENCS tests) to be closed or at EVN Bulgaria
least mitigated. OrroBopHocTTa 32
BrmpocskT ¢ yetoitunBoctTa Ha DLMS TeCTOBeTe Ilie € Ha
(orGems3an B TecToBeTe Ha ENCS) mmie EBH Bbarapus.
ObJie pellleH Win Haii-
MAaJIKOTO CMEKYeH.
@ Meter will accept only firmware
image authenticated by
manufacturer (GMAC).
EnrexTpomMepuTe 1mie npuemMar camo
codryep yaocToBepeH ot
mpomsBongutens /GMAC/.

Task4 | Pre-update field clean-up. Prerequisites: ADD shall be
Completion of Task 2 makes it sure Tasks 1 and 2 responsible to
that vast majority of meters will completed have to | provide .
have high availability in PLC to be completed. recommendations

) . ) YcnoBusa: for Task 4

achieve high performance in Heo6xoaumo implementation.
firmware upgrade and data yCIOBHE: AJlJl e oTTOBOpEH

Jla IpeJIoCTaBU
MpeAJIoKeHUs 3a
HU3ITbJIHEHHUETO Ha
3agaua 4.

The
implementation of
Task 4 is out of
ADD responsibility
scope.
N3nbiHeHUETO HA
3amaya 4 e U3BBH
OTTOBOPHOCTHUTE

Ha AJJL.
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Task 5 | SIMS v.6 to SIMS v.8 migration. SIMS ADD shall be

v.8 will be installed from scratch in responsible for
3afava | 3 separate environment (e.g., virtual delivery of SIMS
5 PC) without removing the older v-8.

) . A1/l e oTTOBOpPEH
version with step-by step 33 JlOCTABKATA HA
transferring DC’ s and meters from SIMS Bepcus 8.
v.6 to v.8. Only DC v.8 (see task 7
below) to be operated in new EVN Bulgaria shall
environment. be responsible for

installation.
Murparust or SIMS Bepeus 6 Ha EBH Bbarapus e
Bepcus 8. SIMS Bepcus 8§ me Obe OTrOBOpEH 33
HMHCTaJALUSATA.
MHCTAJIHUpPaAH OT HYJIaTa B OT/JeHA
cpeza (Hamp., BUPTyaJleH KOMITIOTHP)
0e3 J1a ce mpeMaxBa Mo-cTapaTta
BepCHS ¢ TIOETANHO MPEXBBPIISTHE HA
KOHIICHTPATOPH Ha JaHHU
enexTpomepu oT SIMS Bepcus 6 KpM
Bepcrs 8. CaMo KOHIIEHTPAaToOp! Ha
JTaHHU Bepcus 8 /BUXK 3aj1a4a 7 mo-
JI0ITy/ MOTaT Jla OllepupaT B HOBaTa
cpena.
Task 6 | HHU software implementation and Prerequisites: ADD shall be
HHU/HES integration (to make it Task 5 started. responsible for
3anava | possible to communicate with delivery of HHU
6 meters with activated security). Heobxoanmo firmware without
HHU/HES integration details are to ycosue: hardware
be agreed with EVN. platform.
H3nbiaHeHMeTO Ha
BrenpsiBane na codryep 3a HHU n 3ajaya s nae AJI]l e oTrOBOpEH
UHTErpausaTa My B codTyepa B CTapTHpaJIo. 3a JlocTaBKaTa Ha
nearppa(HES) /3a na Moxe na codrtyepa 3a HHU
KOMYHHKHPA C eJICKTPOMEPH C 6e3 xapayepHaTa
aKTHBHpaHa CUTYPHOCT/. niardopma.
IopoGHOCTUTE OTHOCHO
unterparusta na HHU u codryepa B EVN must
nearppa(HES) tpsiGBa na 6p1at purchase
cpriacyBanu ¢ EBH. appropriate
devices for HHU
(Android v.4.1 or
higher).
EBH Tps6Ba na
3aKymu
CHOTBETHHTE
yctpoiicta 3a HHU
/AHIpONT Bepcus
4.1 iy mo-BUCOKa/.
Task 7 | DC hardware v.7 to v.8 migration. It is required ADD is responsible
physically to to accept the
3afgaya | Murpauusa Ha KOHILlEHTPATOPUTE HA exchange RTR7 to | orders and
7 JaHHH OT Bepcus 7 Ha Bepcus 8. RTR8. RTR8 have | perform the
to be purchased delivery of DCU
from ADD RTRS.
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Bulgaria.

H3ucksa ce
dusnyecku ja ce
CMEHAT
KOHLeHTpaTopuTe
Ha JJaHHU Bepcus
7 c TakuBa OT
Bepcus 8.
Konuentpartopure
Ha JJaHHU Bepcus
8 Tpsa6Ba fa 6'bAAT
3akyneHu ot A1/
bbarapus.

A1/l e oTTOBOpPEH
Jla mpueMe
3asiBKUTE U
HU3I'bJIHU
JIOCTaBKHUTE Ha
Konuentparopu
Ha JaHHHU 8-Ma
cepusi.

EVN is responsible
for purchasing of
RTR8

EBH e oTtroBopen
3a OKyINKaTa Ha
Konuentparopu
Ha JaHHHU 8-Ma
cepus.

Task 8 | Massive meter firmware upgrade
from v.7.2 to v.7.6.

3agaua

8 MacoBo 06HOBsIBaHe Ha
eJIeKTPOMEPUTE C BepcUus 7.2 KbM
Bepcus 7.6.

Prerequisites:
Tasks 1, 2,3
completed, 5, 7
started.
Heo6xoaumo
ycaoBue: 3aa4u
1, 2, 3 3aB'bpLIEHHY,
5,7 cTrapTUpaHH.

EVN Bulgaria is
responsible for
meter firmware
upgrade

EBH Bbarapus e
OTrOBOpEH 3a
06GHOBSIBAHETO HA
eJIeKTPOMEPUTE.

Task 9 | Final clean-up (conditional).

3agaua | [locnenHu HACTPOUKY (3aBUCEIN

Prerequisites:
Tasks 8 started.
Heo6xoaumo

EVN Bulgaria is
responsible for
clean-up

9 OT yCJIOBHS). ycaoBue: 3agaya 8 | EBH Bbarapus e
Jla e 3a10yHara. OTrOBOpEH 3a
MOC/EeHUTE
HACTPOHKH.

Task KMS deployment. EVN Bulgaria
10 must purchase two instances of
Thales keyAuthority device to be

Prerequisites:
Task 5 started, two
instances of Thales

ADD is responsible
to accept the
orders and

3ana4a | ysed in the KMS. keyAuthority perform the
10 devices are delivery of two
BHe/IpsIBAHE HA CHCTEMA 32 purchased. instances of Thales
Heob6xoaumo keyAuthority
pasnpejensiHe Ha kiaw4oBe. EBH .
BLArapis TpA65a Aa 3aKYTH B yciaoBue: 3aza4a 5 | devices.
ycrpoiictBa Thales keyAuthority, 3a Aae 3an0qUHaTa, A/l e oTroBOpEH
Jla 6'bJlaT U3M0JI3BaHU B CUCTEMATA AABE yCTPOMCTEA /ia ripueme
Thales 3asBKUTE U
3a pa3ziaBaHe Ha KJIIOYOBe. .
keyAuthority ga ca | uambiaHu
JlOCTaBEeHH. JIOCTaBKUTE Ha JiBe
ycrpoiicta Thales
keyAuthority.
EVN is responsible
for purchasing of
two instances of
Thales
keyAuthority
devices.
EBH e oTtroBopen
3a MOKyIKaTa Ha
JIBe YCTPOMCTBA
Thales
keyAuthority.
Task Encryption service activation. Step- Prerequisites: ADD is responsible
by-step process starting in testing Tasks 9, 10 to provide
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11 environment and finally coming to completed. instructions to
massive security activation in Heo6xoaumo perform Task 11
3anava | production environment. ycaosue: 3agaun | All/l e orroBopen
11 9,10 1a ca Jla IpeloCTaBU
AKTHBMpaHe Ha yc/IyraTa 3a 3aBbpLIEHH. MHCTPYKIHK 33
kpuntupase. [loeTaneH npouec MSITHIHEHHUETO Ha
3agava 11.
3amoyBall B TECTOBA CpeJa U
3aBbplIBall C MACOBO aAKTUBUPAHE EVN Bulgaria is
Ha CUTYpPHOCTTA B IPOAYKTUBHA responsible for
cpefna. Task 11
implementation
EBH Bbarapus e
OTroBOpHA 3a
BHeZPsIBAHETO Ha
3amava 11.
Task Implementation and deployment of Prerequisites: ADD is responsible
12 the archiving subsystem within the Tasks 5 to deliver SIMS v.8
SIMS v.8 framework. completed. with functionality
3azava Heobxogumo described in Task
12 BHe/psBaHe U pasrpbliaHe Ha ycnosue: 3anada s | 12
APXMBHPAIIA [I0/ICHCTEMA B Jla e 3aBbpllIeHa. A1/l e oTTOBOpPEH
na noctasu SIMS
pamkuTe Ha SIMS v.8. BepcHs 8 ¢
GYHKIIMOHATHOCTH
omnMcaHU B 3aja4a
12.
03.08.2016 Stefan Dikarlo
Plovdiv / [lnoBauB /Director ADD BULGARIA 00D/
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MNnaH 3a nosuWaBaHe Ha CUTYPHOCTTA HA HAaJIMYHATA
A4 Cuctema nsrpageHa ot eiIeKTpomepu ¢ Bepcusa no-

HUCKA OT V.7.6 , pyTep KOHUeHTpaTopu v.7 u SIMS6

CbabprKkaHue

1. JocTaBKa Ha xapayep v codptyep
2. MNnaH 3a o6HOBABAHE KOMMNOHEHTUTE HA cMCTeMaTa

3. TectoBa M NPOAYKTMBHA cpeaa



1 [ocTtaBKa Ha xapayep u copTtyep

KomnoHeHTn Ha | CodTyep 1 xapayep , onncaHue Ha HeobxoanmuTe fopaboTku:
cucTemata
SIMS8 LLle ce usnonsea eauH (LeHTbP) SIMS8 32 BCUUKKN eNeKTPOMEpPU BMECTO CEerallHUTE HAKO/TKO
SIMS6.
KbMm cTaHgapTHUTE OyHKUMKM Ha SIMS8 ce oHaBsA Bb3MOMXKHOCTTA 3@ UMMNOPT OT HAKOIKO
6a3un SIMS6 Ha cnegHWUTe AAHHM :
1. [aHHu no rpynu yctpoiictea (Group Manager).
2. banaHcoswu rpynu.
3. NHbOPMAUMOHHM cUCTEMU (BOMBAHUTENHU UHCTPYMEHTU AaBaALLM Bb3MOMKHOCT 3a
CUHXPOHM3UPaHE C BbHWHU MHGOPMALMOHHM CUCTEMM).
4. WcTopuAa Ha KOHOUTYpauusa Ha Xxapayepa.
5. TMNopBbp3BaHe Ha e/leKTPOMeEPUTE KbM KOHLEHTpaTopa (3a Bceku TpadonocT).
SIMS8 ApxuBMpaHe Ha CTapu AaHHMU.
DCU v.7.6 1. YacTmuHo oTcTpaHABaHe Ha 3abenexkute Ha ENCS Kacaeum curypHocTtTa (KONKOTo
No3BO/IABAT XapAyepHUTE YCTPOMCTBA).
2. CbBMecTMM cbe SIMS8 (noaabpska YeTeHe Ha BCUYKKM AaHHW Mo NpoToKon P3.2, Ho
6e3 HTTPS).
3. Job6aseHa e pyHKLMATA 32 EKCMOPT Ha TONoornaTa Ha mpeskarta PL/LV 3a umnopra
B8 DCU v.8.
DCU v.8 1. [Oob6aseHa e dyHKUMATA 332 UMNOPT Ha TOMONOTMATA Ha mpeskaTta PL/LV 3a umnopTa B
DCU v.8.
Meter FW v.7.6 1. HyXHaTa pyHKUMOHANHOCT Ha v.7.2 e 3ana3eHa.
2. [JobaBeHa e ayTeHTUdMKauma B GCM-AES-128 1 HLS.
3. OrtcTpaHeHu ca nnun ca cmekvyeHu nponemute ¢ DLMS robustness issues,
ycTaHoBeHM oT ENCS.
4. BuabT Ha obHoBABaHeTo (FW image) e 3awuTeH c nomolla Ha GMAC,
€/1IeKTPOMEPDT LLLe NPUeMa camo nNpaBuIHOTo obHoBABaHe.
HHU Ha 1. Android v.5.1 n no -Bucoka. XapayepsT ce goctasa ot A4 bvarapums.
Android
2. HHU moxe aa pabotu cbe SIMS8 n enektpomepu v.7.2 1 7.6 (B ToBa Uncio n ¢
BK/IIOUYEHO CEKIOPUTH).




2 MnaH 3a 06HOBABaHE HA KOMMNOHEHTUTE Ha CUCTEMaTa

Ha EHEKTpOMepVITE/B 3aBUCMMOCT oT

HeobxoaumocTTa/.

Ne OnucaHune MoACHeHWs 1 B3aMMHa CBbP3aHOCT

1 EBH nogrotea Heobxoaumua xapayep 3a | Heobxogammute CbpBbPHU pecypcu morat ga ce
MHCTannpaHe Ha SIMS 8 c naesaTta 3a usrpaxzaHe | nob6aBAT B 33aBMCMMOCT OT HAPACTBAHETO Ha
Ha eAMHEH LEeHTBbP. cuctemarTa.

KMS ycTpoiicTBata TpabBa aa 6baaT MHCTAMpPaAHU
npeaun Havyanoto Ha Crbnka 9.

2 O6HoBsABaHe Ha pyTep KoHuUeHTpaTtopute oT Vv.7.4 | CTbnKa 2 MOXe Aa 3ano4yHe He3aBucMmo oT CTbhKa
Ha V.7.6. O6HOBEHMAT pyTep KoHueHTpaTop | 1.
npoabaKaBa Aa paboTv nog ynpaBAeHUETO Ha
SIMS6.

3 MpexBbpasaHe Ha [AHHWUTE,NO rPynu enekTpomepun | [leicTBMETO MOXKEe Ja Cce M3BbpLUBA MOEeTanHo 3a
ot SIMS6 B SIMS8 Te3n pyTep KOHLEHTPATOpM MNPU KOUTO BepcuATa

Beye e o6HOBEHA Ha V.7.6.

4 MpexBbpiAHEe Ha pyTep KOHUeHTpaTopuTe oOT | [elictBMeTO ce  U3BbpWBaA C Te3n  pyTtep

SIMS6 Ha SIMS8 KOHLLeHTpaTopu C v.7.6, 32 KOUTO AaHHMUTE NO rpynu
efleKTpoMepn Beye ca npexsbpaeHn B SIMS8/seve e
usnbaHeHa Crbnka 3/.
Cnep npexsbpnAHETO Ha enektpomepute, SIMS8
3ano4sa paboTa ¢ TAx.EnektpomepuTe BCe olle ca C
v.7.2.

5 3amAHa Ha pyTep KOHUeHTpatopute V.7 ¢ pyTep | JeictBueto ce wm3BbpwBa C Tesn  pyTep
KOHLUeHTpaTopu v.8. lMpu 3amAHaTa, AaHHUTE 33 | KOHLLEHTPATOpM 3a KOMTO e n3BbplueHa CTbnKa 3.
TONO/IOFUATA HAa MpeXaTa ce npeHacAT B HoBWA | HoBMA KOHLEHTpaTop v.8. ce npexsbpaa Kbm SIMSS,
pyTep KOHLEHTPaToOp /IOKasHO/ype3 eKcnopT- | cTapuAT KOHUeHTpaTop V.7.,KoiTo e B SIMS8 ce
nmnopT/. nocrassa B cbcTosHMe Disabled.

6 Clean-up 3a noarotoBKka Kbm MacoBo 06HOBABaHe | [lelMcTBMETO ce  wM3BbpWBA C Tesn  pyTep

KOHLIEHTPaTOPM C KOUTO e npukaoumna CTbnkas.

Heobxoanmo e aa ce nocturHe f4obpa YyBaemocT Ha
eNeKTPOMepuTe U BUCOKA MPOU3BOAMTENIHOCT MpK
npeHoca Ha

AaHHM no PLC /availability and

performance),c uen ga ce MUHUMM3MPAT PbUHUTE




onepauuu npy 06HOBABAHETO Ha e/IeKTpoOMepUTE.

MacoBo o6HoBsABaHe Ha enekTpomepuTe 40 Vv.7.6.

JevictereTo ce U3BbpLIBA Ha Te3n TpadomnocToBe Ha
KOMTO Beye ca MHCTa/IMPaHU pyTep KOHLLEHTpaTopu
v.8, KOMUTO Beye ca CBbp3aHM Kbm SIMS8 u e

obesneyeHa  pgobpa  KomyHuKkauua no  PLC
(3aBbplueHa e CTbnka 6).

Bb3MOXKHO e B OTAe/NHM caydau/nopagu aowa
KOMyHMKauma no PLC/ ga ce Hanoxu,nocelieHve Ha
MACTO MPU eNeKTPoOMepuTe U NoKanHa pabota.Kato
KpaeH pesynTarT We MMamMme eNeKkTpoMepu ¢ v.7.6,nog,
ynpasieHue Ha

KOHLeHTpaTopM v.8, a

KOHLeHTpaTopuTe v.8 noA ynpasaeHneTo Ha SIMSS8.

MNpoBepka 3a cTabuaHocTTa Ha pabota Ha
KOMYHWKaLMOHHATA MpeXKa npeau akTMBUPAHETO

Ha security.

HeobxoaMmo e WM3BECTHO Bpeme pga ce cneau 3a
CTabunHocTTa Ha cuctemaTa.ToBa [AelicTBue ce
M3BbPLUBA 32 TE3M PYTEP KOHLLEHTPATOPH, 32 KOUTO €

npukatounna Ctonka 7.

AKTMBMpPaHe Ha security.

AKTMBMpAT ce Te3n pyTep KOHLEHTPaTOPW,KoUTO

ycnewHo ca npemuHanm ot Ctbnka 2 go Cronka 8.

3 TecToBa U NPOAYKTUBHA cpepa

Mpeam 3anoysaHeTO Ha MacoOBO BHeApsABaHe B NpoAyKTMBHaTa cpeaa (Production Environment),

08.03.2017r.

MNnosaus

Bvarapma“

e HeobXxoaMMO [a ce TeCTBaT BCUMYKM CTbMNKM B onpegeneH ot EBH Tectosu yyactbk(Test Environments).
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