TexHU4eckn n3nckBaHuA
KbM CUCTeEMa 3a npeaBaputeneH I’]O):I,60p Ha M3NbHUTENN

EVN

Ne C-14-HM-[-123, c npeameT: “[ocTaBka, MHCTanauma, nyckaHe B ekcrioaTaums, NOAOPHXKKA, XeNaHu NpomeHu,
obyyeHuns 1 pa3paboTkm oT Bb3noxutens Ha "Cuctema 3a AUCTaHUMOHHO OTYMTaHE Ha enekTpomepn”

TexHUYecka cneumndukaums:
. Technical requirements, regarding the Head

End System
1. Description
1.1 Functional description:

All data, collected until 00:00 a.m., must be received by the
grid operator not later than 12:00 a.m. on the next calendar
day.

Reading of the load profile must be possible, by setting
periods — multiple times within a day. Any and all data,
collected by 00:00 a.m. are stored, and in all future reading
requests, only the values, which have not been read
previously, are to be read.

The invoicing data readings and the logbooks are not
subject to the requirement for daily reading and therefore
the grid operator can plan an individual reading as well as
various fixed reading requests.

For reading modes the grid operator allows both reading
methods: PUSH (initialized by the meter) and PULL
(initialized by the central system)

For this purpose a time schedule is to be established and
configured, for individual reading of the PUSH /data
transmission/ and PULL / data reception/ modes.

In the PUSH mode, it should be possible to configure the
time schedule for reading in the electricity meter.

In the PULL mode, the reading schedule is controlled by the
Head End System. The reading schedule must specify the
precise time of reading of each of the electricity meters.
1.2 Initiator:

For reading the electricity meters; according to the reading
schedule

For configuration of the reading schedule:

The grid operator needs the data and for that purpose he
determines the time schedule (if necessary the schedule is
transferred to subordinate levels in the hierarchy).

1.3 Result:

For the reading of the electricity meters:

The grid operator has received all requested data.

For configuration:

A reading schedule is preset in the necessary system
components.

1.4 Service level:

When starting the reading of the values, at 00:05 a.m.,

98 % of all electricity meters must be read within 12 hours.

2. Ad hoc- reading
2.1. Name: Spontaneous reading of the electricity

meters or Immediate reading of electricity meters

2.2. Function description: The purpose is to obtain up-
to-date electricity metering data upon the request by
authorized participants (following the rules and provisions
for data protection). This request is sent by the grid
operator to the respective electricity meter in the form of a
reading command. The scope of data may be defined (e.g.
logbooks, invoicing data, load portfile data)

In case the ad hoc-reading has been completed
unsuccessfully several times, an on-site reading should be
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l. TexHnyeckn nsnckBaHuA Kbm Cucrema 3a
AUCTaHLUNOHHO OoTYnNTaHe

1. OnucaHne

1.1 @YHKLMOHaNHO OnucaHue:

Bcnukm flaHHW, KOWUTO ca cbbpaHu 1o 00:00 4., TpsbBea Aa
Ca NpY MPEeXOoBMA onepaTop Har-KbCHO A0 12:00 4. Ha
cnefBalLma KaneHaapeH AeH.

ToBapoBuAT Npodun TpAbBa fa MOXe fa ce oT4MTa
nocpeacTBOM 33[aBaHe Ha NepUoOAM - MHOTOKPATHO B
pamKkuTe Ha feHs. Bcuykun cbbupann go 00:00 u. ce
CbXpaHABAT, NPV Cl1efBalLN 3aABKM 38 OTYUTaHe TOBa
TpAbBa Aa ce OT4YeTaT CaMo MMNCBALLYM CTOMHOCTY.
OTYnTaHUATa Ha AaHHUTe 3a (PaKTypupaHe v OHeBHULWTE
He NoAJiexaT Ha M3MCKBAHETO 3a eXeJHEBHO OTYUTaHe U1
33TOBa MPEXOBUAT ONepaTop MoXe fa niaHupa
NHOVIBUOYaSHO OTYMTAHE & Taka CbLLO 1 PasanYHI
rIKCMpaHW 3aABKK 3a OTYUTaHe.

3a pexnM Ha OTYUTaHe Bb3IOXMUTENAT AOMyCKa METOAM Ha
oTumntaHe: PUSH (MHMUManM3mpaHo OT enekTpomMepa) 1
PULL (MHMLUMaNU3MpaHo OT LieHTpanHaTa CucTema).

3a uenTa e HeobXx0AMMO Aa Ce ONpeaeny pecnekTUBHO A3
ce KOH(Urypunpa Bpemesn rpaduk 3a OTYMTaHe NOOTAENHO
3a pexvmuTe PUSH /npepasaHe Ha faHHW/ 1 PULL
/npyemaHe Ha OaHHW/.

Mpu pexxm PUSH BpemeBuWAT rpadhvik 3a oT4mTaHe Tpsbea
[la MOXe Aia Ce KOHUrypurpa B enekTpomepa.

Mpwv pexxnm PULL rpadomkbT 3a OTUMTaHe ce ynpaBnsBa oT
LeHTpanHaTa cuctemMa. B rpadhuka 3a otumntaHe Tpabga fa e
onpeaenieHo Kou enekTpoMepu kora TpabBa Aa ce oT4yeTar.
1.2 NHuupmatop:

3a OTYMTAHETO Ha enekTPOMepW: CbrnacHo rpaduka 3a
oT4MTaHe

3a KOHMWIypvipaHe Ha rpadvka 3a oT4nTaHe:

MpexoBVAT ornepaTop ce HyXaaeoT AaHHWUTe 1 3a LenTa
onpefens BpeMesu rpachuk (Mpu HeoBXOAMMOCT rPathuKbT
Ce NpeHaco4Ba KbM NOAYNHEHN NepapXUYHUN HIBA).

1.3 PesynTar:

3a OTYNTAHETO Ha eNleKTPOMEepH:

MpexoBrAT onepaTop e NoJyyma BCUYKN U3UCKaHW JaHHN
3a KOHVWrypvpaHe:

B HeobxoaMMUTE CUCTEMHM KOMMOHEHTU € 3aM0xXeH
rpacuk 3a oT4MTaHe.

1.4 HunBO Ha nogapbXKa:

Mpw CTapTVpaHe Ha OTYUTAHETO Ha CTOMHOCTUTE KbM 00:05
4. B paMkuTe Ha okoso 12 Yaca TpsbBa Aa Ca oT4eTeHw

98 % OT BCMYKM eneKkTpoMepu

2. Ad hoc- otynTane

2.1. HanmeHoBaHWe:CNOHTaHHO OTYMUTaHe Ha
enekTpomepu U HesabaBHoO oTYMTaHe Ha enekTpomepw
2.2. OnucaHuve Ha yHKUMATa: LienTa e nonyyaBaHe Ha
aKTyaJiHW eneKTPOMEPHW JaHHM NpuY 3anuTBaHe OT CTpaHa
Ha OTOPU3MPaHN y4acTHULM (CNa3BaHe Ha NpasaTa U Ha
pasnopenbuTe 3a 3allMTa Ha faHHWTE). ToBa 3anuTBaHe
MPEXOBUAT ONepaTop M3npaLla Ha CbOTBETHNA
enekTpomep nog dhopmaTta Ha KOMaHAa 3a OT4UTaHe.
O6xBaTbT Ha AaHHWUTe Moxe Aa ce AedurHupa (Hanp.
[OHEBHVLN, AaHHW 3a PaKTypupaHe, 4aHHM 33 TOBApOB
npodun).

B ciyyan, e ad hoc-oT4nMTaHETO MHOMOKpaTHO e
3aBbpLUMno 6e3 ycnex, cnefsa Aa MMa Bb3MOXHOCT 33

Crpannua 1 ot 52



available.

The following applies to the combined methods:

2.3. Initiator:

a) Change of client (differentiation when invoicing)
b) If the planned periodic reading (multiple) has been
unsuccessful

Q Client complaints (inspection of authenticity)

d) Maintaining the security of operation of the
network

e) During installation

2.4. Result:

The required electricity meter data is received at the Head
End System.

2.5. Service level:

In 99 % of the cases <= 5 min.

3. On-Site Reading
3.1. Name:

On-Site Reading

3.2. Function description:

In general there must be an opportunity for reading the
electricity meter on-site by means of a mobile terminal
through the maintenance interface PO. In order to meet the
strict provisions, regarding the data protection, an individual
key/password is to be entered in the mobile terminal, which
enables the reading of the respective electricity meter.

The data obtained in this manner, should be transferrable to
the Head End System. Each reading must be incorporated in
the access protocol.

The requirements in the area of security must be met.

3.3. Initiator:

. unsuccessful planning reading

. (De-)installation

3.4. Result:

The data is read and can be sent to the Head End System.
3.5. Sevice level:

In 99% of the cases.

4. Deactivation

For the deactivation, no group, or mass command
(broadcast) must be used.

4.1 In case of client change

411 Name:

Power supply interruption, due to the fact, that the client
leaves the real estate, which becomes uninhabited

4.1.2  Function description

The purpose is, the power supply of a certain site or facility,
to be disconnected remotely (from the Head End System of
the grid operator), because the property remains
uninhabited. The deactivation takes place by opening the
switch /Breaker/, situated in the electricity meter.

The Head End System of the grid operator sends to the
respective electricity meter a command for deactivation. The
intelligent electricity meter fulfills the command and sends a
status back to the Head End System. This status must be
clearly shown on the display of the electricity meter (e.g.
OFF).

4.1.3  Initiator:
Erasing of an existing client
4.1.4  Result:

The power supply has been disconnected and the status
"disconnected" is displayed on the electricity meter and in
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OT4YMTaHe Ha MACTO.

2.3. NHu1umaTop:

a) CMAHa Ha KWeHT (pa3rpaHnyaBaHe npu
akTypupaHe)

b) Korato nnaHnpaHoTO MePUOANYHO OT4MTaHE
(MHOroKpaTHO) e 610 HeycneLHo

Q Peknamaums oT KveHTa (MpoBepka Ha BepPHOCTTa)
d) MofAbpXaHe Ha CUTYPHOCTTa Ha ekcnnoaTaumaTa
Ha MpexarTa

e) Mo BpeMe Ha MOHTax

2.4. PesynTar:

HeobxoOumunTe enekTpoMepHW AaHHWN Ca NosyyYeHn B
LeHTpasiHaTta cncremara.

2.5. H1BO Ha nogapbXKa:

B 99 % ot coiyvanTe <=5 MUH.

3. O14yMTaHe Ha MACTO

3.1. HanmeHoBaHwe:

OT4MTaHe Ha MACTO

3.2. OnuvcaHne Ha yHKUMATA:

MpUHUMNHO TpsAbBa Aa MMA Bb3MOXHOCT 3a OTYMTaHe Ha
enekTpomepa Ha MACTO NOCPeACTBOM MOOUAEH TepMUHan
npe3 nHTepdelica 3a noaapbxka PO. 3a ga 6baaT cnaseHn
CTporvTe pa3nopeabn OTHOCHO 3aluuTaTa Ha AaHHWUTE, B
MOBWNHUA TepMUHaN TpAbBa Aa Ce BbBee MHAMBMAYaNeH
KJI04/ napoJsia, KOMTO [iaBa MpaBso da ce OT4eTe CbOTBETHUA
enekTpomep. Taka NoayveHWTe faHHW TpAbBa Aa MoraT fa
Ce Npefafar Ha LeHTpanHaTta cncrema. Bcako otynTaHe
TpabBa Aa ce otbensA3Ba B NPOTOKONA 3a AOCTH.

TpsabBa fa ce Cna3BaT W3MCKBaHUATa B 0b6nacTTa Ha

CUrypHOCTTA.
3.3. NHuupmatop:

. HeyCrneLwHO MaHNPaHo OTYMTaHe
. (de-)MoHTax

3.4. PesynTar:

[laHHWTe ca oTYeTeHW 1 MOoraT da ce U3npaTaT Ao
LeHTpanHaTa cucremarta.

3.5. HunBO Ha nogapbXKa:

B 99 % ot cnyvaute

4. M3knoyBaHe

3a U3KJIoYBaHMATA He TpsbBa Aa Ce U3Mon3Ba rpynosa
pecn. MacoBa koMaHAaa (Broadcast).

4.1. Mpv cMAHa Ha KneHT

4.1.1.  HaumeHoBaHwe:

MpekbcBaHe NOpaaM TOBA, Ye KIIMEHTBLT Hamycka MMOTa,
6e3 pa ce HaHece HOB KJIMEHT

4.1.2. Onucanune Ha pyHKUMATA:

LlenTa e, enekTpo3axpaHBaHeTO Ha AafieH obekT fa Obae
M3KIIOYeHO AMCTaHLMOHHO (OT LieHTpanHaTa cucremata Ha
MPpEXOBUA onepaTop), Tbit KaTo B 0bekTa He Cce HaHacA
OPYr KNUEeHT. VI3K1t04YBaHETO Ce 13BbPLLBA Ype3 OTBapsAHe
Ha MpeKbCBaya /Breaker/, Hamupaly, ce B enekTpomepa.
LleHTpaniHaTa cncTeMa Ha MpeXoBuWs onepaTop 13npatla
[0 XXeNlaHuA eflekTpoMep KOMaHAa 3a U3KJTlo4BaHe.
VIHTENITEHTHUAT eNeKTPOMEp U3MbHABa NoJafeHata oT
LleHTpasHaTa cMcTeMaTa KoMaHaa 1 u3npatia obpartHo
KbM LieHTpanHaTa cuctemarta cratyc. To3w ctatyc Tpsabea
CbLLO Taka Aa 6bae AcHo n30bpa3eH Ha Ancries Ha
enekTpomepa (Hanp. OFF).

4.1.3  WHunumatop:
OTnN1CBaHe Ha CbLUeCTBYBaLL, KJIMeHT
4.1.4  PesynraT:

EnektposaxpaHBaHETO € NPEeKbCHATO U CTaTyChbT
"NnpekbCcHaT" e B13yann3npaH Ha enekTpomepa v B
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the Head End System.

4.1.5  Service level:

In 99 % of the cases<= 15 min

4.2 Payment-related disconnection
4.2.1 Name:

Disconnection within the payment collection process

4.2.2  Function description:

The grid operator may disconnect the facilities of clients
with overdue payments.

The Head End System sends to the respective electricity
meter a deactivation command. The electricity meter
executes the respective command (the internal switch
interrupts the power supply to the client facility) and sends
back to the Head End System the relevant information,
regarding the disconnection status. This status must be
clearly shown on the display of the electricity meter.

After disconnection, there is no option for immediate
reconnection on-site by the client.

4.2.3  Initiator:
The client fails to make a payment.
4.2.4  Result:

The switch in the electricity meter has disconnected the
facility, visualized that on the display and has sent a
message to the Head End System. The electricity meter IS
NOT ready for immediate on-site reconnection.

4.2.5  Service level:
In 99 % of the cases<= 15 min.

43 On-site through the servicing interface
4.3.1. Name:
Deactivation on-site through the servicing interface (P0)

4.3.2  Function description:

The electricity meter is switched of on-site by means of a
mobile terminal through the servicing interface. In order to
meet the strict provisions, regarding data protection, an
individual key/password must be entered in the mobile
terminal, enabling the disconnection of the respective
electricity meter. Therefore, it should not be possible to
deactivate several or all electricity meters by means of a
single key. The key control must correspond to the security
concept.

4.3.3 Initiator:

Working on the maintenance/ servicing of the client facility
Disconnection, related to the collection of payments

4.3.4  Result:

The switch in the electricity meter has disconnected the
facility, visualized that on the display and has sent a
message about the changed status to the Head End System
4.3.5  Service level:

Immediately, upon sending a command by the mobile
terminal

5. Switching on
5.1 Connection-related with payment
5.1.1 Name:

On-site switching on

5.1.2  Function description:

The electricity meter receives from the Head End System or
through the maintenance interface, a command, activating
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LeHTpaNiHaTta cncremara.
4.1.5 HunBO Ha nogapbXKa:

B 99 % ot cnyvaute <= 15 MUH

4.2 [pekbcBaHe Mo NPUYMHW, CBbP3aHN C MNaLlaHmA
4.2.1 HanmeHoBaHMe:

MpekbcBaHe B paMkuTe Ha npolieca no cbbupaHe Ha
nnaLaHua

4.2.2  Onucanve Ha pyHKUMATA:

MpexoBMAT onepaTop MOXe Aa U3K0YM CbOPbXeHnATa
Ha KJIMEHTW C NPOCPOYEHN 33 bIIXKEHNA.

LleHTpanHaTa cucremaTa n3npatla 40 CbOTBETHUA
eleKTpoMep KOMaH4a 3a U3KJtouBaHe. EnekrpomepsT
M3MbJIHABA NOAaAeHaTa OT LieHTpanHaTa cnucremaTta
KOMaHAa (BbTPeLLHMAT NPeKkbCBay U3KoYBa
eneKTPo3axpaHBaHETO Ha KIMEHTCKOTO CbOpbXeHWe) U
u3npatla obpaTHO O LeHTpanHaTa cucremara
MHOPMaLIMA 3a CTaTyca Ha M3KIOYBaHETO. TO3M CTaTyC
TpsibBa fa 6bae ACHO n306pa3eH Ha Aucnies Ha
e/leKTpomepa.

Cnep npekbCBaHe HAMa Bb3MOXHOCT 3a He3abaBHO
MOBTOPHO BKJIIOYBAHE Ha MACTO OT CTPaHa Ha KMeHTa.

4.2.3 NHuumatop:
KNneHTbT He M3BbpPLUBA 3amnallaHe.
4.2.4  PesynraT:

MpekbcBaybT Ha eNekTpoMepa e UKoY
CbOPBXEHMETO, BMU3yanun3npan e ToBa Ha AuCnnea n e
u3npatvn cbobliieHne fo LeHTpanHaTa cuctemara.
EnekTpomepsT HE e roToB 3a He3abaBHO NMOBTOPHO
BKJIIOYBaHE Ha MACTO.

4.2.5 HunBo Ha nogapwbxKa:

B 99 % ot coiyyanTe <= 15 MUH.

43 Ha mAacTo npe3 nHTepdeiica 3a 0bcnyxBaHe
4.3.1. HaumeHoBaHue:

V3kntouBaHe Ha MACTO Npe3 nHTepderica 3a 0bcnyxBaHe
(PO)

4.3.2  Onucanure Ha pyHKUMATA:

EnekTpomMepbT Ce U3KM0YBa Ha MACTO NMOCPELCTBOM
MOBWNEH TepMrHan Ype3 nHTepderica 3a obcyxBaHe. 3a
[a ObhaT cnaseHu CTpornTe pasnopendu OTHOCHO
3allMTaTa Ha AaHHWTE, B MOBWIHWS TepMmUHan Tpsbea aa
Ce BbBefle MHAOVBMAYyaeH KoY/ naposia, KoWTo AaBa
npaBo Aa Ce U3K/0YM CbOTBETHMA eNeKTpoMep.
CnepoBaTteniHo He TpsbBa [a e Bb3MOXHO M3K/oYBaHe Ha
HAKONKO WM Ha BCUYKN eNeKTPOMEPU OT eNekKTPOMEPHOTO
CTONAHCTBO NOCPEACTBOM eAMH KoY. YNpaBAeHNeTo Ha
KNto4oBeTe TPAbBa Aa CbOTBETCTBA Ha KOHLENUMUATa 3a
CUrYPHOCT.

4.3.3  WHuumatop:

PaboTn no nopnpbxkKa/ 06CyxKBaHe B KIIMEHTCKOTO
CbOpbXeHue

MpekbCBaHe CBbP3aHO CbC CbOMpaHe Ha NnalaHms

4.3.4  Pe3ynrar:

MpekbCBaYBLT Ha eNekTpoMepa e U3KIoYUA
CbOPBXEHMETO, BU3yanu3npan e ToBa Ha Ancnien u
NPOMEHEHMAT CTaTyC e OTpa3eH B LieHTpanHaTa cucTemarta.
4.3.5 H1BO Ha nogapbXKa:

BenHara, npu nofasaHe Ha KOMaHAaTa OT MOBUIIHYS
TepMuHan

5. BktoyBaHe

5.1 BkJito4BaHe Mo NpuymMHW, CBbP3aHn C MiaLlaHua
5.1.1 HanmeHoBaHwe:

BkitouBaHe Ha MACTO

5.1.2  OnucaHue Ha dyHKUmMsATa:

EnekTpomMepbT NosyvaBa OT LeHTpaNHaTa cnucTeMara nunm
ype3 nHTepdenca 3a NoAapbXKa, KOMaHaa, akTMBMpaLLa
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(again) the on-site switching on. The switching on takes
place in the following manner:

5.1.2.1 From the Head End System or through the
maintenance interface an activation command is sent to the
electricity meter. The electricity meter visualizes that status
on the display. This status is reported to the Head End

System.
5.1.3  Initiator:
5.1.3.1 The client enters into possession in a facility with

interrupted power supply and wants it to be reactivated.
5.1.3.2 The outstanding debts have been paid.

5.1.4  Result:

The electricity meter is activated and this is visualized on the
display. The status of the electricity can be shown in the
Head End System.

5.1.5  Service level:

In 99 % of the cases<= 15 min. for activation
6. Date and time synchronization

6.1 Name:

Ensuring accurate system time for all end-devices

6.2 Function description:

Checking the actual time.

Behaviour in case of deviation in the time settings.

If the respective deviation is up to 2 seconds, no actions are
required.

If the deviation is between 2 and 9 seconds, the time must
be synchronized, no entry is made in the event logbook.

If the deviation exceeds 9 seconds, the time must be set
and an entry in the event logbook must be made, as well as
in the load profile if it is configured (displaying the date and
time and an entry for the status).

The chronology ("numeration”) of the metering activities
must be stored.

The synchronization is performed from the Head End
System through a WAN-interface. It must be possible to
carry that out on-site through the servicing interface. The
synchronization cycle must be capable of parameterization.
6.3 Initiator:

Parameterization cycle (Schedule)

6.4 Result:

The system time of all the end-devices is the same.

6.5 Service level:
99,9 % of the end devices have proper system time.

7. Firmware Download
7.1 Part, not subject to metrological inspection
7.1.1 Name:

Update of the firmware of a part, NOT subject to
metrological inspection

7.1.2  Function description:

As with the electricity meter, the Head End System must
support updates and, respectively, upgrades of a part, NOT
subject to metrological inspection (the non-metrological
part). Upon issuing a command, given by the grid operator,
the updated software is loaded to the electricity meter.
After loading, the electricity meter checks if the software
has been fully downloaded and without any errors. After
that the installation starts in the electricity meter. After the
software is installed, the electricity meter must perform a
self-check, which ensures the flawless functioning of the
new software. Failing that, the previous version of the
software will be restored automatically. The electricity meter
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(NOBTOPHO) BK/IKOYBaHe Ha MACTO. BktouBaHeTo NpoTuya
no CNefHNA HauMH:

5.1.2.1 OT ueHTpanHata cuctemaTta uam Ypes nHtepderica
3a NOAAPBXKKA Ce U3MpaLla KOMaHAa 3a BKtOYBaHe Ha
efiekTpomepa. EnextpomepsT BU3yanunsnpa tosa
CbCTOAHME Ha Aucnies. ToBa CbCTOAHWeE Ce CbobLLaBa B
LeHTpasiHaTta cucremara.

5.1.3 NHuumatop:

5.1.3.1 KnuneHTHT ce HaHacA B 0OeKT C NpekbCHaTo
CbOpbXeHMe 1 XXenae To fa Oble aKTMBMpPaHo.

5.1.3.2 OTBOpeHUTE 3a4b/IKEHNA Ca 3ar1aTeHN.

5.1.4  Pesynrart:

EnekTpomMepbT e BKIOYEH 1 TOBa € BU3yann3npaHo Ha
ancnnea. CTaTyCbT Ha enekTpoMepa Moxe Aa ce Buaun
CbLLO W B LEHTpasiHaTa cnucremarTa.

5.1.5 HunBo Ha nogapwbxKa:

B 99 % ot cyiyyanTe <= 15 MUH. 38 aKTUBMpPaHe

6.  CWMHXPOHM3MpaHe Ha [aTa U Yac

6.1 HanmeHoBaHwe:

OcnrypsBaHe Ha TOYHO CUCTEMHO BPeMe Ha BCUYKUN KparHuM
yCTPOWCTBa

6.2 OnwncaHve Ha dyHKUmATa:

MpoBepsBa Ce aKkTyasHOTO Bpeme.

MoBefeHve Npu OTKIIOHEeHNA B Yaca.

AKO KOHCTaTUPaHOTO OTK/IOHEeHWe e [0 2 CeKyHOM, He
TpAbBa fa ce Npeanpvemar LeicTBums.

AKO OTKJIOHEHWETO € MexXIy 2 1 9 CeKyHIW, BpeMETo
TpAbBa Aa ce CMHXPOHM3MPa, He Ce MpeanpremMa BnuceaHe
B AHEBHWKa Ha CbbuTUATa.

AKO OTKJIOHEHWETO € MO-TOJIAMO OT 9 CeKyHAW, BPEMETO
TpAbBa da ce onpedenn U Aa ce npeanprieme BnvcBaHe B
[IHEBHVKa Ha CbOUTUATa 1 B TOBAPOBYA NPOMUI ako e
KOHUrypmpaH (nokasaHue ¢ fata v 4ac 1 BrnceaHe 3a
cTaTyca).

TpsbBa aa ce 3anasu xpoHonorusaTa ("HomepaumaTa") Ha
n3mMepBaTeNHUTE CTONHOCTY.

CUHXPOHM3MPAHETO Ce M3BbPLLBA OT LieHTpasiHaTa
cictemata npe3 WAN-vHTepdelic. TpsbBa Aa e Bb3MOXHO
[a Ce U3BbPLUM CbLLO 1 Ha MACTO Ype3 UHTepdenc 3a
CepBU3HO 0BCTyXKBaHe. LIMKBABT Ha CUHXPOHM3MpPaHe
TpAbBa Aa MOXe Aa ce napameTpupa.

6.3 NHuupmatop:

MapameTpupaH unkbn (Schedule)

6.4 PesynraT:

CUCTEMHOTO Bpeme Ha BCUYKM KPamHW YCTPOMCTBA €
e[HaKBo.

6.5 HunBo Ha nogapwbxKa:

99,9 % OT KpavHWTe yCTPOMCTBa MMAT NPAaBUIHO CUCTEMHO
Bpeme.

7. Firmware Download

7.1 Yact, Henopnexatia Ha MeTposIornyHa nposepka

7.1.1 HanmeHoBaHwe:

AkTyanu3auma Ha gbpmyepa Ha HEmoanexallaTa Ha
METPOIOrNYHa NPOBepKa YacT

7.1.2  OnucaHue Ha yHKUMATA:

KakTo enekTpoMepbT, Taka CbLLO W LEeHTpaaHaTa cuctema
TpAbBa fa NofabpXKaT bNAENT pecn. bnrpenT Ha
HEnopsiexallarta Ha METPOSIOTMYHa NPOBepKa 4acT
(HemeTponoruyHaTta Yact). Mo komaHaa, fafeHa oT
MPEXOBUA ONepaTop, akTyanm3npaHuaT codTyep ce
3apexpa B enektpomepa. Crief 3apexmaHe, enekTpomMepsT
npoBepsBa Aaav coTyepbT e NpexBbpIeH U3LANo 1 be3
rpewku. Cnep, ToBa CTapT1pa MHCTannpaHeTo B
enekTpomepa. Cnep kato copTyepbT 6bAe MHCTaNMpPaH B
enekTpomepa TpsAbBa fla ce M3BbPLLN CaMOMPOBePKa,
KOATO rapaHTvpa 6e3npobneMHOTO hyHKLUMOHMPaHe Ha
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sends to the Head End System an error message, indicating
the failing attempt in the event logbook.

The previous version is restored automatically, when the
electricity meter fails to establish contact with the Head End
System within 72 hours.

An entry in the event logbook must also be made in case of
successfully installed software.

7.1.3  Initiator:

The electricity meter manufacturer provides a new firmware
for the part, NOT subject to metrological inspection. Using a
Head End System the grid operator sends through the
concentrator, an update to the electricity meter.

7.1.4  Result:

The firmware in the electricity meter has been successfully
updated. The electricity meter communicates that to the
Head End System and makes an entry in its logbook.

7.1.5  Service level:

99 % of all affected electricity meters within 30 days.

8. Sending an ALARM signal
8.1 Name:

sending an ALARM

8.2 Function description:

The electricity meters, data concentrator, may be exposed
to tampering attempts, damages and technical issues. The
alarms are events, defined by the grid operator. They must
be sent spontaneously by the electricity meter to the Head
End System. The alarm always results in certain actions
(direct or indirect).

8.3 Initiator:

A decentralized system component (electricity meter, Data
Concentrator) identifies an event, configured as an alarm.
Then the system component generates a clear alarm
message and sends it independently and directly to the
Head End System.

8.4 Result:

The Head End System receives a clear alarm message and
displays it to the grid operator in the respective form.

8.5 Service level:

99 % within 6 hours.

9. EVENTS /events/

9.1 Name:

EVENT creation and transfer
9.2 Function description:

Unlike alarms, the events must be reported in an
appropriate form by the respective system components, but
these are not transmitted immediately to the Head End
System. The Events are used to ensure the quality and are
specified by the grid operator.

The components create clear event messages (event type;
moment of occurrence and duration; moment of
transmission ,... ), they record them in the events memory,
/in the event logbook and transfer them to the Head End
System during the periodic reading of the electricity meters
or upon request.

9.3 Initiator:
A decentralized system component (electricity meter, Data
Concentrator) finds an occurrence, defined as an event.
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HoBMSA codTyep. AKO He e Taka, NpeaxofHaTa Bepcms Ha
cobTyepa TpAbBa Aa Ce BbpHE aBTOMATUYHO.
EnekTpomMepbT M3npaLla Ao LeHTpaiHaTta cncrema
cboblLLieHe 3a rpellka 1 0TOenA3Ba HeycneLlHa OnuT B
LHEBHVKa Ha CbbuTuATa.

MpeouiiHaTa Bepcua Ce BPbLLa aBTOMaTUYHO CbLLO U
TOraBa, Korato eNnekTPOMepPbT He yCree fja ce CBbpXe C
LeHTpasiHaTta cncreMa B paMKkuTe Ha 72 Yaca.

BnucBaHe B AHEBHWKa Ha cbbuTunATa TpAbBa Aa ce Hanpasw
CbLLO W NPpK YCMEeLLHO MHCTaNMpaHe Ha codTyepa.

7.1.3 NHuumatop:

MpOon3BOANTENAT Ha eNleKTpoMepa NpefocTaBa HOB
dbpmMyep 3a HEnognexallata Ha METPOOrYHa NpoBepkKa
4acT. Ypes LeHTpasiHa C1cTeMa MPEXOBUAT onepaTop
M3npaLLa npe3 KOHLEHTPaTopa braenT KbM efleKTpoMepa.
7.1.4  Pesyntart:

ObpMyepbT B /1eKTPOMEPA € YCMeLLHO akTyanv3npaH.
EnekTpomepbT CbobLLaBa TOBa Ha LieHTpasHaTa cucremarta
1 NPaBy BNMCBaHE B AHEBHUKA Ha CbOUTMATA CU.

7.1.5 HunBO Ha nogapbXKa:

99 % OT BCMYKM 3aCerHaTh eflekTpoMepn B pamkute Ha 30

OHW.
8. M3npaulaHe Ha AJTAPMA
8.1 HanmeHoBaHue:
n3npattade Ha AJTAPMA
8.2 OnwvcaHne Ha yHKUMATA:

EnexktpomepuTe, KOHLEHTpaTopWTe Ha faHHK, MOraT fa ca
M3MI0XEHW Ha OMUTU 3@ MaHWUMynaUmsa, nospean 1
TeXHWYeckn npobnemun. Anapmute ca cbbutys,
LedrHMpaHn OT MpexoBHsa onepatop. Te Tpsabea Aa ce
M3MpaLLaT CNOHTaHHO OT eNeKTpoMepa KbM LieHTpasiHaTa
cicTeMa. Anapmata 3ab/IKUTENHO Boau cnef, cebe cn
[encTBre pecn. Hameca (MHAMPeKTHa UV AUPEKTHa).

8.3 NHu1umaTop:

[lelleHTpanHa cncTeMHa KOMMOHeHTa (enekTpomep,
KOHLIEHTPaTOpP Ha AaHHW) OTKpYBa CbbuTwe,
KOHUryprpaHo kato anapma. Cnef, ToBa cucTeMHaTa
KOMMOHEHTa reHepupa eAHO3HaYHO CbobLLeHVe 3a anapma
1 TO M3MpaLla He3aB1CMMO 1 UPEKTHO A0 LeHTpasiHaTa
ccTema.

8.4 PesynraT:

LleHTpanHaTa cucrema nosiydasa efHO3Ha4YHOTO
cboblLLieHWe 3a anapMa ¥ ro Nokasea Ha MpPeXoBUA
onepaTop B CbOTBETHaTa Phopma.

8.5 Hu1BO Ha nogapbXKa:

99% B pamkuTe Ha 6 Yaca

9. CbbNTNA / events /

9.1 HanmeHoBaHue:

Cb3paBaHe 1 npeHacaHe Ha CbBUTA
9.2 OnwncaHne Ha yHKUmATa:

3a pa3/vka oT anapmuTe, CbbuTusTa Tpsabea fa Obaar
NPOTOKOMMPaHW B NoAxofALa hopma OT CbOTBETHUTE
CUCTEMHW KOMMOHEHTW, HO He Ce npefiaBaT He3abaBHO KbM
LeHTpanHaTa cuctema. CbOUTUATA CNY>KaT 3a rapaHThpaHe
Ha KayeCTBOTO ¥ Ce CneunduLmMpaT OT MPEXOBUS
oneparop.

KoMnoHeHTUTe Cb3aaBaT eAHO3HaYHN CbobLLEeHUA 3a
CcbOUTKE (BUA Ha CbOWUTMETO; MOMEHT Ha NosBa U1
NPOLB/MKNTENHOCT, MOMEHT Ha npefasaHe ... ), 3anucBaT
TV B NameTTa, NpefHasHaveHa 3a cbbutua, / B AHEBHYKA Ha
CbOUTVATA U TV NPEXBBPSAT KbM LieHTpaNHaTa cucrema no
Bpeme Ha NepuoAMYHOTO OTYMTaHe Ha enekTpoMepuTe Nan
npuv NOUCKBaHe.

9.3 NHu1umaTop:

[eueHTpanHa cMCTeMHa KOMMOHEHTa (enekTpomep,
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KOHLIEHTPATOP Ha [laHHW) OTKPUBA CJlydKa, AedrHMpaHa
KaTo CbbuTre. Cnef TOBa CUCTEMHATA KOMMOHEHTa
reHepupa efHO3HaYHO CbOoBLLEHME 3a CbOUTHE, 3an1cBa ro
1 FO U3npallia KbM LeHTpaHaTa CUCTeMa Mo Bpeme Ha

Then the system component generates a clear message of
an event, records it and sends it to the Head End System
during the respective reading.

9.4 Result: CbOTBETHOTO OTYMTaHe.

The Head End System receives a clear message about the 9.4 PesynTaT:

event and displays it to the grid operator in the respective LleHTpanHaTa cncTema nosyyaBa eLHO3HAYHOTO
form. cbobLeHne 3a CbbyTHe ro Nokas3sa Ha MPEXOBUSA
9.5 Service level: onepaTop B CbOTBETHaTa hopma.

99 % within 6 hours 9.5 HWBO Ha nofApbXKa:

Any additional functionality which is not defined in the
current requirements must be defined in the offer.

99 % B pamkuTe Ha 6 Yaca
BcAka gonbaHuTenHa yHKUMOHAMHOCT, KOATO He e
LedVHMpaHa B HAaCTOALLMTE M3NCKBaHNA CnefdBa fa Obae

Definition for Alarms and Events onucaHa B ocbepraTa

Event Alarm> Event-> | logbook / OnpepensHe Ha Anapmn 1 Cbbutna
spontaneous In the Event Cobutne Anapma-> Cvbutn | logbook /
message readout | memory CMOHTaHHO | e=> 3annc B
dadata record cbobLueHve | no nametTa
set Bpeme Ha
Terminal cover | Option: Yes Yes Yes Ha CooUTUAT
opening oTYTUT a
Meter main Option: Yes Yes Yes ane
cover opening OtBapAHe Ha Onuma: da | da Ha
KJTeMHa Kanayka
OTBapsAHe Ha Onuus: da | Oa Oa
Voltage - Time and OCHOBHaTa
interruptions duration Kanayka Ha
(all 3 phases) U enekTpomepa
<5% OTtnagaHe Ha - Bpeme n
Phase failure Yes Yes HanpexeHue NPOABIIX
detection (BcnYkM 3 hasn) UTeNHOCT
U <5% U <5%
OTnagaHe Ha Na Ha
access Log Yes dasHo
HanpexeHve U
Unauthorized Option: Yes - Yes <5%
access attempt OcbluecTBeH Ha
Critical Error Option: Yes - Yes 0OCTbM
(FF) OnuT 33 Onuuwa: da | - Oa
External Option: Yes - Yes HeoTopM3MpaH
magnetic field [OCTbN
detection > KputnyHa rpewika | Onuma: da | - Ha
400 mT (FF)
Current limit - Yes Yes PasnosHaBaHeHa Onuus: da | - Na
exceeded (per BbHLLHO
phase) MarHuWTHO nosne >
Overload - - Yes 400 mT
Disconnected - - Yes [peBuLLEH IUMUT | - Oa Oa
device; no ToK (Moa3zHo)
Detected
current flow MpetoBapBaHe - - Ha
Last accepted - - Yes MpekbcHaTo - - [a
command YCTPOWNCTBO;
Hanuyne Ha Tok
MocnepgHa npweta | - - Ha
KoMaHaa
Il. System Requirements Il. N3nckBaHMA KbM cucTeMarta
1. Communication 1. KomyHukaums
1.1 Data transfer requirements 1.1 M3nckBaHMA KbM NpeHoca Ha AaHHN
The system must support the following simultaneous Cuctemata TpAbBa a Cce MOAABPXAT NapanesHo cefHuTe
processes: npouecw:
1. Sending consumption data 1. M3npallaHe Ha faHHKW 33 noTpebneHneTo
2. Automation of the client processes (e.g. 2. ABTOMaTV3MPaHe Ha KIMEHTCKU npoLeck (Hanp.
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disconnection and reconnection of the power-supply)

3. Automatic logging and identification of the end-
devices

4. Online commuting commands

5. Remote configuration of system components

6. Spontaneous alarm transfer

7. Transfer of events and operational data upon
request

8 Control of remote Firmwaredownload (from Data

Concentrator), by means of the network of a mobile
operator, end-devices, ...)

9. For the various applications in system, the
following priorities must be set:
9.1 The configurations of the system components

must take place successfully within 5 minutes.

9.2 The performance of mass readings within the
legally established timeframe must be guaranteed.

9.3 Not later than 24 hours after their installation
(usually 15 minutes later) the end devices must be
automatically registered in the Head End System.

9.4 In case of remote Firmwaredownload it must be
ensured that the new firmware will be rolled out to all
system components within 30 days.It must be ensured that
all of the above applications may work in parallel and be
processed according to the current priorities.

Detailed requirements regarding:

1.1.1. Remote reading of consumption data

The entire system must be dimensioned in such a manner
that is met in all modes of operation. More specifically, the
following is required:

1.1.1.1 Daily reading of all daily consumption values (all
registeres for active energy in both directions) not later than
12:00 a.m. (the reading starts at 0:05 a.m.)

1.1.1.2 Additional daily reading every 15 minutes of load
profiles for electricity meter readings (active energy in both
directions) of electricity meters,

1.1.1.2.1 which are required for billing purposes,
1.1.1.2.2 which are required for the operation of the
network;

1.1.1.2.3 which are required for statistical purposes.

100 % transmission of the load profiles of all electricity
meters is to be ensured. Within the aforesaid timeframe,
99 % of all the necessary data must be transmitted.

1.1.2. Client processes: Disconnection,
reconnection and cash collection

The Client processes for disconnection and reconnection of
the power-supply of client facilities (activation of the circuit
breakers in the electricity meters), must take place
successfully within 5 minutes and be confirmed in the Head
End System (at least 99 % of all commands).

1.1.3.
devices
First of all, in the installation of electricity meters, but also in
the replacement for metrological inspection, covering a vast
territory, it must be possible to employ automatic

Registration and identification of end-
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npekbCBaHe N Bb3CTaHOBABaHe Ha BaXpaHBaHETO)

3. ABTOMAaTUYHO PerncTpupaHe 1 naeHTudmLmMpaHe
Ha KpanHW yCTPOUCTBa

4. Online-koMaHaK 3a KOMyTVpaHe

5. [NCTaHUMOHHO KOHMryprpaHe Ha CUCTEMHM
KOMMOHEHTM

6. CnoHTaHeH NpeHoC Ha alapmu

7. MpeHoC Ha CbOUTWA U onepaTVBHK AAHHW NpK
novckBaHe

8. YnpaBneruve Ha oTdanedeH Firmwaredownload (ot

KOHLIeHTPaTOP Ha AaHHK), MOCPeACTBOM MPEXaTa Ha
MOBWHUA onepaTop, KpalHK yCTPOWCTBa, . ..)

9. 3a pasnnMYHUTE NPUNOXEHNA B cucTeMaTa Tpabea
[a ce 3a[30aT C1efiH1Te NPUOPUTETH:

9.1. KoHdurypaummnte Ha CUCTEMHUTE KOMMOHEHTM
TpAbBa Aa e U3BBLPLLAT YCMEeLLHO B PaMKUTe Ha 5 MUHYTU.
9.2. TpsbBa fa e rapaHTVPaHO U3BBPLUBAHETO Ha
MacOBW OTYUTAHWA B PaMKWTE Ha 3aKOHOBO OMpefesieHnTe
CpoKoBe.

9.3. Hal-kbCHO 24 Yaca cnef MHCTaNMPaHETO UM
(0bukHOBeHO cned 15 MUHYTK) KpalHKTe YCTPONCTBa
TpAbBa aBTOMATUYHO [a Ce PerncTpupaT B LieHTpaHaTa
cicTema.

9.4. Mpu oTtaanedyeH Firmwaredownload Tpsb6Bea fa ce
rapaHTupa, 4e HoBMA hbpmyep B pamkuTe Ha 30 OHW Wwe
6bae 3apefeH BbB BCUYKM CUCTEMHM KOMMNOHEHTW. TpabBaa
[a ce rapaHT1pa, Ye BCUYKM OT ropecriomeHaTuTe
NPUNOXeHUS e paboTAT efHOBPEMEHHO W Le ObaaT
06paboTBaHV No NpUOpUTET.

[eTannHn N3UCKBaHNA KbM:

1.1.1. ANCTaHUMOHHO OTYUTAaHe Ha LaHHW 3a
notpebneHvero

Lianata cuctema cieaBa fia ce opa3Mepu Taka, Ye fa vaat
M3MBAHEHW NPU BCUYKM pexnmMuy Ha paboTa. Mo-cneunanHo
Ce U3MCKBa:

1.1.1.1 EXeOHeBHO OTYUTaHe Ha BCUYKW JHEBHU
CTOMHOCTU Ha noTpebneHneTo (BCUYKM PerncTpu 3a
aKTMBHa eHeprvA B ABETe MOCOKM) Hal-kKbcHO [0 12:00 u.
(Ha4yano Ha ot4mTaHeto B 0:05 4.)

1.1.1.2 JOonmbiHUTENHO eXeaHEBHO OTYUTaHe Ha BCekn 15
MVHYTU Ha TOBapPOBW NPOGUN 33 eTeKTPOMEPHM
noka3aHva (aKTMBHa eHeprus B ABeTe MOCOKWN) Ha
efieKTpomepu,

1.1.1.2.7kounTo ca HeobxoanMu 3a hakTyprpaHeTo,
1.1.1.2.2KONTO Ca HeObXOAMMU 3a ekcnioaTaumaTa Ha
Mpexarta,

1.1.1.2.3K0oNTO Ca HeobXxoaMMK 3a CTAaTUCTUYECKM LIeN.
TpabBsa Aa ce rapaHTvpa nNpeHacaHe Ha 100 % ot
TOBapOBUTE NPOUIN Ha BCUYKM eneKTpoMepu. B
paMKUTe Ha roperocoYeHVs BpeMeBIN HTepBan CiefBa da
ce npeHecaT 98 % OT HeobXoAVMUTE AAHHMU.

1.1.2. KnueHTckun npouecn: NpekbcBaHe,
Bb3CTaHOBABAHE M MHKACO

KnuneHTckmTe NpoLiec 3a NpekbCBaHe 1 Bb3CTaHOBABAHE
Ha KJIMEHTCKM CbopbXeHUA (3afeCTBaHe Ha NpekbcBavnTe
B enekTpomMepuTe), TpsAbBa Aa ce U3BbPLUAT yCneLlHo B
paMKuTe Ha 5 MUHYTU 1 Ja Ce NOTBBLPAAT B LeHTpasiHaTa
cucTemMa (Han-manko 98 % oT BCUYKM KOMaHON).

1.1.3.  PerucTpupaHe U ngeHTuduumMpaHe Ha
KpamHu yCTpOMCTBa

Mpeoun BCUYKO MpY MOHTaX Ha eNekTpoMepK, HO CbLLO
Taka 1 npv NoAMAHa 3a METPOIOTUYHa MPOBEPKa,
obxBallallia ronaMa Teputopus, Tpsabsa Aa € Bb3MOXHO
aBTOMATUYHOTO MAEHTUMULMPaHE 1 PErMCTPUPaHE B
canmcTemata Ha MuHumym 1 000 KpaliHK yCTPOMCTBa OHEBHO.
KpaliHuTe ycTporcTBa no npuHumMn Tpsabsa fa ce
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identification and registration in the system of at least 1 000
end-devices per day. The end devices have to register at the
Head End System within 15 minutes. It must be guaranteed
that the maximum time for registration shall be 24 hours
(for at least 99% of the end devices).

When transferring low-voltage lines (e.g. to another
transformer station/ Data Concentrator) all the affected
electricity meters must be automatically disconnected from
the already inaccessible Data Concentrator within 24 hours
and register with a new Data Concentrator (at least 99% of
all affected electricity

meters).
1.1.4. Remote configuration of system
components

This remote configuration must be completed successfully
within 5 minutes and confirmed in the Head End System.
The system must be so dimensioned that 3% of all end-
devices can be configured every month (at least 99% within
the specified timeframe).

1.1.5. Transfer of alarms, events and messages
The meters alarms must be transferred to the data
concentrator, so as not to be overwritten by subsequent
alarms/events, but this time should not be greater than 6
hours. The frequency of alarms transmission from the data
concentrators to the central system must be possible to be
set by the network operator (requirement: minimum 5% of
all the terminal devices per month).

The events and messages must be capable of spontaneous
reading (individual reading). The operating modes must also
be subject to remote reading. This transmission must take
place successfully within 5 minutes (minimum 10% of all
end-devices per month, 99 % within the specified time).

In case of mass readings, a maximum period of reading of
24 hours must be observed (at least 99% of all end-devices
must be read within the specified time). E.g. the following
data must be read from time to time, in the form of mass
reading:

1.1.5.1. Power-supply interruptions

1.1.5.2. Error log

1.1.5.3. Access protocol

1.1.5.4. Logbooks for all end-devices

In order to maintain the operating control, as well as for the
purposes of planning the development of the grid, for
99,9% of all infrastructure elements by 7:00 a.m. every day
data of the communication status must be submitted and
recorded in the Head End System in 15 minute intervals.
1.1.6. Remote Firmwaredownload

The proposed system must enable the remote change of the
firmware of all the system components. This Remote
Firmwaredownload must be completed successfully within
30 days, which means that in the Head End System
feedback, regarding the successful update of the firmware
must have been received (requirement: minimum 99 % of
all affected system components).

1.1.7. Additional system requirements

1.1.7.1 Atleast once a day the system must check the
system time. In case of deviations > 9 seconds, the system
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PErncTpupaT B LieHTpanHaTa cnucremMa B pamkmTe Ha 15
MUHYTU. TpsabBa fa ce rapaHTupa, Ye MakCMManHoTo
Bpeme 3a perncrpauys e 24 yaca (3a Han-manko 99% ot
KpanHWTe yCTPONCTBA).

Mpv NpexBbpAsAHe Ha 13BoaM HH (Hanp. Kbm opyr
TPadhoNOCT/KOHLEHTPATOP Ha AaHHW) BCUYKM 3aCerHaTu
enekTpomepy TpsabBa B paMkuTe Ha 24 Yaca aBTOMATUYHO
[a Ce U3KJTIoYaT OT Beye HeJOCTbIMHUA KOHLEHTPATop Ha
[aHHM 1 [a Ce perncTpmpar B HOBUA KOHLEHTPATOP Ha
[aHHW (Ha-Manko 99% OT BCWYKM 3acerHaTy
eleKTpoMepHn).

1.1.4. [OWUCTaHUMOHHO KOH(UryprpaHe Ha
CUCTEMHU KOMMOHEHTU

[NCTaHLUMOHHOTO KOHUryprpaHe TpabBa Aa e ycrneLwwHo
13BBPLLUEHO B paMKuTe Ha 5 MUHYTU 1 fa Bbae
NOTBbPLAEHO B LieHTpanHaTa cnctema. Cuctemarta Tpsabea
[a e Taka Opa3mepeHa, Ye Mece4yHo Aa MoraT Aa 6baat
npekoHUrypurpanHu 3% OT BCUYKW KPaHK yCTPONCTBA
(Har-Manko 99% B paMKuTe Ha 3a4aeHOTO Bpeme).
1.1.5. TpeHocC Ha anapmu, CbOUTKA 1
cbobuleHnA

AnapmuTe OT enekTpomepwTe TpAbBa Aa ObaaT npeHeceH
[l0 KOHLLeTpaTopa, Taka Ye Aa He 6baaT npesanucanu ot
nocieABaLly anapmu/cebuTus, HO ToBa BpeMeTpaeHe He
TpabBa Aa ObAe No-ronamMo oT 6 Yaca. YecToTaTa Ha
npeHoca Ha anapMu 1 AaHHK OT KOHLEHTpaTopuTe Ao
LeHTpanHaTa cuctema TpsabBa Aa MOXe Aa Ce HacTpoviBa
OT MpeXOoBKA onepaTop (M3nckBaHe: MUHUMYM 5% OT
BCUYKM KPAWHK YCTPOWMCTBa MECEYHO)

CobutnaTa 1 cbobLeHnsTa Tpsbea aa moraT fa 6baar
CMOHTaHHO OTYeTeHW (MHAVIBUAYANTHO OTYUTAHE).
PexxumunTe Ha paboTa Cbllo TpsibBa Aa MoraT Aa obaaT
OTYeTeHWN ANCTaHUMOHHO. To3n npeHoc Tpabaa Aa bbae
YCMEeLLIHO VM3BBbPLUIEH B PaMKUTE Ha 5 MUHYTV (MUHUMYM
10% OT BCUYKM KparHK YCTPOMCTBA MecevHo, 99 % B
pamKuTe Ha 3a434eHOTO BpeMe).

MpW MacoBw oTYMTaHWA TpsABBa fa ce cna3Ba MakCMManHo
BpeMe 3a OT4MTaHe oT 24 Yaca (Han-manko 99% oT BCUYKM
KpalrHu yCcTporncTBa TpabBa fa ObAaT OTUETeHN B pamMKuTe
Ha 3agafeHoTo Bpeme). Hanp. cnegHuTe AaHHW Tpabsa Aa
6b4aT OTYUTAHW NePUOANYHO Nog hopMaTa Ha MacoBo
oT4MTaHe:

1.1.5.1 TlpekbCcBaHMA Ha HaNpexXeHeTo

1.1.5.2 Perncrbp Ha rpewkute

1.1.5.3 TlpoTokos 3a [oCTbM

1.1.5.4 [JHeBHMLM 33 BCUYKN KPaWHK YCTPOMCTBA

C uen nogabpxxaHe Ha ONepaTUBHOTO YMPaB/IeHNe, KaKTo 1
Ha NaHWPaHEeTO Ha Pa3BUTUETO Ha MpexaTa, 3a 99,9% ot
BCUYKM MHPACTPYKTYPHU eneMeHTV Tpabea Ao 7:00 Bcekn
[eH fa ce npedasarT W 3anucBaT B LieHTpasiHaTa cucteMa
JaHHN 38 KOMYHUKaLUMOHHNA CTATyC Npe3 nHTepsas ot 15
MUHYTW.

1.1.6. OTtpaneveH Firmwaredownload
MpeanoxeHaTta cvcteMa TpAbBa Aa NpefoCTass
Bb3MOXHOCT 33 AMCTAHLUMOHHO NPOMeHsAHe Ha hbpMyepa
Ha BCUYKM CUCTEMHM KOMMOHEHTW. TO31 oTaaneyeH
Firmwaredownload TpabBa fa NpuKIoymM yCneLHo B
pamkuTe Ha 30 OHW, TOBa O3Ha4aBa, Ye B LeHTpanHaTa
cvucTeMa TpAbBa Aa e nonyveHa obpaTHa MHpopmMaLms 3a
yCrneLuHaTa akTyanm3auma Ha pbpmyepa (M3nckeaHe:
MUHUMYM 99 % OT BCUYKM 3acerHaTt CUCTEMHM
KOMMOHEHTW).

1.1.7. HJONBAHUTENHU U3UCKBAHUA KbM
cucTemaTta

1.1.7.1 Cuctemarta TpsibBa NoHe BeHbX Ha [ieH Aa
npoBepsBa CUCTEMHOTO BpeMe. AKO MMa OTK/IOHEHMA > 9
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must set the time. Any and all processes of time setting
must be registered in the logbook and transmitted to the
Head End System.

1.1.7.2 The PLC-communication, must be protected,
against the neighboring systems, so that in the operation of
the neighboring systems it would be guaranteed that the
above data will be transmitted to the requested availability.
1.1.7.3 For the PLC communication the possibility for
changing the carrying frequency for communication or
another fixed frequency must be declared, conforming to
the available frequency for the modulation of the existing
system and sufficiently different from the available system
so that the communication sessions of the separate systems
do not affect each other, so that the operation of two
systems in a single grid is ensured.

1.1.7.4 The bandwidths of the system components must
be dimensioned so that the additional requirements are
met, in accordance with the security concept:

1.1.7.4.1Encryption and authorization

1.1.7.4.2Necessary changes to the keys (e.g. Session-Keys)
according to the level of the equipment.

1.1.7.4.3Changes in the symmetrical keys of the interfaces
at the electricity meter (in accordance with the level of
equipment, always in case of change of residence

1.1.8. Quantities

When hierarchic systems are concerned - Head End System -
Data Concentrator- end-devices (electricity meters), the
dimensioning of the entire system must take place, based
on the following quantities/ numbers:

Depending on the size of the grid operator:

i. At least 10 000 data concentrators to the Head

End System.

ii. At least 1 000 electricity meters per data
concentrator

1.1.9. Requirements, regarding the monitoring of

the availability and time for execution the
processes

The execution time (the time between the assignment of
the order by the legacy systems and the transmission of a
positive feedback to the legacy system of each separate
command must be measured and recorded in the Head End
System. The results from that monitoring must be presented
on the interface for presentation of information
(Webservice).

1.1.10. Special requirements when using hierarchic
systems

Communication link between the Head End System and the
data concentrator

The requested reaction and availability times throughout the
system must be strictly observed also when using systems
with Data Concentrator. The communication links of the
Data Concentrator must be dimensioned so that all the
reaction times are observed and the required availability is
achieved.

In order to be able to discover the reason for errors in case
of failure to observe the required values in the entire
system, the availability of the separate connections for data
transfer between the electricity metering portals and the
Head End System must be metered and recorded, by means
of functions for grid control and it must be made available
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EVN

cekyHau, cuctemaTta TpAbBa fa HaCcTpou BpemeTo. Bcuuku
MpoLecy 3a HacTporBaHe Ha BpeMeTo TpAbBa fa ce
BMWLLIAT B IHEBHWKA 1 [la ce NpefafaT KbM LieHTpasiHaTa
cicTema.

1.1.7.2 PLC-kOMyHUKaumsTa TpsbBa fa e 3alimTeHa
CpeLLy CbCeaHUTe 1 CUCTeMU, Taka Ye Npu ekcrioaTauma
Ha CbCeaHuTe cnucTemu aa Bbhe rapaHTupaHo, ye
ropenocodeHnTe faHHK Lie ObaaT npeHeceH ¢
M3mncKaHaTa pasnonaraeMocr.

1.1.7.3 Tpwn PLC KOMyHVKaLKMA cefBa fa ce feknapvpa
Bb3MOXXHOCTTa 3a NPOMAHA Ha HoCelLaTa YecToTa 3a
KOMYHVKaLMa nav apyra pukcrpaHa 4ectota cbobpaseHa
C Ha/IM4HaTa YeCToTa 3a MOAYJlalMA Ha CblLLeCTByBallla
CUCTeMa M OTCTOALLLA OT YeCTOTa Ha Ha/lMyHaTa cucTema
Taka 4ye KOMyHUKALMOHHUTE CeCUn Ha OTOENHUTE CUCTeMU
[a He BAVAAT efHa Ha Apyra, 3a Aa ce rapaHTupa pabota
Ha [jBe C1CTeMM B efjHa Mpexa.

1.1.7.4  LLUMPOYNHUTE Ha HYECTOTHUTE JIEHTWN Ha
CUCTEMHWTE KOMMOHEHTU TPAbBa fa Ca Taka opasMepeHy,
Ye [a rapaHTUpaT U3MbJHEHNETO Ha AOMbAHUTENHO
HeobxoaMMWTE N3MCKBAHMA CbI1. KOHUEeNUMATa 3a
CUTYPHOCT:

1.1.7.4.1 KogmpaHe v oTopusauma

1.1.7.4.2 HeobxoOMMM NPOMEHUN Ha KJItOHOBETe (Hanp.
Session-Keys) cnopep, TEXHNYECKOTO HUBO.

1.1.7.4.3 TIpOMAHAa Ha CUMETPUYHNTE KNOYOBE Ha
MHTepencnTe Npu enekTpomMepa (B CbOTBETCTBYE C
HMBOTO Ha TEXHWKATA, BUHArM MpU CMAHA Ha XXWUULLE)

1.1.8. Konwuyectsa

Korato ce kacae 3a repapxnyHn CUCTEMU - LIeHTpasIHa
cncTema - KOHUEHTPaTop Ha JaHHW- KPanHW YCTPOUCTBa
(enekTpomMepy), Opa3mMepABaHETO Ha LAnaTta cucteMa
TpAbBa fa ce M3BbPLUM Bb3 OCHOBA Ha CnefHuTe
KonmyecTBa/ Hpowiku:

B 3aBMCMMOCT OT TOBA, KOJIKO FONIAM € MPEXOBUAT
oneparop:

i. Hai-manko 10 000 KOHLeHTpaTopu KbM
LeHTpanHaTta cncrema.

ii. Han-manko 1 000 enekTpomeput KbM eauH
KoHUeHTpaTop Ha JaHHW

1.1.9. WM3ncKBaHMA KbM MOHUTOPWUHIa Ha
pasnojlaraemMocTTa U Ha BpeMeHaTa 3a U3NbJIHeHne
Ha npouecuTe

BpemeTo 3a n3nbaHeHWe (BpeMeTo MeX/y Bb3/araHeTo Ha
nopb4KaTta OT BOAELLUMTE CUCTEMUN U NpeflaBaHeTo Ha
nofoxwvTenHa obpaTHa UHMopMaLmWs 4o BodellaTa
CVCTeMa, Ha BCAKa OTAeNHa KoMaHaa TpAabBa fa ce nsmepu
1 3anuLUe B LieHTpasiHaTa cucTeMa. PesynratuTe oT To3u
MOHUTOPWHI TPAOBa fa Ce n3BexaaT Ha UHTepdeic 3a
npenocTasaHe Ha MHdopMauua (Webservice).

1.1.10. CneumanHn N3NCKBAHUA NPU U3NON3BaHe
Ha NepapxnuyHu cnctemu

KoMyHMKaLmMOHHa Bpb3Ka MeXAy LeHTpaaHaTa cnucrema u
KOHLEHTpaTOp Ha faHHW

/131ckaHnTe BpeMeHa Ha peakuma 1 pa3nosiaraeMocTu B
uanata cuctema Tpsabea fa 6baaT cnaseHun 1 koraTo ce
M3MOJI3BaT CUCTEMU C KOHLEHTPATOP Ha JaHHW.
KoMyHMKaLmMOHHaTa CBbP3aHOCT Ha KOHLEHTPaTOp Ha
LlaHHWTe TpabBa fa e Taka opa3mepeHa, Ye fa ce cnassaT
BpeMeHaTa 3a peakuua v a e rapaHTupaHa nsnckaHaTa
pa3nosiaraemMocT.

3a ga Moxe Aa 6bAe OTKpWTa NpUYMHaTa 3a rpeLuka B
Cflyyart Ha HecmnasBaHe Ha U3UCKaHWTe CTOMHOCTU B LanaTta
CUCTeMa, pasnonaraeMocTTa Ha OTAENHUTE BPb3KK 3a
NPeHOC Ha [aHHN MeX [y eNeKTPOMEPHUTE NopTanv 1
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through the information provision interface (Webservice).

When using public grids (e.g. ADSL, GPRS) the offer of the
Head End System must specify the level of services, provided
by the public providers, which is necessary for achieving the
total availability.

When using landline communication connections (e.g.
cables, optical cables), owned by the grid operator, the
system components, specified by the grid operator must be
allowed and — if necessary —requirements are to be defined,
to be applicable to the provision of the total availability.

Furthermore the mass methods, which are to be applied to
this evidence, must be specified.

Note: The requirements, regarding planning, construction,
commissioning and operation of telecommunication grids
do not form part of this tender procedure.
Communication connections between the data
concentrator and the end devices

1.1.11. PLC

The PLC-system must be dimensioned so that with the
aforesaid end-devices per one data concentrator and with
simultaneous maximum data transfers, the required
availability and certain reaction are observed. Particular
attention is to be paid to the outlines for transformer
stations with a total length of up to 1,5 km., as well as lines
with up to 5 transfers from overhead line to another
overhead line, consisting of several conductors with equal
potentials or to a cable in a tube. The PLC system must be
resistant to false signals, so that, despite the temporary
reverse effects on the grid by the client facilities, the
required availability and the specified reaction times are
observed.

In case of interferences from electric appliances at the client
facilities, it is necessary to ensure appropriate filters for
reducing such interferences.

1.2. Events and alarms

The integration in the Head End Systems for the control of
alarms and events must be possible.

The respective event must be characterized by at least the
following information:

a. Clear identification of the origin
b. Type of the event and information in clearly
presented text
C. Date/time of the event
d. Time of transfer /of the central registration (if
applicable)
e. Event/Error category e.g
i. Informative

ii. Critical error: not removed,

ii. it is possible that other devices are also affected by

that error,

iv. The error has not been ultimately validated.
All the readings of the electricity meters and events of all
the system levels must be recorded in protocols and time-
stamped (both for the original time of occurrence and the
actual duration of the event). The time-stamp must always
be combined with the report command and the information
on the event.
The events/alarms must be recorded in all the decentralized
components (electricity meters, circuit breakers, gates) as
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LeHTpanHaTa cuctema TpsabBa Aa ce U3Mepw v 3anuiue
NOCPeACTBOM (DYHKLIMOHANHOCT 3a ynpaBneHue Ha
MpexaTa 1 fa ce NPefoCTaBn Ha pas3nosioxXeHune ypes
MHTepdelC 3a NpefoCTaBaHe Ha HAOPMaLWA
(Webservice).

Mpw n3non3eaHe Ha obLlecTBeHn Mpexu (Hanp. ADSL,
GPRS) othepeHTa Ha LieHTpanHaTa cucTema Tpsabsa Aa
NOCOoYM HMBOTO Ha 0BCyXBaHe OT CTpaHa Ha
obLLecTBEHWTE NPOBaABPY, KOETO € HeobXOAMMO 3a
nocTuraHe Ha obLLiaTa pasnosnaraemMocr.

Mpv 13Mo3BaHe Ha NMMHENHN KOMYHUKALMOHHW BPB3KM
(Hanp. kabenwu, oNTMYHa BPB3Ka), KOUTO Ca COBCTBEHOCT Ha
MpeXxoBUA onepaTop, TpAbBa Aa ce paspeLuaT 3afafeHuTe
OT MPEXOBKA OMepaTop CUCTEMHN KOMMOHEHTU 1 Npy
HeobxoaMMOCT fa ce AednHUPaT M3MCKBAHWA, KOUTO ca
HeobXoAVMY 3a U3MbJIHeHVe Ha obLLaTa pa3noaaraeMocT.
OcBeH TOBa C/1eflBa ca Ce nocoyart MacosuTe MeToau, C
KOWTO TPAOBa fia Ce MPUNOXM TOBa [OKa3aTeNCTBo.
3abenexka: M3nckBaHvATa KbM NiaH1paHeTo,
M3rPaXKAaHEeTo, BbBEXAAHETO B eKCrioatauma u
eKkcnnoataumaTa Ha TeflekOMyHUKALMOHHN MPEeXU He ca
4acT OT HacToALLaTa TPbXHa npoueaypa.
KOMyHUKaLWMOHHN BPb3kM MexXay KOHLEHTPATOp Ha AaHHM
N KpanHuTe yCTPOWCTBa

1.1.11. PLC

PLC-cuctemaTa TpsibBa Aa e opa3MepeHa Taka, Ye ¢ no-
rope yromeHaTus 6poit KpanHW yCTPONCTBa 3a eAvH
OHLIeHTPATOP Ha AaHHW NPW efHOBPEMEHHW, MaKCUMaHW
TpaHchepy Ha AaHHW Aa ObAaT cnaseHn HeobxodMmaTa
pa3noJsiaraeMocT 1 onpefeNieHnTe BpemeHa 3a peakumd o
cneumanHo Tpabea fa ObaaT pasrnexaaHn U3Boam Ha
TpadonocToBe C Ab/KUHA 0 1,5 KM., KaKTO ¥ IMHUM C 10
5 npexopa OT Bb3AyLUHa NMHAA KbM [pyra Bb3ayLlHa
JINHWA, CbCTOALLLA Ce OT HAKOJIKO NMPOBOAHMKA C eflHaKbB
noTeHumMan, uiv kbM kaben B efiHa Tpbba. Cuctemata PLC
TpAbBa fAa e yCToNYMBa CpeLLy NOrpeLLHy CUrHamu, Taka ye
BbMpekn BpeMeHHN 06paTHK Bb3AENCTBUA BbPXY MpexaTa
OT CTPpaHa Ha KJ/IMEHTCKN CbOpbXeHNd, fa ce Cnasart
HeobxoAvMaTa pa3nofaraeMocT v OnpeaeneHTe BpemeHa
33 peakuma.

B cnydan Ha CMyLLEHMA OT eNeKkTpuYeckn ypeam B
KJIMEHTCKM CbOPBXEeHUA e Heobxoanmo fa 6baat
OCUrypeHn NOAXOAALLWM DUATPU 33 HaManNsABaHe Ha Te3w
CMYLLIEHUA.

1.2 CoburTUA 1 anapmu

VHTerpaumaTa B LeHTpaiHW CUCTeMM 33 yrpaBlieHre Ha
anapmu v cebuTua Tpsabea Aa e Bb3MOXHa.

[aneHo cbbutne TpAbBa Aa ce xapakTepusmpa noHe CbC
cflefiHaTa MHopMaLms:

a. EnHO3HaYHa naeHTVdrKauma Ha npomsxona
b. Tun Ha CbBUTWETO pecnekTUBHO NMHAOPMaLMA B
ACHO (POPMYMPaH TekCT
C. [aTta/Mac Ha cbbuTmeTo
d. Hac Ha NpexBbpAAHETO/Ha LEHTPAHOTO
perncTpupaHe (ako e NpUIoXMMOo)
e. CobuTre/Kateropus Ha rpeLukaTta HanpumMep:
i. WHopmaTnaHa

i KpuTnyHa rpeLuka: He npemMaxHaTa,

ii.  Bb3MOXHO e 1 Apyru ypeau Aa 6baat 3acerHatu

OT Ta3u rpeLuka,

iv.  [pelukaTa He e OKOHYaTeNHO BavManpaHa.
BCMYKM OTUUTAHUA Ha eNeKTPOMEPU U CbBUTYA Ha BCUYKM
CUCTEMHW HMBA TPAGBa Aa ce NPOTOKOAMPAT M Aa UM ce
L06aBAT BpeMeBM NevaTt (KakTo 3a Yac Taka U 3a
NPOABIKUTENHOCT Ha CbOWTMETO). BpemeBMAT neyat
TpAbGBa BMHarM Aa ce KOMBMHMPa C KOMaHAaTa 3a OTHeT U C
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well as in the centralized system for a period of time,
variable and specified for the respective Alarms and Events
Group, as the minimum number of entries to be stored is
100.

Error analysis and optimization

1.2.1. Information, regarding the events and the
alarms

In order to process the critical situations, it is necessary that
the centralized system is capable of interpreting events and
alarms as well as to generate filters in order to prepare
reports. The contents of such reports must be accessible for
the users or to be stored in a recommended file format (e.g.
*.csv, Lixt, xls L.

1.2.2. Configuration for the processing of events
and alarms

The centralized system must document each and every
event/alarm received, as for this purpose, it is possible that
the relevant rules are freely selected (e.g. only to file
protocols, create tickets etc. ) doing that, a temporary link
between events/alarms is to be established

1.2.3. Report on the assets and the checked
events and alarms

The centralized system must provide functionality for
retrieving information regarding the active events and
alarms and the history of various events/alarms.

There must be a capability for the events/ alarms to be
sorted by different criteria, such as time roles, event/alarm
type, electricity meter, electricity meter groups, etc. The
centralized system must offer functionality for manual and
automatic erasing of events/alarms.

1.2.4. Configuration of filters for various
events/alarms

In order to determine which events/alarms must be referred
to the centralized system, it should be possible to configure
different filters.

It must be possible to make configurations for a single
electricity meter, for a group of electricity meters as well as
for all electricity meters.

These capabilities must also be available for the Data
Concentrator.

The objective of the filter is to protect the centralized
system against "overloading" through events/alarms.

The contractor must detail in the specification the filters,
which can be defined.

The following reports must be provided for as a minimum:
a. Automatically, according to the specified calendar
schedule, reports are to be generated on the
communication devices, lacking data or having no
connection.

b. Automatically, according to the specified calendar
schedule for reading, reports are to be generated for the
end devices, which lack data.

C. Automatic, according to the specified calendar
schedule,
d. Analysis of the energy balance: The system must

be capable of calculating the balance, based on parts of the
network, defined by the operator — the amount of the
reported energy, according to the commercial electricity
meters with a similar or identical calendar schedule for
reading and balancing electricity meter with the same
schedule. Automatically, according to the specified calendar
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MHpopMaLmMaTa 3a CbOUTMETO.

CobuTusTa/AnapmuTte TpsabBa fa Ce 3anamMeTsaBaT BbB
BCUYKM AeLeHTpanmn3npaHn KOMNOHEHTY (enekTpomMepu,
npeKbCBayy, reiToBe) KakTo W B LieHTpanav3npaHaTa
CcncTemMa 3a nepuop OT BpeMe, MPOMEHIINB U HacTporBaH
3a fafeHa Mpyna Anapmu 1 CbbUTHS, HO Aa Ce 3anameTAT
MUHUMYM 100 3anuca.

AHanM3 Ha rpeLukn 1 onTUMKM3aLms

1.2.1. WHMoOpMauus OTHOCHO CbbUTUATa ”
anapmute

3a 06paboTBaHETO Ha KPUTUYHM CUTYaLMK € HeOOXOAMMO
LeHTpanm3npaHaTta cuctema a e B CbCTosHWe Aa
MHTepnpeTvpa CbOWTUA 1 anapMuy KakTo 1 fa reHepvpa
PUATPU C Lien M3roTeaHe Ha cnpasBku. CbabpXKaHWETO Ha
cnpaBskuTe TpAGBa Aa e AOCTBMHO 3a NOTpebuTenTe 1
[la Ce CbXpaHsBa B XenaH dannos opmart (Hanprmep
*.osv, L txt, s ).

1.2.2. KoHdwurypauma 3a obpaboTBaHeTo Ha
cbbuTHA N anapmm

B LeHTpanu3vpaHaTta crcteMa e HeobxoaMMO BCAKO
npueTo CbbuTre/anapma fa ce AOKYMEHTMPA, KaTo 3a
LesiTa e Bb3MOXHO MpaBuiaTa 3a ToBa CBOOOAHO Aa ce
n3bepat (Hanp. caMo Aa ce NPOTOKOAMPaT, Cb3AaBaHe Ha
TVKeTH, v ap. ) Mpu ToBa TpsAbBa Aa ce Cb3fane BpemMesa
Bpb3ka MexXzy Cbbutus/anapmu

1.2.3. CnpaBKa 3a aKTUBHWUTE K NpOBepeHnTe
CbObUTUA 1 anapmm

LleHTpanu3vpaHaTa cictema TpabBsa da npeafnara
(YHKUMOHANHOCT 3a U3BeXAaHe Ha MHPOpMaLmMa OTHOCHO
AKTVBHW CbOWTUA 1 anapMn 1 UCTOPUATA Ha PasanydHm
cbOUTUA/anapmu.

TpsabBa fa e HanvLe Bb3MOXHOCT CbbuTuATa/anapmuTe aa
Ce CopTMpaT MO PasNYHN KPUTEPUM, KaTo BPeMEBY
nepvog, TUN Ha cbbutre/anapma, enekTpomep, rpyna ot
enekTpomepw, 1 ap. LleHTpanusmpaHaTta cuctema Tpsabea
[a npennara OyHKLUMOHANHOCT 338 PbYHO 1 aBTOMAaTUYHO
U3TpVBaHe Ha CbbuTuA/anapmu.

1.2.4. KoHpurypauua Ha pUATPK 3a pasanyHu
cbbuTns/anapmm

3a Aa ce yCTaHoBM, Ko Cbbutus/anapmu Tpsabea aa ce
CUrHaNM3MpaT KbM LieHTpanm3npaHaTta cuctema, Tpabea da
€ Bb3MO>XHO KOHUryprpaHe Ha untpu.

TpsabBa fa e Bb3MOXHO [a ce NpaBAT KoHDUrypaumum 3a
e[VIH enekTpoMep, 3a rpyna enekTpoMepu KakTo v 3a
BCUYKM €11eKTPOMEPH.

Te3n Bb3MOXHOCTY TpAbBa fa Ca Ha/MYHW 1 3a
KoHueHTpaTop Ha AaHHW.

LlenTta Ha cdmnTbpa e fa ce Npeanasu LieHTpanmsnpaHaTa
cvcTeMa OT "MpenbiiBaHe” Ype3 CbOuTHs/anapmu.
N3mbnHuTenAT TpAabBa Aa onwe B creundukaumaTa
unTpuTe, KOWMTO MOraT Aa 6baaT fAedUHVPaHU.
CnegHWTe CNpaBkK ClefBa MUHUMANHO Aa 6baaT
Bb3MOXHM 3@ U3MbJIHEHNE:

a. ABTOMATUYHO, CbrNacHoO 3afaleHns KaneHaapeH
rpacuk, fa ce reHepupaT CNpaBki 3@ KOMYHUKALMOHHKTE
YCTPOWMCTBA, OT KOWUTO NMMNCBAT AaHHW WM C KOUTO HAMa
Bpb3Ka.

b. ABTOMATMYHO, CbrNacHoO 3afafleHns KaneHaapeH
rpacurk 3a oT4MTaHe, fa ce reHepupaT CNpaBku 3a
KpaviHWTe yCTPOWCTBA, 3a KOWUTO NINMNCBAT AaHHW.

C. ABTOMATU4HO, CbrNacHO 3afafleHunsa KanenaapeH
rpaduk,
d. AHanu3 Ha eHeprunHua banaHc: Cucremata da

MMa Bb3MOXHOCT 3a M34YnCfBaHe Ha BanaHc No y4acTbLm
OT MpexaTa, aed1H1paH OT onepaTop — Cyma oT
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schedule, to generate files with the sections of the grid
(outlets), where a disbalance of energy — outside the limits,
preset by the operator.

e. Metering data — for a period, latest data,
automatic and manual generation of files, templates for
formatting of files (data, time, serial number of the device,
transformer station, outlet, address, data1, data2, data3
etc.), standard formats CSV,XLS

1.2.5. Report on events/alarms and assigned
filters

The centralized system must provide the capability of
retrieving information regarding the relevant active filters,
applicable to certain events/alarms. The capabilities for
analyzing the filters, which, at a certain moment in time,
were active, must be clearly detailed.

The centralized system must provide the capability for
tracing the relevant filters, assigned to certain
events/alarms. There should be a capability for preparing
reports on the history of the active filters.

1. Fully electronic electricity meter with
manipulations recognition, an integrated modem
and a load management relay

1. Technical details

Position 1: Single-phase electricity meter

Position 2: Three-phase electricity meter for direct
connection

Position 3: Three-phase electricity meter for indirect
connection

EVN

OT4eTeHaTa eHeprusa OT TbProBCKW eNekTpoMepy C eAHaKbB
KanengapeH rpadmk 3a oT4mTaHe 1 HanaHcoB enekTpomep
CbC CbLmA rpacmk. ABTOMATWYHO, CbracHo 3afafeHus
KaneHgapeH rpaduk, fa ce reHepupat dainose C
yqacTbuMTe OT MpexaTa (M3Boau), KbAETO € U3MepeH
nebanaHc Ha eHepruaTa — U3BbH NPeABAPUTENHO 3afafieHn
OT onepaTopa rpaHnLA.

e. I3mepBaTenHu JaHHW — 3a nepvog, nocsiefHn
[aHHW, aBTOMAaTWU4HO M PbYHO reHepupaHe Ha dalnnose,
WwabnoH 3a opmaTrpaHe Ha anoseTe (gaTa, yac,
Cep.HOM.Ha ycTponcTsoTo, I, n3BoL, agpec, AaHHn1,
JaHHN2, 0aHHW3 1 T.H.), CTaHAapTHU opmaTm CSV,XLS
1.2.5. CnpaBka 3a cbouTUA/anapmMmu u
npuYncneHn Guntpu

B LeHTpanu3vpaHaTta cucteMa TpAbBa Aa e Bb3MOXHO Aa
Ce n3Bexaa MHpopmauma OTHOCHO TOBa KbM KOU
CbOUTVA/anapMm Kaksu akTVBHU PUATPU Ca MPUHUCIEHN.
Bb3MOXHOCTUTE 3a aHaM3npaHe OTHOCHO UNTpuTe,
KOWTO B fafieH nepuof, OT Bpeme ca Bunm akT1BHMY,
TpsbBa fa 6baaT onucaHu.

B LeHTpanu3vpaHaTta crctema TpAbBa Aa e Bb3MOXHO
npocieaABaHeToO Ha TOBa KakBW CbOUTUA/anapMu 1 Kaksm
bunTpu 3a 6unn 3aganenHn. Tpsbea Aa e Hanuue
Bb3MOXHOCTTa [ia Ce U3rOTBAT CNPaBKM 3a UCTOPKATa Ha
AKTUBHW uaTpU.

1. HanbnHo enekTpoHeH eneKkTpomep C
pasno3HaBaHe Ha MaHUMNynaLUuKn, HTErpupaH Mmoaem
M pene 3a ynpaBJieHMe Ha ToBapa

1. TexHuyeckn fgaHHm

Mo3unumsa 1: EfHoazeH enekTpomep

No3numa 2: TpuaseH enekTpoMep 3a AUPEKTHO
CBbp3BaHe

No3numa 3: TpubaseH enekTpoMep 3a NHONPEKTHO
CBbp3BaHe

Consumption Active and reactive power — A+, A-, Bua AKTVBHA 1 peakTUBHa eHeprna — A+,
type: Option: Ql, QlI, Qlll, QIV KOHCyMauua: A-,
Onuua: Ql, Qll, Qlll, QIV
Current Positions 1 and 2: 5(60)A or 10(60)A Cunna Ha ToKa: Mo3numn 1 1 2: 5(60)A nnn 10(60)A,
strength: Position 3: 5(10)A Mo3numa 3: 5(10)A
Rated voltage: Position 1: 230V HomuHanHo Mo3unuma 1: 230V
Positions 2 and 3: 3x230/400V HanpexeHue: Mo3numn 2 n 3:
Rated 50 Hz HomunHanHa 50 Hz
frequency: 4yecToTa:
Precision class: | Positions 1 and 2: 2 (MID A, according Knac Ha MNo3vumn 1 1 2: 2 (MID A, CbrnacHo
IEC Class 2) TOYHOCT: IEC knac 2)
Position 3: 1 (MID B, according IEC Mosnuma 3: 1 (MID B, cbrnacHo IEC
Class 1) knac 1)
Types of tariffs: | multi-tariff (at least 4 tariffs), currently Bunose MHoroTapudeH (Han-manko 4
preset with 2 tariffs, cyclical displaying Tapudu: Tapudm), B MOMEHTa
of the data on a LCD-display. The napameTpu3mpaH C 2 Tapudwu, ¢
stored billing values from previous LUMKJIMYHO NOKa3BaHe Ha AaHHUTe Ha
periods must not be visualized on the LCD-gucnnen. 3anameTtenuTe
display. CaMoOTYeTN (BUANHT CTOMHOCTU) OT
MWHanv nepuoan He TpAbaa Aa ce
BM3yaNn3MpaT Ha AVCIes.
Tariff by means of a built-in clock (with YnpasneHue nocpeacTBOM BbTPeLLEeH YaCOBHWK (C
management: | summer/winter switching) Ha TapuduTe: | NATHO/3MMHO NPEBKIIIOYBAHE)
Billing: The billing, caused by the built-in CamooTyeT CamMoOoTHeTbT (BUNNHIBT),
clock, takes place at 00.00 a.m. on the (BUNnH): npeav3BrKaH OT BbTPeLLHWS
date, defined by the system. There YaCoBHWK, ce n3BbpLuBa B 00.00 Ha
should be an option for remote neduHMpaHa OT cucTemaTta Aata.
defining of the date of the billing [edvHrpaHeTo Ha faTa 3a kpal Ha
period OGUNWHr Nepuog, cnefBa Aa MoXe Aa
Ce 3aaBa ANCTaHLUMOHHO
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EVN

Data exchange | IR - data exchange, PowerLine or KaHan 3a IR - obmMeH Ha gaHHu, Powerline nnu

channel: GSM/GPRS — defining the interfaces, obMeH Ha GSM/GPRS — flebnHMpaHe Ha
according to the block diagram JaHHN: nHTepdelicnTe cnopen 6nokosata

cxema

Control Positions 1 and 2: Recommended KoHTponeH Mo3unumn 1 1 2: MpenopbyUnTeNHoO

output: 1000 Imp./kWh N3XOLA; 1000 Imp./kWh,
Position 3: Recommended 10000 Mo3uuma 3: MpenopbuntenHo 10000
Imp./kWh Imp./kWh.

2. General Requirements 2. 061 13ncKBaHUA

The electricity meters must meet, in terms of technical
specifications, the legal requirements, regarding metering in
the Republic of Bulgaria.

Electricity meters, registered with the Governmental Register
of Metering Devices, Approved for use in Bulgaria, may be
used. A copy of the registration certificate (a type approval
certificate) must be submitted.

Electricity meters, certified by the Measuring Instruments
Directive (MID) may be used. A copy of the MID certificate,
together with the type testing certificate, must be
submitted.

A requisite precondition is the presence of a valid
manufacturer’s certificate, according to EN ISO 9001 or
equivalent.

The electricity meters must be structurally designed and
produced that no hazards would occur in fixed operational
and normal conditions of work. More specifically, the
following must be ensured:

a) - safety of people against electric shock

b) - safety of people against the effects of high
temperatures

0) - security and resistance to heat and fire

d) - protection of the housing of the electricity meter
against the penetration of hard objects, dust and water (at
least IP51 or higher)

e)- protection of people, against events, being health
hazards (vapours, sharp edges, ...).

Furthermore, the electricity meters (including the interfaces)
must be protected against mechanical and electrical
tampering.

In normal operating conditions, all parts of the electricity
meters must be efficiently protected against corrosion. The
protective layer must be strong enough, so that they cannot
be damaged by weather conditions, under certain operating
conditions.

2.1 Housing

Three openings on the box are required for the installation
of the electricity meter on the installation panel, according
to DIN 43857 part 1 for Position 1 and DIN 43857 part 2
for Positions 2 and 3. The dimensions must be met,
irrespective of whether it is a fully integrated or modular
solution.

The basic dimensions of the electricity meters, as well as the
type and position of the fixtures must be recorded in
tenderer’s application, in case of deviations from the DIN
requirements.

[t must not be possible to open the housing without
breaking it (e.g. it must be glued or welded), it is
recommended that a sealing option is provided.

If the electricity meter can be opened without damaging it,
there should be a contact, registering each and every
opening of electricity meter’s housing and it must be
sealable.
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EnekTpomepuTe TpAbGBa fa OTroOBapAT B TEXHUYECKOTO CU
M3MbJIHEHVE Ha 3aKOHOBWTE NPeanucaHna 3a
n3MepBaHuATa B P. Bbnrapua.

[lonyckaT ce enekTpomepu, BNncanu B [Jbp>xaBHuA
perncTbp Ha ofobpeHuTe 3a M3Non3BaHe B CTpaHaTa
cpencTea 3a n3MepsaHe. Criefsa fa ce NpeacTaBy Konve
OT BMMCBAHETO B AbPXKaBHUA Perncrbp — CBUOETENCTBO 3a
of06peH Tun.

[lonyckat ce enekTpomepw, cepTUMLMPaHN CbrnacHo
[vpekTnBa 3a n3mepsatenHute ypean (MID). Cnegga fa ce
npefcrasn konve oT MID cepTudukaT, 3aefHO C TUMOBOTO
n3nuTaHue.

Heobxo4MMO e Hann4neTo Ha BanvaeH cepTudmkaT Ha
npoussogutena no EN 1SO 9001 nan ekBnBaneHTeH.

EnekTpomepuTe TpsbBa Aa Ca CTPYKTYPHO NMPOEKTUPaHW 1
npou3ssefeHve Taka Ye npv hUKCUPaHK eKCrIoaTalMoHHN
1 HOPMaJTHW YCIoBMA Ha paboTa, fa He Bb3HWKBAT
onacHocTw. Mo-cneumanHo TpAbBa fa ce oCurypu:

a) 6e30MacHOCTTa Ha xopaTa CpeLLly TOKOB yAap

b) 6e3onacHoCTTa Ha xopaTa cpeLLy edekTuTe Ha
MoByLLUEHa TeMrepaTypa

C) CUFYPHOCT W YCTOMYMBOCT Ha TOMJIMHA W OrbH

d) 3aLymTaTa Ha KOpnyca Ha enekTpomepa cpeLLy
MPOHVKBaHe Ha TBbPAW MPeAMETY, Npax 1 BoAa (Haw-
Masnko IP51 nnm no-smcoka)

€) 3alLMTa Ha XxopaTa CpeLLy CbOUTVSA, 3acAraLlin 34paBeTo
(13napenuns, ocTpn puboBe, ...).

B LombaHeHWe enekTpomMepuTe (BKOUUTENHO 1
UHTepdelicnTe) TpAbBa Aa MMAT 3aLLMTa CPELLY MeXaHU4HM
N eNeKTPUYECKN OMUTU 38 MaHUMyInpaHe.

Mpn HopmanHa paboTa BCUYKM HacTu Ha enekTpomepuTe
TpAbBa Aa O6bAaT ethekTBHO 3aLLMTEHN OT KOPO3UA.
3aWpmTHNTe cnoese TpsAbBa Aa 6baaT AOCTaTbYHO 34 paBy,
Taka Ye ga He morat fa 6b4aT nosBpeneHn ot
aTMocCepHUTe BAVAHUA, NPW ONpedeneHnTe yCIoBUA Ha
paboTa .

2.1 Kopnyc

3a MOHTVPAHETO Ha enekTpoMepa KbM TablioTo 3a MOHTax
ca HeobxoayMu Tpy OTBOPA Ha KyTusaTa CbrnacHo DIN
43857 yact 1 3a Mo3mums 1 1 DIN 43857 yacT 2 3a
Mo3numm 2 1 3. Pasamepute TpsabBa Aa ce CNasgar,
He3aBMCMMO OT TOBa a1 € HaMbJIHO UHTErpUPaHO WK
MO[yYJTHO peLLeHue.

OCHOBHWTE pa3mMepun Ha eNeKTPoOMepuTe, a CbLLO W BUAA U
pa3nosIoXeHNETO Ha 3akpenBalLuTe eneMeHTH TpAGBa fa
Ce 3aMunLLaT B 3aABJIEHVETO 3a y4acThe Ha KaHOWAaTa, ako
e Hannue OTKJIOHeHMe OT U3nckBaHuATa Ha DIN.
OTBapsAHeTO Ha Kopnyca He TpAbBa Aa e Bb3MOXHO He3
HeroBoTO pasbvBaHe (HanpumMep 4a e 3aneneH um
3aBapeH), >XenaTesiHo e Aa € HaJuLe Bb3MOXHOCT 3a
naoméupaHe.

AKO eneKkTpoMepbT MOXe [a ce oTBaps 6e3 fa ce
yBpexzaa, To TpAbBa Aa e HauLe KOHTaKT, perncTprpaly,
OTBapsAHMATA Ha KOPMyca Ha enekTpomMepa u
3aAb/KMTENIHO Aa MMa Bb3MOXHOCT 3a niombupaxe.
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The housing must be sealable in such a manner that the
internal parts of the electricity meter must only be
accessible, after breaking the seal/s.

The cover of the housing must only be removable with the
use of tools.

The housing must be designed and positioned in such a
manner, that in case of temporary deformation, the reliable
operation of the electricity meter must not be affected.

It is recommended that the housings are made of reusable
insulating material, in accordance with protection class Il.
Any and all bolts must be made of metal and combined
with a metal threaded bushing. Furthermore, the plate for
the sealing wire must be cast together with the box or the
terminal cover.

2.2 Terminals, connection block

Whenever the terminals are arranged in one or more
connection blocks, they must have sufficient insulation and
mechanical strength. In order to ensure that, the insulating
material, designed for the production of the connecting
terminals, must be checked, following the applicable rules.
The electricity meter must not have any calibration links on
the connection block.

The material of the connection block must withstand the
ISO 75-2 tests at a temperature of 135°C and pressure of
1,8 MPa (method A).

The inlets in the insulating material, leading to the terminals,
must be large enough, so that the insulation of the
conductor can also pass through them.

The method of fixing of the conductor in the terminals must
ensure sufficient and proper contact. No loosening of the
connection or overheating of the conductor must be
possible. Screw terminals, used for the electric contact and
the screws, which may be unscrewed and screwed multiple
times, during operation of the electricity meter, must be
supplied with a metal threaded bushing. The main
connections must be designed as box couplings or frame
terminals with one or two terminal with straight or Philips
screws Pozidriv 2 for Positions 1 and 2 and Pozidriv 1 for
Position 3. The respective screws must be Pozidriv-Kombi 2
for Positions 1 and 2 and Pozidriv 1 for Position 3.

Each electricity meter or connection block cover must have
a label with standard symbols, indicating the electric
connection diagram. The Employer will include a connection
diagram. The precise connection method shall be
determined by the Employer, by means of a sample.

The possibility for corrosion, as a result of the use of various
conductive materials, must be minimized by means of
proper selection of these work pieces.

The electric connections must ensure that the contact
pressure is not transferred through the insulating material.
The terminal connections must ensure a permanent contact
for the entire lifetime of the electricity meter.

Any dubious terminals of various potentials, arranged close
to each other, must be secured against accidental short
circuit.

2.3. Terminal cover

The terminals of the electricity meter, if placed in a
connection block and not protected otherwise, must have a
separate terminal cover, which can be sealed, independently
from the main cover. The terminal cover must enclose the
terminals, screws and connecting conductors, as well as
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KopnycbT TpsabBa Taka fa ce naombupa, Ye BbTpeLlHnTe
4acTU Ha enekTpoMepa fia CTaHaT LOCTbMHN efBa clef
cuyneaHe Ha nnombata/nnombuTe.

OTCTpaHABATHETO Ha Kanaka Ha Kopnyca He 6uBa Aa e
Bb3MOXHO 6e3 13Mnon3BaHe Ha MHCTPYMEHTU.

KopnycbT TpabBa Aa e KOHCTpyMpaH 1 pa3nosioxkeH Taka,
Ye Npwv BpeMeHHa AethopMaLysa 4a He ce HapyLUn
HagexaHaTa paboTa Ha efekTpomMepa.

MpenopbynTeNHO e KopnycuTe fa ce n3paboTeaT oT roaeH
3a NOBTOpPHa yrnoTpeba 130nauUmMoHeH MaTepuan B
CbOTBETCTBME C KNac Ha 3auTa ll.

Bcnuku bonTose TpsabBa fa ca M3paboTeHW OT MeTan 1 Aa
ce KOMBUHMPAT C MeTaslHa BTyJIKa ¢ pe3ba. OcBeH ToBa
nnacTvHaTa 3a Tenta Ha nnombata TpsbBa Aa e OTAMBKA C
KyTUSTa AW C KINEMHUA Kanak.

2.2. Knemu, knemeH 610K

Korato knemwuTe ca nogpefeHn B eviH Uy nosBeye
knemHu 610KkoBe, Te TpsbBa fa MMaT LOCTaTbyHO Aob6pa
130M1aUns ¥ MexaH14Ha 34paBuHa. 3a la Ce rapaHTupa
TOBa, M30M1aLMOHHMAT MaTepran, NpeasuaeH 3a
NPOU3BOACTBOTO Ha CbeAMHUTENHNUTE KNemu, Tpsbea fa
Obfle NPOBepeH MO CbOTBETHUS PeA,.

Ha kneMHus 6NoK enekTpoMepbT He TpabBa Aa MMa
BPb3KM 3a KanmbpvpaHe.

MaTepuanbT Ha kKNneMHusa 60K TpsibBa Aa M3LbpXM
n3nuteaHuATa no ISO 75-2 npu Temnepatypa ot 135°Cu
HansraHe ot 1,8 MPa (meTopq A).

BXogALmMTe OTBOPU B M30MaLMOHHNA MaTepuas, KouTo
BOAAT [0 kNemuTe, Tpsibea fa 6baaT A4OCTaTbYHO rofnemu,
Ye Mpe3 TAX A3 MOXe Aa MPeMVHe 1 1301aumaTa Ha
NpPOBOAHMKA.

HauMHBbT Ha 3akpenBaHe Ha NPOBOAHMKA B KleMUTe TpsibBa
[la rapaHTpa LoCTaTbyHO A0ObP 1 TpaeH KOHTakT. He
TpsbBa [la ce Aonycka pa3xfabBaHe Ha Bpb3kaTa Uu
MpeKoMepHOTO 3arpsiBaHe Ha NPOBOAHMKA. BUHTOBWM
CBPbH3KM, KOUTO OCBLLECTBSABAT eNeKTPUYECKM KOHTAKT, 1
BVHTOBE, KOMTO MOraT a 6baaT pa3BMBaHN 1 3aBMBaHN
MHOTOKPaTHO MO BPeMe Ha ekcnioatauysaTa Ha
enekTpomepa, TpsAbBa Aa MMmaT pe3boBa BTyJIKa OT MeTasl.
OcCHOBHWTe KNemu Tpsibea fa 6baaT M3paboTeHn KaTo
BTYJIKOBW KJIeMW WM PaMKOBU KNleMu € MO eAnH AN ABa
KNEeMOBW BUHTA 3@ U3MON3BAHETO Ha NPaBK U KPbCTaTy
oTBepTkM Pozidriv 2 3a Mo3numm 1 n 2 v Pozidriv 1 3a
Mo3unums 3. KaTo BUHTOBe TpsbBa fa ce M3Mnon3sat
Pozidriv-Kombi 2 3a Mo3uuun 1 1 2 n Pozidriv 1 3a Mo3nuus
3.

Ha Bceku enekTpomep 1M Kanak Ha knemnus 610k Tpabsa
CbC CTAHOAPTHM CUMBONIN Aa e TpanHO obo3HaveHa
e/leKTpuyeckaTa cxema 3a CBbp3BaHe. Bb3noxutendr Le
npwnoxwu obpasel, Ha cxemarta 3a CBbp3BaHe. TOYHUS
HaYMH Ha 3aKpernBaHe Le ce onpefenun oT BvanoxuTens ¢
MOMOLLTa Ha MOCTpaTa.

Bb3MOXHOCTTa 3a KOPO3MpaHe B CIeCTBIE U3MON3BAHETO
Ha pa3/IM4HK NPOBOAHMKOBM MaTepuanu Tpsbea fa ce
CHUXM A0 MUHUMYM C NMOAXOAALL NoAdop Ha Te3un
3aroTOBKM.

EnekTpryeckunte cBpb3KM TpAOBa [a Ca HanpaBeHu Taka, Ye
KOHTaKTHOTO HasAraHe [a He Ce NPOBEXAa npe3
130/1aLUMOHHKA MaTepural.

KnemHwuTe Bpb3kM TpsbBa Taka Aa ca U3MbJIHEHW, Ye fa ce
rapaHT1pa TpaeH KOHTAKT 3a BpeMeTo Ha
eKCn0aTaUyoHHNA CPOK Ha eflekTpomMepa.
CredVHUTENHUTE KeMI C pa3finyeH NoTeHLMan, KOUTo ca
nogpeneHn r-CTo eaHa Ao apyra, Tpabea da ca
obe3onaceHn cpeLLly CydatHO KbCO ChefIMHEHNE.
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their insulation at a proper length.

There must be no access to the terminals without breaking
the seal of the terminal cover. The screws on the terminal
cover must have the same heads, as those on the terminal
screws.

The sealing option must be designed so that using more
than one seal is possible, as long as the seals are permitted
by the Bulgarian Metrology Institute.

It is recommended that the terminal cover is made of
recyclable insulating material with protection class Il.

The terminal cover must meet the provisions of DIN 43857.
2.4. Protection class

Solely electricity meters with insulated housing (incl. the
connection block cover) with protection class Il must be
delivered. These electricity meters must have strong and
durable housings and terminal covers, made of insulating
material. The materials must have mechanical resistance and
color resistance against ultraviolet radiation.

The housing must enclose all metal parts of the electricity
meter, with the exception of small parts, such as the plate,
bolts, rivets and other fasteners.

If such small parts outside the housing are accessible during
installation or testing, in accordance with IEC 60529 they
must be properly insulated, so that they cannot become
energized in case of a failure in the main insulation.
Insulation paint, enamel, ordinary paper, cotton, oxide film
on the metal parts, self-adhesive foil or similar unstable
materials, are insufficient for such additional insulation.

Reinforced insulation is required for the connection block
and the terminal cover.

When sealing the meter, the sealing wire must not get in
contact with energized parts.

2.5. Protection against penetration of dust and water
According to EN 60529 +A1 of 2000-10-01 the electricity
meters must have the following protection, as a minimum:
2.6.  Technical data plate

If the electricity meter is installed in the grid, the plate and
the metrological seal must be clearly visible on the front.

If the meters are certified according to the requirements of
Regulation of measuring instruments subject of metrological
control nameplate must comply with the relevant
requirements of the Ordinance.

If the meters are certified according to MID nameplate must
meet the relevant requirements of MID

Each electricity meter must have the following labeling:

2.6.1. any and all labeling, as required by the MID
2.6.2. any and all warning signs, as required on national
level

2.6.3. any and all labeling, required approvals and

certificates

1) Manufacturer’'s name or logo

2)  Type labels and sign for admission to operation. For
MID electricity meters, the respective number of the notified
body is also included.

3)  Number of phases and number of conductors, for
which the electricity meter is designed (single- or three-
phase). This data may be indicated, with the help of
graphical symbols, in accordance with EN 62053-52 of
2006-10-01.
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2.3. KnemeH kanak

KnemuTe Ha enekTpomepa, ako Te ca B kilemeH 610K 1 He
Ca 3allMTeHn No ApYr HauMH, TpAbBa Aa UMaT oTaeneH
KflemMeH Kanak, KoMTo Aa Moxe Aa 6bae nnomMoupaH
HE3aBMCUMO OT OCHOBHMA Kanak. KnemHuAT kanak Tpabsa
[a 0OxBalla KneMuTe, BUHTOBETE U MPUCHEANHUTENHNTE
MPOBOAHULN, KAKTO W TAXHaTa 1301auma Ha NoAXo4ALLa
ObIKMHA.

He Tpabga foa Ma foCTbN A0 kiemuTe 6e3 fa 6bae
pa3nnoMbupaH KneMHus Kanak. BUHTOBeTe Ha KneMHus
Kanak Tpabsa Aa O6bAaT U3Mb/HEeHW 3a CbluWTe M1aBK KaTo
KNeMHWTe BUHTOBE.

Bb3MOXHOCTTa 3a niioMbupaHe Tpsibea fa 6bae
NpoeKTVpaHa Taka, 4e ia € Bb3MOXHO niombupaHe ¢ efHa
1AV noseve Naombu, paspellieHn oT bbarapckusa VHCTUTYT
no Metposnorus.

MpenopbynTENHO € KNeMHUAT kanak Aa 6bae npovsseneH
OT peumnKIMpyeM U30MauMoHeH MaTepuan C kaac Ha
3awmTa .

KnemHusT kanak Tpabsa fa otroBaps Ha DIN 43857.

2.4. Knac Ha 3awuTa

TpabBa Aa ce [OCTaBAT U3KIIOYUTENIHO U CamMO
enekTpoMepu C U30aMpaH Kopryc (BKJ1. Kanaka Ha KineMHus
6110K) OT Knac Ha 3awwmTa Il. Tesn enekTpomepw TpadBa Aa
MMaT 30PaBu U U3OPBXMBU KOPMNYCH 1N KNEMHW Kanauu oT
n3onaumoHeH Matepuan. Matepranute Tpsabsa Aa uMat
MeXaHM4Ha YCTONYMBOCT U YCTONYMBOCT Ha OLIBETABAHETO
CpeLLy YITPaBUONETOBM JTbUU.

KopnycbT TpabBa Aa NOKPUBA BCUYKM METANHK YacTy Ha
e/1eKTpPOMEpa, C U3KJTIOYEHWNE Ha MaJikv 4acTu KaTo
Tabenka, 60NTOBE, HATOBE W AP. KPEMEXHW eNemMeHTH.
AKO TakunBa Masiku HacTu 13BbH KOPMyca ca JOCTbMHW MO
BpeMe Ha MOHTaX UM n3nuteaHe cbrnacHo IEC 60529 Te
TpAbBa fa ca NOAXOAALLO U30AMPaHK CpeLly nonadaHe
nof HanpexeHwue B Cly4aln Ha fedekT Ha OCHOBHaTa
n3onauma. MonaumoHHa 6o, emann, obUKHOBEHa XapTus,
namyk, oKcvg uam BbpXy MeTanHW YacTy,
camo3anensatlo Goamo unm NogodHN HecTabunHm
mMaTtepuanu, He ca AOCTaTbYHW 3a Ta3u JOMbJIHUTESHA
n3onauna.

3a KnemHwusa 610K M KNeMHUA Kanak ce n3nckea NoacuieHa
n3onaums.

Mpun nnombupare nnombaxHaTa Ten He Tpsbea fa
[OKOCBa YacCTu NOJ, HanpexeHue.

2.5. 3aLlmMTa CpeLLy NPOHMKBaHe Ha npax 1 BoAa
EnekTpomepuTe TpsbBa Aa pasnonaraT CbC 3aLiuTa
cbrnacHo EN 60529 +A1 n3gaHune 2000-10-01: IP51

2.6. Tabenka C TeXHUYECKN JaHHW

KoraTo enektpomepa e MOHTMpaH B Mpexata Tabenkata u
MeTpoJIornyHaTa nnomba/ctnkep Tpsabea ACHO Aa ce
BUXAAT OT NpefHaTta cTpaHa.

B cnydal Ye enekTpomepuTe, ca CepTUULMPAHN CbriacHo
M3nCKBaHUATa Ha Hapenba 3a cpeacTBaTa 3a M3MepBaHe
noanexalln Ha MeTposlorMyeH KOHTpo, TabenkaTta ¢
TeXHU4ecknTe AaHHW TpAbBa Aa OTroBapst Ha CbOTBETHUTE
npeanucanns Ha Hapepbarta.

B cnydal Ye enekTpomepuTe, ca CepTUULMPaHN CbriacHo
MID TabenkaTa C TexHU4eckmTe AaHHW TpsabBa Aa oTroBaps
Ha CbOTBETHUTE NpeanncaHna Ha MID

Bceku enektpomep TpsibBa fia UMa ClIeAHUTE O3HAYEHWS:
2.6.1.  BCMYKM MAPKMPOBKM, M3nckBaHM oT MID

2.6.2.  BCMYKM HEOOXOAMMU NpenynpeamuTenHn 3Haum
MN3NCKBAHW Ha HaUMOHANHO HUBO

2.6.3.  BCUYKM MApKUPOBKYM, HEOHXOOMMU 0f0bpeHnsa 1
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4)  Factory number and year of manufacturing. The
factory number, as seen on the plate, must also be
programmed in the software of the electricity meter.
Whenever the technical data plate is a part of the cover of
the housing, the factory number, specified on the plate
must also be inscribed durably on the inside of the
electricity meter. The plate cannot be placed on the terminal
cover.

5)  Rated voltage: number of metered systems and voltage
at the terminals.

6) Rated current and maximum admissible current (e.g.:
0,5-10(60)A).

7) Rated frequency: in Hz.

8)  Constant of the electricity meter, e.g. in Imp/kWh.

9)  Metering precision class 2 (MID A) for active and 2 for
reactive values for Positions 1 and 2, metering precision
class 1 ( MID B) for active and 2 for reactive values in
Position 3.

10) Temperature range, in accordance with MID (-25°C to
+55°C).

11) Double protective insulation mark.

12) Barcode

At Employer’s request, a barcode is also to be affixed. The
precise type of the barcode and its exact place on the
technical data plate are determined, based on the sample.
13) Ownership labeling:

14)  MID labeling (for MID-electricity meters).

15) CE - Labeling with the year of the MID calibration
(e.g. M14 ) and notified body.

16) The counters, visualized on the display of the
electricity meter, must be detailed on the technical data
plate.

The entire information, specified above, must be specified
on an UV-resistant plate, which must be durable, clear and
readable from the outside.

It is permitted to use standardized symbols, according to
CENELEC EN 60387, on the plate.

The plate design is agreed individually with the Employer.
2.7. Weather conditions — temperature range
Temperature range in operating mode:

- 25°C to +55°C

Temperature range during storage or transport: - 25°C to
+70°C

The precision class must be preserved in the entire scope of
the operating temperature.

3. Power supply
3.1 Consumed power in the voltage and current

circuits

The power, consumed by each voltage and current circuit of
the electricity meter, as well as the additional modules at
the rated voltage, the rated temperature and rated
frequency, including the consumption of the metering
systems for active and complete power must not exceed the
values, set out in EN 62053-21. This refers to both the fully
integrated version and the modular version, as an aggregate
of all modules, including the electricity meter.

The own consumption with and without active
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cepTndmKaTm

1) Vime Ha npov3BOAUTENA MW (PUPMEH 3HaK

2)  O3HayeHWe Ha TMNa W 3Hak 3a fonyckaHe 3a
ekcnnoataums. Mpu MID enekTpomepu, ce n3obpasssa
CbOTBETHWA HOMEP Ha HOTUMULIMPAHWAT OpraH.

3) bBpolt Ha ha3uTe 1 BPo Ha NPOBOLHMLMTE, 338 KOUTO
e NpeaBVAeH enekTpoMepbT (e4HO- MK TpudaseH). Tesu
[aHHM MOraT [ia ca O3Ha4eHw C MOMOLLTa Ha rpacuyHN
cumBoan cbrnacHo EN 62053-52 n3panune 2006-10-01.

4)  3aBOACKM HOMEP 1 rOAMHA Ha MPOW3BOACTBO.
3aBOACKMAT HOMep, KaKTo Ce BUXAa Ha TabenkaTa TpAbBa
[a e nporpaMmnpaH v cobTyepHo B enekTpomepa. Korato
Tabenkata C TEXHWYeCKUTe AaHHW e YacT OT Kanaka Ha
Kopnyca, oT6ensA3aHnAT Bbpxy TabenkaTta 3aBOLACKN HOMeP
TpAGBa fAa e HaHeCeH TPaiHO W BbB BbTPELLHATA YacT Ha
enekTpomepa. MNocTaBAHeTO Ha Tabenka BbpXy KINeMHUsA
Kanak He e paspeLueHo.

5)  HoMWHanHo HanpexeHue: 6poWt Ha 13MepBaTenHUTe
CUCTEMU U Ha HaMpPeXeHne Ha KnemuTe.

6) HOMWHanNeH TOK 1 MakCMManHO AOMYCTUM TOK
(Hanpumep: 0,5-10(60)A).

7) HomuHanHa 4YecToTa: B Hz.

8) KoHcTaHTa Ha enekTpomepa, Hanp. B Imp/kWh.

9) Knac Ha n3mepBaTenHa To4HocT 2 (MID A) 3a akTUBHM
N 2 33 peakTMBHW BeNMYMHW 3a Mo3numm 1 1 2, Knac Ha
n3mepBaTesiHa To4yHocT 1 ( MID B) 3a akTmBHM 1 2 33
peaKTUBHM BeNYKHK npu Mo3unuma 3.

10) TemnepatypeH 0bxsat cbrnacHo MID (-25°C go +55°Q).
11) 3Hak 3a [4BOMHa 3alUMTHa U30naums.

12) bBapkog

/13ncKBaHe Ha Bb3NOXUTENA e NocTasBsaHe Ha Bapkos.
TOYHMAT TUN Ha Bapkoda U MACTOTO My Ha NOCTaBAHe Ha
Tabenkarta C TexXHU4YeCKUTe faHHW Ce OnpeaenaT Ypes
MocTparta.

13) MapkupoBka 3a COHCTBEHOCT:

14) O3HavaBaHe cnoped MID (npu MID-
enieKTpomepn).

15) CE — MapkupoBka ¢ roanHa Ha MID kanubpvipaHe
(Hanp. M14 ) n HOTUdUUMpPaH OpraH.

16) BposayunTe, KOUTO Ce BU3yanu3npaT Ha Ancrnesa Ha
enekTpomepa, TpsAbBa Aa Ca OnMcaHn BbPXy TabenkaTa ¢
TeXHU4ecknTe AaHHW.

LianaTta nHopmaLma, nocoveHa no-rope, Tpsabea fa ce
Cbabpka BbpXy UV - ycToumnBa Tabenka, kosto Tpsabea Aa
6bae U3OPbXAMBA, ACHA U YETAVBA OTBbBH.

Pa3spellaBa ce M3MNO3BaHETO Ha CTaHOaPTU3MPaHN
cmBonm cnopen, CENELEC EN 60387 Ha TabenkaTa.
[n3aiiHbT Ha Tabenkata e MHAVBUAYAIHO JOrOBOpeHa C
Bb3noxutens.

2.7. KnnmaTtnyHu yciosua — TeMnepaTypeH OuanasoH
TemnepaTypeH AvanasoH Npu pexmnm Ha paboTa:

- 25°C po +55°C

TemnepaTypeH Anana3oH npu CbXpaHeHue 1 TPaHCnopT: -
25°C go +70°C

B uenva AnanasoH Ha paboTHaTa TemnepaTypa K1ackT Ha
TOYHOCT TpAGBa Aa Ce 3anasu.

3. 3axpaHBaHe

3.1. KoHcymurpaHa MOLLHOCT B HanpexeHoBWTe 1
TOKOBWTE BEPUTU

MOLLIHOCTTa, KOHCYyMMpaHa OT BCAKA HampeXeHoBa v
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communication of the electricity meter must be specified in
the technical documentation of the product, enclosed to
the application for participation.

3.2 Supply voltage

3.2.1.  Grid voltage allowance range

The power supply of the electricity meter must be designed
so that it can function properly in the following ranges:

a) rated voltage Un=230V

b) normal operating range: 0,9Un to 1,10Un

Q) operating range limits: 0,8Un to 1,15Un

The tender must specify the minimum voltages, at which
the electricity meter starts metering.

3.2.2.  Rated voltages

Rated voltage: Position 1: 230V

Rated voltage: Positions 2 and 3: 3x230/400V

3.2.3.  Frequency

The meters must be designed for a rated frequency of 50Hz.
They must be capable of working flawlessly in a two-pole
field of + 2% of the rated frequency.

3.3. Reverse effects on the grid

The supply grid block may be designed so that it does not
allow any reverse effect by high-frequency oscillations in the
grid.

The observation of EN 61000-3-2 +A2 edition 2005-11-01
must be guaranteed.

3.4. Protection against overvoltage

The test is conducted in accordance with EN 62052-11,
chapter 7.3.2 pulse voltage test.

Pulse wave shape 1,2/50 microseconds, according to EN
60060-1.

Source impedance: 5000hm + 500hm

Peak voltage value - 6kV.

3.5. Checking the resistance against pulse voltage

The products must meet the EN 61000-4-5 pulse effect test
with a wave of 1,2/50 microseconds.

Pulse wave shape1,2/50 microseconds, according to EN
60060-1.

Source impedance: 2 Ohm + 10%

Peak voltage value - 4 kV.

3.6. Electromagnetic compatibility

The products must not be affected by any interference,
according to CENELEC EN 55011 and CENELEC EN 55014.
The power supply must be resistant to external electric and
magnetic field interference at the specified installation
locations for the electricity meters.

The electricity meter must not be affected by GSM cell
phones with a transmission power of up to 2Watt.

3.7. Resistance against transitive interference (Burst)
In this respect, the requirements of EN 61000-4-4 (test
precision 4) must be met.

3.8. Magnetic interference by permanent magnets
If a permanent magnet, with a residual magnetization of
400mT is placed at the electricity meter, this should not
result in either a metrical-technical or functional errors.

In case of higher fields (>400mT) and the meter is not
protected against magnetic influences the electricity meter
must record their occurrence. These must always be
recorded in the Logbook. Sending an alarm signal to the
system is optional.
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TOKOBa BEpWra Ha enekTpomepa, KakTo v oT
LOMbHUTENHUTE MOZYNN NP HOMUHAJHO HamnpeXeHue,
HOMWHa/IHa TemMnepaTypaTa 1 HOMUHaHA YecToTa,
BKJIIOUYMTENHO KOHCYMaUMATa Ha M3MepBaTeNHUTE CUCTEMM
33 aKTVIBHa ¥ MbJIHa MOLLHOCT He TpsibBa [a HaABuWLLIaBa
cronHocTute, onpegeneqn B EN 62053-21. Tosa ce oTHacA
KaKTO 3@ HaMmbJIHO MHTErprpaHa Bepcys, Taka 1 3a
MOAy/IHa BEpCKs KaTo COOp OT BCUYKM MOZy N,
BKJTIOUYUTENHO eNleKTpoMepa.

CobcTBEHaTa KOHCYMaLUmaA € 1 6e3 akTBHa KOMYHMKaLWS
Ha enekTpomMepa TpAbBa Aa Ce NMocoyaT B TEXHMYeckaTa
[OKYMeHTaLMA Ha U3LeNNETO KbM 3asBeHMeTO 3a

ydacTume.
3.2. 3axpaHBaLLLO HanpexeHue
3.2.1.  JonyckoBO MoJie Ha MPeX0oBOTO HanpexeHve

3axpaHBaHeTO Ha eflekTpoMepa Tpabsa Aa Obae
MPOEKTVPAHO Taka, Ye Aa MoXe Aa PYHKLUMOHMPa
MPaBWIHO B CIEAHWTE AManasoHu:

a) HOMMHaNHO HanmpexeHue Un=230V

b) HopmaneH paboteH 06xBaT: 0,9Un go 1,10Un

) rpaHnyeH paboteH obxeat: 0,8Un po 1,15Un

B odhepTata TpaAbBa fa ce NOCOYBAT MUHMMANHUTE
HanpexeHus, Npu KOATO e/IeKTPOMepPbT 3arno4sa Aa
n3mepBa.

3.2.2.  HopmupaHn HOMUHaJIHW HanpexeHus
HomunHanHo Hanpexexue: Mosuuma 1: 230V
HoMuHanHo HanpexeHwe: Mo3numn 2 u 3: 3x230/400V
3.2.3.  YecroTa

YpeguTe TpAbBa fia ca NpefHa3HadveHy 3a HOMWUHaNHa
yecToTa OT 50Hz. Te TpabBa Aa mMoraT Aa paboTaT
6e3npobaemMHo B JONYCKOBO Mofie oT + 2% oT
HOMWHaHaTa YecToTa.

3.3. OBpaTHW Bb3ENCTBMA BbPXY MpexaTa
3axpaHBaLLMAT MpexoBn 610K TpAbBa Aa e oPopMeH Taka,
Yye [ia He fonycka obpaTHW Bb3AEeNCTBMA OT
BWCOKOYECTOTHW TPEMTEHUA MO MpeXaTa.

TpsbBa aa ce rapaHTvpa cna3saHeTo Ha EN 61000-3-2 +A2
n3gaHune 2005-11-01.

3.4. 3almTa cpeLly npeHanpexexue

TecCTbT Ce n3BbpLUBa cbrnacHo EN 62052-11, rnasa 7.3.2
TeCT UMMYJICHO HampeXeHue.

®dopMa Ha BbJiHaTa Ha umnynca 1,2/50 MUKpocekyHAn,
cbrnacHo EN 60060-1.

MMnenaHc Ha n3To4Hmka: 5000hm + 500hm

MKoBa CTOMHOCT Ha HanpexXeHneTo OT 6KV

3.5. [poBepKa Ha yCTONYMBOCTTA CpeLLy UMMYNCHO
HanpexeHne

13nenvsaTa Tpsibea Aa ca B cboTBeTCTBME C EN 61000-4-5
TecT Npy UMNYACHO Bb34encTBre € BbHa 1,2/50
MUKPOCEKYHIN.

dopMa Ha BbJiHaTa Ha umnynca 1,2/50 MUKpocekyHAN,
cbrnacHo EN 60060-1.

MIMnenaHc Ha n3to4Huka: 2 Ohm = 10%

MKOBa CTOMHOCT Ha HanpexeHneTo - 4 V.

3.6. EnektpomarHuTHa CbBMeCTUMOCT

V3nenudaTa He TpabBa Aa ObAaT NOBAMABAHM OT CMYyLLEHUA
cbrnacHo CENELEC EN 55011 n CENELEC EN 55014. He
TpAbBa e Bb3MOXHO MOBAMABAHE Ha 3axpaHBaHUATa OT
BbHLLUHW efleKTPUYeCKM 1 MarHUTHX NoseTa Ha
npensuaeHnTe MecTa 3a MOHTaX Ha eflekTpoMepuTe.
EnekTpomepsT He TpsabBa Aa ce noBauABa oT GSM
MOBUHM anapaTyt C MOLLHOCT Ha M3byBaHe fo 2Watt.
3.7. YCTOMYMBOCT CpeLLy NpexoaHu cMyLeHuns (Burst).
Tyk TpabBa aa ce cna3sat mu3nckeaHusaTa no EN 61000-4-4
(TOYHOCT Ha U3NUTBaHETO 4).

3.8. MarHmTHO NoBMABaHE OT NMOCTOAHHW MarHUTK
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3.9. Electromagnetic fields

In this respect the requirements as per EN 61000-4-3 must
be met. According to chapter 5 a test precision of 4 is
required. This corresponds to a test field strength of 30V/m.
3.10. Electrostatic discharge

In this respect, the requirements of EN 61000-4-2 must be
met, test precision 4:

Contact discharge: 8kV

Aerial discharge: 15kV

3.11. Resistance to heat and fire

The connection block, the terminal cover and the housing
of the electricity meter must be made of a non-combustible
material, ensuring sufficient protection against the
distribution of fire.

The members of the personnel must not get burned when
touching thermally overloaded parts. The standard tests,
according to EN 62052-11 and IEC 60695-2-11, designed
for this purpose must be observed.

3.12.  Behavior in case of grid power failure and
restoration

The supply of the three-phase electricity meter must,
consists of three phases and in case of failure of one or two
phases of the grid power supply, the electricity meter must
preserve its complete functionality, of at least one phase
amounts to UN + 10%.In case of failure of the neutral
conductor, the electricity meter must not be damaged
permanently and no general data loss must occur. When
the grid power supply is resumed, whether it is single-,
double- or triple-phase, the electricity meter must resume its
complete functionality within not more than 5 sec.

In case of power failure for within one metering period, no
data is to be stored in the load profile, but it is necessary to
identify the failure with an appropriate status. In case of
longer power interruptions, the last (incomplete) data,
regarding the load profile must be stored with an
appropriate status (Power down). The first data after the
restoration of the power supply must also be identified with
an appropriate status (Power up).

4. Technical requirements

4.1, Rated and maximum current
Values (EN
50470-1)

Iref Referent
current

Imax (Maximum
current for the
respective
precision class)
Maximum
current, which
the electricity
meter can
withstand
without any
damages

Position 1 | Position 2 | Position 3

5 or 10A 5or 10A 5A

60A 60A 6A

80A 80A 10A

st and Imin must be specified by the manufacturer.

The minimum commutating current of the control relay
must be at least Imax.

4.2. Metered values

4.2.1. Metering and storage of active energy:

a) Total active energy +A (kWh)
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Mpv NOCTaBAHETO Ha MOCTOAHEH MAarHWUT C OCTaTbYyHa
HamarHuTeHocT 400mT enekTpoMepbT He TpsibBa Aa
OT4MTa HUTO U3MEPBATESIHO-TEXHNYECKA, HUTO
yHKUMOHaNHa rpeLuka.

Mpw no-Bmcokmn noneta (>400mT) enekTpomepbT TpsbBa fa
perncTpurpa nossa UM. 3a4bJIXKUTENHO € BNUCBAHETO VM B
[IHEBHMKa Ha cbbutuaTa (LogBook). Mo xenaHve, aa ce
M3MpaT anapMeH C1rHasa KbM crucremaTa.

3.9. EnekTpoMarHWTHV pagmo4ecToTHM noseta

Tyk TpabBa Aa ce U3MbNHAT U3nckBaHMATa no EN 61000-4-
3. CbrnacHo rnasa 5 ce n3nckBa TOYHOCT Ha U3MNUTBAHETO
4. ToBa CbOTBETCTBa Ha CK/1a Ha TeCTOBOTO Mnosie oT 30V/m.
3.10. EnektpoctatnyHo paspexpaHe

Tyk TpsbBa Aa ce U3MbHAT U3nckBaHuaTa no EN 61000-4-
2, TOYHOCT Ha U3MUTBaHEeTO 4:

KoHTakTeH pa3pag; 8kV

Bb3oyLueH paspaa: 15kV

3.11. YCTOMYMBOCT Ha TOMJIMHA U OTbH

KnemMHuaT 610K, KNeMHUAT Kanak U KoprycbT Ha
enekTpomepa TpAbBa fia ca M3paboTeHn OT camoracaLy, ce
MaTtepuvas, ocurypaBsall, 4oCTaTbyHa 3allmTa CpeLLy
Pa3npPOCTPAHEHNETO Ha OIbH.

He TpsabBa fa ce CTUrHe [0 onapBaHe Ha NepcoHana npu
[IOKOCBaHe [0 TEPMUYHO MpeToBapeHy Yactu. CTaHoapTHW
Tectose cnopep EN 62052-11 n IEC 60695-2-11,
npefBuaeHN B TOBa OTHOLLEHWe TpabBaa Aa ObaaT
N3MBIIHEHW.

3.12.  TloBefeHue npu oTnagaHe v Bb3CTaHOBABAHE Ha
HanpeXxeHneTo B Mpexarta

3axpaHBaHeTo Ha TpuasHua enekTpomMep Tpsabea Aa e
TPUa3HO M3MbAHEHO W NPU OTNaAaHeTo Ha efHa
pecnekTMBHO Ha ABe (a3 Ha MPEXOBOTO HanpexeHue
enekTpomepsT TpAbBa fa 3anasu mbfiHaTa Cu
(PyHKUMOHaNHa rogHOCT, ako NoHe eAHOTO $a3oBo
HanpexeHue Bb3nm3a Ha UN + 10%.Mpw npekbceaHe Ha
HyfeBMA NPOBOAHWUK eleKTPOMepbT He B1Ba Aa ce yBpean
TparHO 1 He B1Ba HACTBNW reHepasnHa 3aryba Ha AaHHW.
Mpv Bb3CTaHOBABaHE Ha MPEXOBOTO HampexeHue,
HEe3aBUCUMO AN LLe e eAHO-, ABY- UK TpudasHo,
enekTpoMepbT TpAbBa Hal-KbCHO ciief, 5 cek. Aa e WU3LAIo
roAeH 3a PyHKLUMOHMpPaHe.

Mpv OTNafaHe Ha HanpeXeHWeTo 3a eiuH Nepuoa Ha
n3MepBaHe He TpsAbBa Aa Ce 3anameTABaT AaHHW B
TOBapoBMA Npodus, HO e HeobxoaMMO fa ce
naeHTUULMPa OTNaAaHEeTO C MOAXOLALL, CTaTyC. MNpu no-
ObJITV NPeKbCBaHMA NoCIeAHNTe (HEMbHW) AaHHW 3a
TOBapoBMsA Npodun Tpabea Aa ObLaT 3anameTeHu C
noaxofsL cratyc (Power down). MbpBUTe faHHK Ces,
Bb3CTaHOBABaHE Ha HanpexeHWeTo TpAbBea fa ObaaT
NOeHTUPULMPaHK C MOAXOAALL cTaTyC (Power up).

4., TexHn4eckn N3nCcKBaHNA

4.1. HOMWHaneH n MakcMmaeH Tok
Benuynuum (EN Mo3unumsa Mo3unumsa Mo3numna
50470-1) 1 2 3
Iret PechepeHTeH 5 nnn 5wnnn A
TOK 10A 10A
Imax (MaKC. TOK 3a
Kflaca Ha ToYHocT) | 60A 60A 6A
MaKcrmaneH Tok,
KOWTO
enekTpomMepa 80A 80A 10A
MOXe [1a NMoHece
6e3 fa ce noBpeam
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b) Total active energy —A (kWh)
) Load profile 15 min. +A: Generation of metered data
(kwWh) with date/time and status (e.g. power restoration)

d) Load profile 15 min. —=A: Generation of the metered data
(kWh) with date/time and status (e.g. power restoration)
4.2.2. Option: Metering and storage of reactive energy:

a) Total reactive power QI (kVArh)

b) Total reactive power Qll (kVArh)

) Total reactive power QIll (kVArh)

d) Total reactive power QIV (kVArh)

e) Load profile 15 min. QI: Generation of the metered data
(kVArh) with date/time and status (e.g. power restoration)
f) Load profile 15 min. QIl: Generation of the metered data
(kVArh) with date/time and status (e.g. power restoration)
g) Load profile 15 min. Qlll: Generation of the metered data
(kVArh) with date/time and status (e.g. power restoration)
h) Load profile 15 min. QIV: Generation of the metered data
(kVArh) with date/time and status (e.g. power restoration)
4.2.3. Option: tariff registers

Apart from the aggregate logs (total energy) the electricity
meter must also have at least four tariff registers for: +A, —
A, Option: Ql, QlI, Qlll, and QIV.

The activation of these logs must take place by means of an
internal tariff table with hourly/daily/weekly/monthly/yearly
and holiday programs, which may be configured from both
the remote reading interface and the service port of the
electricity meter.

Any and all changes to the tariff table must be registered
with their actual date and time, in the event logbook.

4.3. Identification of the metered values

For clear identification of the metered values, the OBIS code
may be used (according to EN 62056-01: Object
Identification System - OBIS).

To determine which values to be included in the data list
shall be configured by the grid operator. *It is
recommended for the readings to be with leading zeroes in
position 1 and 2.
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lst M Imin TPAOBa @ Ce 0OABAT OT NPOV3BOANTENA.
MUHUMaNHUAT KOMYTVPALL, TOK Ha PeeTo 3a ynpaBeHue
TpAbBa Aa e Hak-MasKo lmax.

4.2. 3mepBaHn BeNYNHN

4.2.1. I3mepBaHe 1 CbxpaHeHVe Ha aKTUBHa eHeprus:

a) ObLua akTuBHa eHeprua +A (kWh)

b) O6La akTrBHa eHeprua —A (kWh)

¢) Toapos npocun 15 MUH. +A: PopMUpaHe Ha
n3mepennTe gaHHn (kKWh) ¢ gata/dac n cratyc (Hanpumep
Bb3CTaHOBABAHE Ha HanpeXeHWeTo)

d) ToBapos npochun 15 MUH. —A: DopMmpaHe Ha
n3mepennTe faHHn (kKWh) ¢ gata/dac n cratyc (Hanpumep
Bb3CTaHOBABAHE Ha HanpeXeHWeTo)

4.2.2. Onuma: Vi3mepBaHe 1 CbXpaHeHne Ha peakTVBHa
eHeprus:

a) ObLa peaktBHa eHeprus QI (kKVArh)

b) O6wa peaktneHa eHeprusa QIl (kVArh)

) Obwa peakTusHa eHeprusa QlIl (kVArh)

d) Obuua peakTnsHa eHeprua QIV (kVArh)

e) ToBapos npocun 15 muH. Ql: PopmMupaHe Ha
n3mepenute faHHn (kKVArh) ¢ gata/dac v ctatyc (HanpymMep
Bb3CTaHOBABaHEe Ha HanpeXeHWeTo)

f) Tosapos npodun 15 MuH. Qll: ®opmurpaHe Ha
n3mepenute faHHn (kKVArh) ¢ gata/dac v ctatyc (HanpumMep
Bb3CTaHOBABAHE Ha HanpeXeHWeTo)

g) Toeapos npocwn 15 MuH. Qlll: ®opmurpaHe Ha
n3mepenuTe faHH (kKVArh) ¢ gata/dac u ctatyc (HanpumMep
Bb3CTaHOBABaHEe Ha HanpeXeHWeTo)

h) Toapos npodwmn 15 MmuH. QIV: ®opmrpaHe Ha
n3mepenuTe faHH (kKVArh) ¢ gata/dac v ctatyc (HanpumMep
Bb3CTaHOBABaHEe Ha HanpeXeHWeTo)

4.2.3. Onuma: TapudHM pernctpu

EnekTpomepbT TpAbBa fa NpuTeXaBa OCBEH CyMapHUTe
perncTpu (06LLa eHeprvis) 1 Ha-Manko YeTUpK TaprdHH
pernctpu 3a: +A, —A; Onuma: Ql, Qll, Qlll, n QIV.
AKTVBMPaHETO Ha Te3un perncTpy Tpabea aa 6bae
HanpaBeHO Ype3 BbTpeLlHa TapndHa Tabanua ¢
4aCoBW/LHEBHWU/CEAMNYHWU/MECEYHN/TOOUNLLIHN U NPa3HUYHN
nporpamu, KOUTO Aa MoraT Aa ce KoHWrypvpar KakTo oT
nHTepdpelica 3a ANCTaHUMOHHO OTYMTaHe, Taka 1 npes
CepBV3HMA MOPT Ha enekTpomMepa.

BcAkakBu NnpomeHy B TapudHaTa Tabavua, Tpsabea fa ce
PerncTpupaT C AaTa 1 Yac B AHEBHUKA Ha CbOUTKATa.

4.3. NoeHTUdUKaLUmMa Ha N3MepBaHUTE BENNUYUH

3a HedBYCMUCIIEHO MAEHTVMULMPAHE Ha U3MepeHuTe
CTOMHOCTM MOXe fa ce n3non3ssa OBIS ko (cnopepn EN
62056-01: cuctema OBIS — Object Identification System).
OnpepensHeTo Kou BeNMYMHM A3 ObaaT BKIOYEHN B
CNWCbKa C faHHUTe TpsAbBa fa Moxe Aa ce KoHdurypupa
OT MPEeXO0BWs onepaTop. *NpenopbYnTeNHO e NokasaHuATa
[a ObAaT ¢ BogeLm Hynv 3a no3unuma 1 n 2
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OBIS Definition Display/presentation | Interface PO (IR)/ Interface P1
of register presentation of (PLC)/
register presentation of
register
* Device ID, provided by the - * *
manufacturer
0.0.0 ID Number (Device serial No.) - 20/0 20/0
F.F Error register Max. 8/0 Max.8/0 Max. 8/0
0.1.0 Reset counter 2/0 2/0 2/0
1.6.0 15min maximum demand (P+) - 2/2 ¢ 4 historical 2/2 ¢ 4 historical
values values
2.6.0 15min maximum power (P-) - 2/2 ¢ 4 historical 2/2 ¢ 4 historical
values values
1.8.0 Active energy register (A+) 6/2 6e3 historical 6/2 c 4 historical 6/2 c 4 historical
values values values
1.8T Active energy register (A+) T=1- | 6/2 6e3 historical 6/2 ¢ 4 historical 6/2 ¢ 4 historical
4 — tariffs from 1 to 4 values values values
2.8.0 Active energy register (A-) 6/2 6e3 historical 6/2 ¢ 4 historical 6/2 c 4 historical
values values values
**5 8.0 Register reactive energy (Ql) 6/2 6e3 historical 6/2 ¢ 4 historical 6/2 ¢ 4 historical
values values values
**6.8.0 Register reactive energy (Qll) 6/2 6e3 historical 6/2 ¢ 4 historical 6/2 ¢ 4 historical
values values values
**7.8.0 Register reactive energy (Qll) 6/2 6e3 historical 6/2 ¢ 4 historical 6/2 ¢ 4 historical
values values values
**8.8.0 Register reactive energy (QIV) 6/2 6e3 historical 6/2 ¢ 4 historical 6/2 c 4 historical
values values values
0.9.1 Current time [hh:mm:ss] Hh:mm:ss Hh:mm:ss Hh:mm:ss
0.9.2 Current date [YYYY-MM-DD] yy-mm-dd yy-mm-dd yy-mm-dd
31.25 Current L1 - 2/2 2/2
(31.7)
51.25 Current L2 - 2/2 2/2
(51.7)
71.25 Current L3 - 2/2 2/2
(71.7)
32.25 Voltage L1 - 3 3
(32.7)
52.25 Voltage L2 - 3 3
(52.7)
72.25 Voltage L3 - 3 3
(72.7)

Hardware identification

Firmware identification (under
metrological seal)

Firmware identification (outside
metrological seal)

Parameterization code ( tariff
table, ...)

Time and date of last
parameterization

Load profile data

1.8.0

Energy profile (A+) with date
and time, units of measurement
and status

2.8.0 Energy profile (A-) with date - * *
and time, units of measurement
and status

**5 8.0 Energy profile (Ql) with date - * *

and time, units of measurement
and status
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**6.8.0 Energy profile (QIl) with date -
and time, units of measurement

and status

**7.8.0 Energy profile (QIll) with date -
and time, units of measurement

and status

**8.8.0 Energy profile (QIV) with date -
and time, units of measurement

and status

P.98 Event Logbook -

*  To be approved by the grid operator.
** Option

4.4, Memory capacity

The electricity meter must store a load profile for each of
the parameterized values (including information regarding
the status, date and time) the last minimum 40 days.

The memory of the event logbook must be capable of
storing at least 100 events.

4.5. Software architecture of the electricity meter
4.5.1.  General requirements

The structure must generally conform to the
recommendations of the WELMEC Software Guide 7.2
(Measuring Instruments Directive 2004 / 22 / EQ). In
particular, it should be noted that a mandatory minimum
requirement is that the firmware is separated into
metrological (approved) and non-metrological (non-
approvable). The metrological part of the firmware may only
include the functions, detailed in 4.5.2. Any and all other
functions may only be implemented in the non-approvable
part.

4.5.2.  Metrological firmware

The metrological firmware must only include functions,
which are directly required for metering purposes. The
supplier must specify which are the metrological functions
and sub-functions of the firmware.

4.5.3.
part
Software update/upgrade in the non-metrological part must
be possible to perform from the electricity meter and from
the Head End System. After removing the electricity meter it
should be checked if the entire software has been
transferred. Only then can its installation begin. After the
installation, the electricity meter carries out a self-check and
checks if the new software has been properly installed,
recording the relevant data in the event logbook.

If the update fails, the software is automatically restored to
the previous version. The respective error must be recorded
in the event logbook.

Software update/upgrade of the non-approvable

The procedure must take place in accordance with the
requirements for "security of the electricity meter".

The firmware update of non-approvable part should not
affect in any way of the current values of energy registers.
4.6. Display

For displaying the data, using the external buttons of the
electricity meter, displays, ensuring easy reading are to be
used, as the delay in case of an environmental temperature
of -25°C should not exceed 1 second.

For confidentiality purposes, displaying data for the load
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*  TpsabBa Aa ce CbrnacyeaT OT MPeXOBUs OnepaTop.
** - 0nuuna

4.4, ObeM Ha nameTTa

EnekTpomepbT TpAbBa la CbxpaHsABa 3a BCAKa OT
napamMeTpu3npaHnTe CTOMHOCTM TOBapOB Npodu
(BKNtOUUTENHO MHPOPMaLWA 33 CbCTOAHMETO, AaTa U 4ac)
3a nocnegHUTE MUHUMYM 40 OHW.

MameTTa Ha AHEBHMKA Ha CbbuTUATa Tpsbea aa 6bae Hall-
Manko 100 cvbutms.

4.5. CodhTyepHa apx1TekTypa Ha eflekTpoMepa

45.1.  O6Wwm n3mckBaHna

CTpyKTypaTa no npuHumMn Tpabsa Aa ce cbobpasssa C
npenopbkuTe Ha WELMEC Software Guide 7.2 (Measuring
Instruments Directive 2004 / 22 / EC). Mo-cneuyanHo
cnefBa fa ce oTbenexw, Ye KaTo 3a4b/KUTENHO
MWHUMAJTHO V31CKBaHe e (PbpMyepa fa Cce pasfen Ha
MeTposiornyeH (0gobpeH) 1 HeMeTponornyeH
(HeopobpseM). MeTponornyHaTta YacT Ha hbpMyepa Moxe
[a BKJII0YBa CaMo Te3un (yHKLUMM, KOWUTO Ca OMUCaHn B
4.5.2. Banykun apyrn doyHKUMK MoraT Aa 6baat
peanv3npaHn camo B Heogobpsema YacT.

4.5.2. MeTponorunyeH gpbpmyep

MeTponorn4HMAT drbpmyep TpAbBa Aa BK/IIOYBA CaMO Te3u
YHKLMK, KOUTO Ca MPAKO HEOBXOAVMM 3a M3MepBaHe.
[locTaBuvKbT TpAOBa 4a YTOUHM KOW Ca METPONOrMYHUTE
pyHKLMK 1 NoA-dyHKUMN Ha dbpMyepa.

4.5.3.  CodTyepHo obHOBABaHe/HaArpaxaaHe Ha
HeofobpsemaTa YacT

CodhTyepHa akTyanunsaumsa/HaacTponka B
HemeTponoruyHata Yact Tpabea Aa Obae U3nbaHWMa oT
eleKTpoMepa W LieHTpasiHaTa cucteMa. Cnefl cBanfaHeTo
enekTpomepa TpAbBa fa NpoBepy Aanu MbAHUAT codTyep
e 6un npexebpneH. Camo ToraBa Moe [a 3anoyHe
MHCTanaumaTa My. Cnef UHCTaNIMPaHETO eNeKTpOMepPbT
M3BbpLUBA CAMOMPOBEPKa W NPOBEPKa AaNn HOBUAT
coTyep e NpaBuIHO UHCTaNMPaH, KaTo 3anvcea
CbOTBETHWTE AaHHN B AHEBHMKA Ha CbOUTMATA.

AKO aKTyanu3aumaTa He e ycrellHa TpabBa Aa ce U3BbpLUK
aBTOMATUYHO BPbLLAHe KbM NpeAnLIHaTa BepCus Ha
cobTyepa. TpAbBa fia ce perncTprpa CbOTBETHATA rpeLLka
B AHEBHWKa Ha CbbuTUATa.

MpouenypaTa TpAbBa Aa Obfe HanpaBeHa CbrNacHo
N3MCKBaHMATA 38 "CUTYPHOCT Ha eflekTpomepa”.
MpomAHaTa Ha HeofobpsaeMaTa YacT Ha pbpMyepa He
TpAGBa NO HUKaKbB HaYMH Aa MPOMEHA TeKyLLmTe
CTOVMHOCTW Ha eHePrunH1Te PerncTpm

4.6. Ovcnnen

3a n3obpasnBaHe Ha AaHHWTE, KOUTO Ce U3BWMKBAT C
BbHLUHWTe BYTOHM Ha enekTpomepa, TpAbBa Aa ce
M3M0M13BaT AUCMIen, C KOUTO JIeCHO Ce OTYUTA, KaTo Npw
TemnepaTtypa Ha OkofHaTa cpefia 1o -25°C 3abaBsHeTO
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profile on the display, using the call button, is only allowed
in special cases, this indicator is to be activated and
deactivated additionally, using the WAN interface P1 for
remote reading and through the service port (inperface P0)
for servicing and maintenance of the electricity meter
(default setting — no data on the load profile is shown on
the display).

The opening of the terminal cover must be shown on the
display.

The electronic display must meet the following minimum
requirements:

(Backlight

Capacity to display the following values:

4.6.1.  Direct electricity meters

4.6.1.1 8 digits with two digits after the decimal point
(6/2) Minimum dimensions 8x3mm.

4.6.1.2 Power with 8 digits and 3 digits after the decimal
point (5/3)

4.6.2  Indirect electricity meters

4.6.2.1 8 digits with three digits after the decimal point
(5/3) Minimum dimensions 8x3mm.

4.6.2.2 Power with 8 digits with 3 digits after the decimal
point (5/3)

4.6.3  Main functions

4.6.3.1 Units of measurement

4.6.3.2 Code of the metered value (OBIS or another code)
4.6.3.3 Energy indicator for +A, A (Option: +R, —R), an
arrow or a square diagram

4.6.3.4 Phase indicators: Showing the presence of phase
voltage and the direction of rotation of the field (e.g.
blinking in case of reserve movement)

4.6.3.5 Indicator for the absence of consumption
4.6.3.6 Error code

4.6.3.7 Status of the control relay

4.6.3.8 Version of the firmware (approved and non-
approvable)

4.6.3.9 Firmware checksums

4.6.3.10 Date and time

4.6.3.11 Displaying current values at request (e.g. current,
voltage, power factor etc.)

4.6.3.12 Option: Status indicators (freely adjustable) for:

4.6.3.12.1 Connection of the device to the interface
for external meters

46.3.12.2 Active data transfer

46.3.12.3 Status of the communication module
4.6.3.12.4 Status of the control relay (e.g. OFF,
stand-by...)

4.6.3.12.5 Operating mode (Normal, Settings,
Parameterization)

4.6.3.12.6 Tampering status

4.6.4  Additional functions

4.6.4.1 Showing the active tariff

4.6.4.2 Tariff table number

4.6.4.3 Readings, regarding the aggregate reactive energy
Ql, Qll, Qllland QIV

4.6.4.4 Readings of all tariff registers

4.7 Additional functions

The activation of the tariff regisers (and their readings on
the display) must be possible through the configuration
table.

The electricity meter must be calibrated for the full range of
metrological functions. It must always meter and store all
the metered values.
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TpAbBa fa e nofd 1 cekyHaa.

Mopanu cbobpaxeHrs 3a NOBEPUTENHOCT NOKA3BaHETO Ha
[aHHW 3a TOBapoBUs Npodun Ha Aucnien Ype3 ByToHa 3a
MOBWKBaHe e pa3peLleHO Camo B CreuuanHu cyyau, To3u
nokasaren TpsabBa fia ce aKkTMBMpa ¥ AeaKkTBMpa
JombaHuUTenHo Ype3 WAN mnHTepdenica 3a ANCTaHLUMOHHO
oT4MTaHe P1 1 nocpencTBOM CepBU3HMA NOPT (MHTepdenc
P0) 3a 0bcnyxBaHe Ha enekTpomMepa (HacTporKa no
nogpasbupaHe - fa HAMA JaHHK 33 TOBapOBKA NPodn Ha
avcnnes).

OTBapsAHETO Ha KNeMHus Kanak TpsbBsa Aa ce M306pasm Ha
avcnnes.

ENeKTPOHHUAT fucnnen Tpabsa fa OTroBapsa Ha ClefHuUTe
MUHUMaNHM N3UCKBAHWS:

(PoHOBO) OoCcBeTNEHNE

Bb3MOXHOCT 33 n306pa3sBaHe Ha CIeQHUTE BENUYMHN:
4.6.1. [AMpeKTHW enekTpomMepu

4.6.1.1 8 undpw C ABa 3HaKa cfieq AeceTnyHaTa 3aneTas
(6/2) MuHVUManeH pasmep 8x3mm.

4.6.1.2 MoLyHocT ¢ 8 undpu ¢ 3 3Haka e feceTuyHaTa
3anetan (5/3)

4.6.2  VIHOVPEKTHW enekTpomepw

4.6.2.1. 8 undppw ¢ ABa 3HaKa cfef AeceTnyHaTa 3aneTas
(5/3) MuHUManeH pasmep 8x3mm.

4.6.2.2. MoLwHocT ¢ 8 umdpu ¢ 3 3HaKa cef geceTuyHaTa
3anetan (5/3)

4.6.3.  OCHOBHW (hyHKLMM

4.6.3.1. MepHu eanHULM

4.6.3.2. Kop Ha n3mepsaHaTa BenuumnHa (OBIS nav gpyr
KoA)

4.6.3.3. EHeprvieH nHamkatop 3a +A, —A (Onums: +R, —R),
CTpenka Unn KBagpaHTHa Anarpama

4.6.3.4. ®a30BW NHAMKaTOpW: NoKa3BaT HaIMYMeTo Ha
hasHNTe HanpeXeHWs 1 NocokaTa Ha BbpPTEHe Ha NONeTo
(Hanpumep MUraHe Npy obpaTHa Nocoka)

4.6.3.5. MNHOMKaTOP 3a Mnca Ha KOHCymaums

4.6.3.6. Kof 3a rpeLuka

4.6.3.7. CTaTyC Ha peneTo 3a yrnpas/eHve

4.6.3.8. Bepcus Ha pbpmMyepa (0f0obpeH 1 Heofobpsiem)

4.6.3.9. KOHTPOSHM cymu Ha hbpMyepa

4.6.3.10.daTa n yac

4.6.3.11.Moka3BaHe Ha MOMEHTHW BEeIMYMHN MO XenaHne
(Hanp. ToK, HanpexeHwue, hakTop Ha MOLLHOCTTa 1 Ap.)
4.6.3.12.0nums: CTaTycHW nHamkatTopu (cBoboLHO
HacTporBaemMu) 3a:

4.6.3.12.1. CBbp3BaHe Ha yCTPOMCTBO KbM
MHTepdelica 3a BbHLUHW 1U3MepBaTeNHN yCTPOMCTBa

4.6.3.12.2. AKTUBEH TpaHcdep Ha faHHW
4.6.3.12.3. CTaTyC Ha KOMYHUKaLMOHHNUA MOLY
4.6.3.12.4. CTaTyC Ha peneTo 3a ynpasfeHve (Hanp.

3KJ1., roToB 3a BK/tOYBaHe. ..)

4.6.3.12.5. Pexxm Ha paboTa (HopmarneH,
HacTtporika, MapameTpusmpaHe,)

4.6.3.12.6. MaHnnynaumoHeH craTtyc

4.6.4.  [OoMbAHUTENHU yHKUMN:

4.6.4.1. Toka3BaHe Ha aKTMBHaTa Tapuda

4.6.4.2. Howmep Ha TapudHaTa Tabnmua

4.6.4.3. TlokaszaHWA 3a CyMapHa peakTrBHa eHeprua Ql,
Qll, Qlltn Qv

4.6.4.4. TlokaszaHWA Ha BCUYKU TapuHW perncTpu

4.7. LonmbaHUTeNHN yHKLUN

AKTVBMPAHETO Ha TapuHNTe PerncTpu (1 NokasaHuATa UM
Ha amcnnen) Tpsbsa Aa 6bae Bb3MOXHO Ype3
KOHMrypauMoHHaTa Tabnauua.

EnektpomepbT TpsbBa Aa Oble kanmbpupaH 3a nbieH
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In order to ensure the efficiency and usability, only the
required tariff registers should be activated and displayed
(e.g. single-tariff schedule with a single log).

The following parameters must be determined:
- Allowing the reactive logs (5.8.0/6.8.0/7.8.0/8.8.0), as
well as their displaying on screen.

4.8 Built-in clock and calendar

The built-in clock must meet the requirements of EN 62054~
21 and EN 62052-21.

The control of the built-in clock must be quartz.

The built-in clock switch must have a complete calendar
(date and time) with a summer/winter time switch and
weekend and holidays switch.

Setting/synchronization of the date and time should be
possible, using the WAN interface of the Head End System,
as well as through the service interface on-site. The settings
of the date and time, using the buttons on the electricity
meter is forbidden for IT security reasons.

The change of summer/winter time (DST) must be
parameterized, in accordance with the European standards.
The switching times, valid in Bulgaria (UTC+2) must be
taken into consideration, as well as all the leap years until
2050.

DST should be performed according next table:

DST time DST:

Summer -> Winter 4:00 => 3:00 o'clock

Winter -> Summer 3:00 => 4:00 o'clock

The switching of the tariffs takes place in accordance with
Regulator’s Decision No.LI-002/ 29.03.2002.

Tariff program Tariff program active from:

EVN

Habop OT METPONOTMNYHM dyHKLMW. Tow BrHarn Tpabea fa
M3MepBa 1 CbXpaHABa BCUYKN M3MeEPBaHW BEINUUHN.

3a [ia ce rapaHTupa paboTtocnocobHocTTa u
3M0N3BaEMOCTTa CaMO HeobxoauMUTE TapUdHU perncTpu
TpAbBa Aa ObAaT aKTMBMPaHM W NMOKa3aHW Ha aucnies
(Hanp. egHoTapudeH NaaH C e4nH PerncTsbpP).

TpsabBa fa ce onpenenaT cefHUTe NapameTpu:

- PaspellaBaHe Ha peakTVBHUTE perncTpu
(5.8.0/6.8.0/7.8.0/8.8.0), KakTO 1 NOKa3BaHETO UM Ha
ancnnes.

4.8. BbTpelueH 4acoBHMK 1 KaseHOap

BbTpeLLHUAT YacoBHMK TpsAbBa Aa OTroBaps Ha
n3nckBaHmATa Ha EN 62054-21 1 EN 62052-21.
YnpaBneHNeTo Ha BbTPELLHMA YaCOBHMK TpAbBa fe e
KBapLOBO.

BbTpeLlHNAT YaCOBHWKOB MPEeBKOYBaTEN Ja pa3nosiara C
MbJIeH KafleHaap (4aTa v 4ac) C MpeBKJIloYBaHe Ha
JIATHO/3VMHO BPeMe 1 3a MNOYVBHUTE OHW.
HacTpolika/cMHXpOHU3MpaHe Ha AaTtaTa v Yaca Tpsabsa Aa
Ca Bb3MOXHM upe3 nHTepdenc WAN nHTepdeiica Ha
LeHTpaNiHaTa cncremaTa, KakTo 1 Ypes cepBr3HUA
MHTepenc Ha MACTO. HacTpovikaTa Ha AaTa 1 Yac 4pes3
6YTOHW Ha enekTpoMepa He e MO3BOJIEHO NopPaaM
cbobpaxeHus 3a IT curypHoCT.

CMsAHaTa NATHO/3MMHO BpeMe TpabBsa Aa Obae
napameTpu3MpaHa, CbriacHo eBponenckMa craHgapT. da
Ce B3emar npefBsu BpeMeHaTa 3a npesksitoyBaHe,
BanuaHu 3a bbarapua (UTC+2), KaKTo 1 BCUYKM BUCOKOCHM
rognHn go 2050.

JIATHOTO YacoBO Bpeme TPAOBa fa Ce U3BbPLUBA CbIIACHO
cnefpalliata Tabnvua:

DST time
Naro -> 3nma

DST:
4:00 => 3:00 o'clock
3:00 => 4:00 o'clock

3nma-> J1ato

MpeBKIIOYBAHETO Ha TapudWuTe Ce N3BbPLUBA CbIJI.
PelleHwne Ha Perynatopa NeLl-002/ 29.03.2002.

Summer 00:00 01.04

Winter 00:00 01.11

The lifetime of the clock switch must be at least 20 years.

The precision must be within + 5ppm (@ maximum daily
deviation of 0,5 seconds per day).

Apart from that the clock switch must incorporate
temperature compensation.

The switching of tariffs must take place in accordance with
the following table:

TapuchHa nporpama TapucHa nporpama BanuaHa

oT:
Naro 00:00 01.04
3nma 00:00 01.11

MPOABMAKUTENHOCTTA Ha XMBOT Ha YaCOBHUKOBHS
npesktoyBaTen Tpsbea fa 6bae Han-Manko 20 rofguHu.
TouHocTTa TpAbBa Aa e B pamkuTe + S5ppm (MakcumanHo
LHEBHO OTKJIOHeHWe 0,5 cekyHIy Ha LeH).

OCBeH TOBa YaCOBHUKOBWAT NpeBKJIoYBaTeN TpsbBa Aa e ¢
KOMreHCMpaHe Ha TemmepaTypara.

MpeBkJtoYBaHETO Ha TapudunTe TpsbBa fa Ce 13BbPLUBA

Metered . CbrnacHo cnepHata Tabaumua:
Tariff . . .
value Winter time Summer time
counter
M3mepBaTen Tapudben 3VIMHO JlatHo
1.8.1 22:00 to 23:00 to Ha 6 F;ﬂq 4acoBo 4acoBo
Py (nightly) 06:00 07:00 BEINYNHA P Bpeme Bpeme
1.8.2 06:00 to 07:00 to 1.8.1 22:00 oo 23:00 oo
(daily) 22:00 23:00 Py (HowHa) 06:00 07:00
1.8.2 06:00 go 07:00 oo
4.9 Load control relay (Position 1 and 2) (OHeBHa) 22:00 23:00
There is a requirement for the presence of a switching off
device, integrated in the electricity meter. The switching-off ~ 4.9. Pene 3a ynpaBneHue Ha ToBapa (Mo3uuma 1 n 2)

device must be capable of interpreting the following
commands — both through the local interface, and remotely

. SWITCHING-ON RELAYS
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IMa n3nckBaHe 3a HanMume Ha UHTErPUPaHo B
efleKTpOMepa YCTPOCTBO 3a W3KJII0YBaHe. YCTPONCTBOTO
3a U3KIoYBaHe TpAGBa ja MOXe [la MHTepnpeTnpa
ClefHUTe KOMaHOM — KakTo Npe3 JloKaneH nHTepgeic,
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. SWITCHING-OFF RELAYS
The formatted commands must be provided.

Technical details

The switching-off device must meet the following minimum
requirements:

Mechanical useful lifetime: 100 000 commutations
Mechanical useful lifetime, according to EN 62055-31,
annex C: 10 000 commutations at 100 A, cosd=1
Maximum commutation voltage: 400 V (AC)
Maximum commutation current: 80 A

Short circuit < 10 ms as per EN 62053-21: 3 kA
Maximum commutation power: 25 kVA

Insulation capability: 4 kV with duration 1 minute

5 Interfaces. Interface related Requirements
Interfaces:

HHU

EVN

Taka 1 QUCTaHUMOHHO:
. BKJTHOYBAHE HA PEJTETATA
. V3KJTKOYBAHE HA PEJIETATA

®dopmMaTupaHuTe kKomaHam Tpabea fa 6vaat
npenocTaBeHn.

TexHuyeckn AaHHK

YCTpOWCTBOTO 3a M3ktoyBaHe TpsAbBa Aa NOKpKMBa
CNeAHUTE MUHUMANHN U3NCKBAHNA:

MexaHnyeH nosieseH xmsoT: 100 000 komyTaLmm
MexaHunyeH noneseH xunsoT cbr. EN 62055-31, anekc C:
10 000 komyTaumm npu 100 A, cosp=1

MakcManHo HanpexeHre Ha komyTupare: 400 V (AC)
MakcrumaneH komyTupaH Tok: 80 A

Kbco cbepmHermne < 10 ms cnopeq, EN 62053-21: 3 kA
MakcrManHa MOLLHOCT Ha KoMyTupaHe: 25 kVA
130naumoHHa cnocobHocT: 4 kV ¢ NpoAbAXMTENHOCT OT 1
MUHYTa

5. NHTepderncn. N3nckBaHWa KbM UHTEpdEncuTe

VHTepdencu:
((é))

Mobile
Provider
@ APN
PLC GPRS Central
E-Meter Ezl — E’z Concentrator E’ZI — E’S E’EI
system
[p3 |
T
Q" HHU
Interfaces description OnwncaHve Ha nHTepderncmTe:
Interface | Description VHTepdrenc | OnwucaHune
PO Infrared (IR) interface through which external PO VHpavepseH (IR) nHTepdelic, upes
maintenance tasks can be performed of E- KOWMTO BBHLUHM AEMHOCT MO
Meter with external device (HHU). nonapbXka morat Aa 6baat
13BBbPLUBaAHN C E-enekTpomepa, C
MOMOLLITA Ha BBHLLUHO YCTPOWCTBO
P1 WAN interface of the meter must be able to (MpeHoCM TepMmHan).
handle PLC communication P1 WAN uHTepdelca Ha enektpomMepa
TpsibBa fla MOXe fa ce cnpasu ¢ PLC
P2 PLC interface between data Concentrator KOMYHVKauuATa
and E-Meter. P2 PLC nHTepdencbT Mexay
KoHueHTpaTopa Ha faHHW 1 E-
P3 Interface through which external eleKTpomepa.
maintenance tasks can be performed of P3 VHTepdenc, Ypes KomTo MoraT fa
Concentrator with external device (HHU). ObLAaT N3BbPLUBAHN BbHLUHW OENHOCTY
no NoaapbXKa ¢ KoHUeHTpaTop ¢
MOMOLLTA Ha BBHLLHO YCTPOWCTBO
P4 Interface between data Concentrator and (MpeHoCM TepMmHan).
Head End System using GPRS P4 VHTepdenc mexay KoHueHTpaTopa Ha
communication environment. HaHHW v LleHTpanHaTa cnctema ypes
P5 WAN interface of Head End System for n3nonssaHe Ha GPRS KOMyHVKaLMA.
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communication with Concentrators.

P6 Interfaces for data exchange between Head
End System and existing legacy systems or
third party applications.

Electronic electricity meter

In general, the electricity meters must be designed, in a
manner ensuring that any requests, sent to one interface
cannot be retranslated through another interface (port
insulation). This means that a single unauthorized access
through the service interface cannot be used for burglary
access to the WAN-interface, enabling the use of the WAN.

5.1 Service interface (PO)

Physical layer

The service interface must be executed as an optical
interface.

The communication speed must be at least 9600 boud.

Protocol layer

The service access to the electricity meter must be provided
through DLMS/COSEM, IEC 62056-21 or another standard
protocol. The eligible option must be determined by the
grid operator.

Security

The security must be provided within the framework of the
assignments of “Security of the electricity meter”.

The access control must be provided by individual
passwords. It is not necessary to code the data
transmission, due to the exclusively local access

5.2. WAN Interface (P1)

In order to ensure the quality of the communication
channels data, such as signal level, signal-to-noise ratio and
bit errors must be provided.

Optionally, the electricity meter must be designed
integrated or modular.

The electricity meter/module must be supplied with
indicators showing the communication status by means of
LEDs:

i. Presence of communication for PLC

ii. Status (normal operation status or error status))

5.2.1.  Intergrated WAN Interface PLC (C)

Physical layer

The connection of the meters and the communication
equipment to the grid must take place in accordance with
the technical instructions of the manufacturer.

The manufacturer must propose a technical solution (e.g.
interference suppression filter), in order to eliminate any
possible interferences in the client equipment, caused by
electric devices.

Application layer

Own protocols of the electricity meters are allowed.
Security

The security must be provided within the assignments of
“Security of the electricity meter”.

6. Permission for commissioning, initial and follow-up
inspection
6.1. Type approval and MID certification

For the MID electricity meters it is necessary to specify the
place of manufacturing, the certifying body and the notified
body for monitoring the inspection. The offer must contain
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P5 WAN uHTepdeinc Ha LieHTpanHaTa
CUCTeMa 33 KOMYHMKaLmA ¢
KoHueHTpaTopuTe.

P6 VHTepdencn 3a 0OMeH Ha faHHK

Mexay LLEHTpaﬂHaTa cncTeMa m
CbLleCTByBaLLMTe CMCTEMU NN
NPUNOXEHNA Ha TPETWN CTPaHMN.

EnekTpoHeH enektpomep

Mo NpuHUMN enekTpomMepuTe TpAbBa Aa ce KOHCTpyMpaT

Taka, Ye 3aABKW [0 ednH nHTepdelic Aa He MoraT aa ce

npenpenasaT Ypes Apyr MHTepdenc (M30naumna Ha

nopToBeTe). ToBa 03Ha4YaBa, Ye fafileH HeONPaBOMOLLIEH

[OCTBIN Npe3 CepBU3HMA MHTepelnc Aa He Moxe Aa bbae

13M0N3BaH 3a B3NoMeH JocTbn BbB WAN-uHTepdenca 1

o TO3W Ha4nH Aa Moxe da ce nsnosizsa WAN-mpexara.

5.1. Cepsu3eH nHTepgenc (PO)

DuUsnyeckn ciow

CepBU3HUAT MHTepdenc TpabBa Aa ce U3MbHN KaTo

ONTUYeH MHTepdenc.

CKOpOCTTa Ha KOMyHMKaLms TpsbBa Aa € MUHMMYM Ha

9600 60opaa.

MpoTokoneH cnom

CepByW3HUAT AOCTBN A0 enekTpomepa Tpsabea Aa ce

ocnrypu vpes DLMS/COSEM, IEC 62056-21 vnn gpyr

CTaHfapTeH npoTokoA. JonycTmMata onums Tpabea Aa ce

orpegenu oT onepaTopa Ha MpexarTa.

CurypHocT

CurypHocTTa TpsibBa Aa Ce OCbLLECTBU B paMKuTe Ha

3afaHuATa Ha , CUrypHOCT Ha enekTpomepa”.

KoHTpobT Ha JocTbna TpsAbBa [a ce OCbLLeCTBABA Ype3

WHOVBMAYaNHM Napoan. He e HeobXxoAMMO KOAMPAHETO Ha

npefaBaHeTo Ha JaHHW NOPaAM U3KITKUUTENTHO NIOKATHKA

[0CTbN

5.2. WAN VHTepdenc (P1)

3a ocurypsABaHe Ha KayeCcTBOTO Ha KOMYHUKALMOHHUTE

KaHasm TpabBa da ce NpefoCTaBAT faHHW KaTo HMBO Ha

CUrHana, OTHOLLEHWe CUrHaN-LLYM 1 rpelkn Ha butose.

OnumoHanHo, enekTpoMepbT TpAbBa Aa ce n3rpaau

WNHTErpupaH nnm MogyneH.

EnekTpomepbT/MoaynbT TPAOBa fa pa3nonara ¢

MNHAMKATOPW NOKa3BaLLy KOMYHMKALMOHHMA CTaTyC

nocpeacrtsom LED:

i. Hanunune Ha komyHmkauma npu PLC

ii. CraTtyc (HopManHo paboTHO CbCTOAHNE NNAK
CbCTOAHWE Ha rpeLLUKa)

5.2.1.  Wnrterpuparn WAN UHTepdelic PLC (C)

DuUsnyeckn ciow

CBbp3BaHETO Ha M3MepBaTeNnHUTe ypeau u

KOMYHMKaLMOHHOTO 0bopyaBaHe KbM MpexaTa Tpsbsa Aa

6be CbrNacHo TeXHWYecknTe NpefnmncaHna Ha rapmarta

npov3BoauTen.

®vipmaTa-nponssoanTen Tpsabsa Aa NPeaoXy TEXHUYEeCKo

peLueHune (Hanp. GUATLP 3a MOATUCKAHE Ha CMYLLLEHWATA),

33 [1a Ce OTCTPAHAT eBEHTYasIHU BIMAHNA B CbOPBXEHWATA

Ha KJIMeHTa OT eIeKTPOYyPean.

MpnoxeH ciown

[onyckaT ce cobCTBEHN NPOTOKOM Ha enekTpoMepuTe.

CurypHoct

CurypHocTTa TpsibBa Aa Ce OCbLLECTBU B paMKuTe Ha

3apaHuATa B, CUrypHOCT Ha enlekTpomepa”.

6. [onyckaHe B ekcrioataLus, mbpBoHavanHa v

nocneBallia NpoBepKa

6.1. OpobpeHue Ha Tvna 1 MID cepTudmumpaHe

Mpu MID enekTpomMepu e Hy>KHO [a Ce MocoYaT MACTOTO Ha

NPOV3BOACTBO, aKPeaUTUPALLIMAT OpraH v
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a certificate from a type test, including temperature
correlation of the metrological errors and a declaration of
conformity, both for each delivery and in case of a change
in the version of the product of the manufacturer.

The electricity meter may also be approved for use in
Bulgaria, by means of registration in the commercial meters
logs.

6.2. Parameterization software

A license is required for the parameterization software,
supplied with all the available functions of the proposed
electricity meter. When supplying the electricity meter, it
must be accompanied by the parameterization software, in
order to ensure full compatibility and functionality with the
various parameter options. The license must include all the
software updates for the lifetime of the electricity meter.

The media, containing the installation files can be freely
selected (CD, USB etc.).

If necessary, the supply shall include all due training in
working with the software, setting the parameters and the
necessary data processing.

A contact person must be specified.

The parameterization software must be designed in a
manner, ensuring the access to the electricity meter through
the service interface. Therefore attention is to be paid to the
option for encryption of the connection with the electricity
meters.

6.3. *Option for entering the test mode

The status of the test mode (ON or OFF) for the calibration
must be clearly displayed on the electricity meter by means
of the service interface and the display.

The following commands, which may be transmitted by the
test device through the service interface and executed by
the electricity meter, must be available:

a) Test mode ON

b) Test mode OFF

) Settings the time/date

d) Increasing the LED constant (for the metrological
inspection)

e) Display test (optional)

f) Switching the LED for active/reactive energy (optional)

g) Billing (optional).

h Switching the tariffs for metering energy and power
(optional)

i) Control relay ON (Except option)

g) Control relay OFF (Except option)

6.3.1. LED

A standard optical head should enable the reading of pulses
at any time.

It is preferable to use red and green LEDs. The execution of
the LED must ensure the flawless reading of pulses with
optical heads, which can be activated from a distance of
30mm. This function must be guaranteed in case of
referenced (closed) electricity meters. If there is only a single
LED on the electricity meter, it should be possible to switch
the pulses between active and reactive power and back
through an IR command. Alternatively, there may be two
LEDs (for active/reactive energy).

6.3.2. Position of the LEDs and the IR-interface.

In order to ensure the flawless automatic calibration of the
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HOTUULMPaHKAT opraH 3a HabnoaeHve Ha npoBepkaTa. B
ochepTaTa TpAGBa Aa Ce NpeaCTaBAT cepTUdUKaT OT TMNOBO
M3NUTaHWe, BKIIIOHYMTENHO TeMnepaTypHaTa 3aB1CMMOCT Ha
METPOJSIOTNYHITE rpeLUKM ¥ AeKNapaLys 33 CbOTBETCTBUE,
KaKTO C BCAKa AOCTaBKa Taka 1 MpW MpoOMAHa Ha BepCUATa
Ha MpPoAdyKTa OT MPOW3BOANTENA.

EnekTpomepbT Moxe Aa 6bae 1 ogobpeH 3a non3eaHe B
Bbarapua NnocpeAcTBOM CMMCBAHE B PETUCTbPA Ha
CpefcTBaTa 3a TbProBCKO M3MepBaHe .

6.2. MapameTpursmpall, copTyep

Hy>xeH e nnueH3 3a NnapameTpu3mnpaly, coTyep, cHabaeH ¢
BCUYKM HANMYHM OYHKLMM Ha NPELNIOXEHNs enekTpoMep.
CbC 3aKynyBaHeTO Ha efleKTpoMepa e Hy>XHo da ce
NpefoCTaBy v NapaMeTpusnpalLmnsa codTyep, Taka Ye aa e
Bb3MOXHa MbJIHAa CbBMECTUMOCT M OYHKLMOHAAHOCT C
pa3/IMYyHMTE BEPCUM Ha NapameTpuTe. JInLeH3bT Tpsabea Aa
BKJ1tOYBA BCWYKM COMTYEPHM akTyanm3aLmm 3a BDEMETO Ha
XKVBOT Ha efleKkTpomepa.

HocnTenaT Ha UHCTanaunmoHHMTe hannose MoxXe 4a e
cBoboaHo n3bpaH (CD, USB 1 op.)HocuTen.

Mpv HeobxoaAMMOCT TpsibBa Aa ce NpoBefe obyyeHue
OTHOCHO paboTaTa CbC cobTyepa, 3afaBaHe Ha
napameTpuTe 1 Heobxodnmata 0bpaboTka Ha faHHWTe.
HeobxoOMMO e fa ce Nocoun nLe 3a KOHTaKT.
MapameTpu3npalLmaT codpTyep Tpabaa Aa Obae
npoekTVpaHa Taka, 4Ye LOCTbMbT A0 eNleKTpoMepa npe3
CepBV3HMA NHTepdelnc a e Bb3MoxeH. CneaoBaTesHo aa
ce 06bpHe BHMMaHWMe Ha Bb3MOXKHOCTTa Ha KpUNTVpaHe Ha
Bpb3KaTa C eNeKTpoMepuTe.

6.3. *BBH3MOXKHOCT 3a B/IM3aHe B TECTOB PEXUM

CTaTyC Ha TeCToBUA pexxunM (BKJ1. Uam 13KJ1.) 3a
kannbpupare Tpsbea fa 6bae BUAUMO MokasaH Ha
e1eKTpoOMepa Ype3 CePBU3HNUA UHTepdenc 1 aucnes.
Heobxoanmmu ca cnefHuTe KoMaHau, KOUTo Ja MoraT Aa
6bAaT NoAaZieHn oT TeCTOBOTO YCTPOWMCTBO Ype3 CEPBU3HMS
NHTEPMENC U M3MbIHEHU OT eNeKkTpoMepa:

a) Tectos pexxum BKJTHOHEH

b) Tectos pexum VU3KJTKOYEH

€) HacTpowika Ha yac/gata

d) YBennyaBaHe Ha KOHCTaHTaTa Ha cBeToamnoaa (3a
MeTPOIOrMYHa NPOBEPKaTa)

e) TecT Ha gucnnes (onuMoHanHo)

f) MpeBKktOYBaHe Ha CBETOAMOAA 3@ aKTVBHa/peakT1BHa
eHeprua (No xenaHue)

g) CamooTyeT (No xenaHue)

h) MpeBkJstoyBaHe Ha Tapudu 3a 3MepBaHe Ha eHeprua 1
MOLLHOCT (Mo XenaHue)

i) Pene 3a ynpasnexune BKJTFOYEHO (be3 Mo3unums 3)

g) Pene 3a ynpasneHve N3KJTKOYEHO (Be3 Mo3unuma 3)
6.3.1. CBetoauon

CbC CTaHfapTHa ONTUYHa rnaBa TpsbBa Aa € Bb3MOXHO
CHEeMaHeTO Ha UMMYICK MO BCAKO Bpeme.

3a npegnoynTaHe e U3Mof3BaHeTO Ha YepPBEHU U 3eM1eHM
cBeToamoan. LED-n3nbnHeHveTo Tpabea fa rapaHTupa
6e3npobaeMHOTO CHeMaHe Ha UMMYACK C ONTUYHW FNaBy,
KOWTO MoraT fa 6bAaT 3afefCTBaHN Ha pa3CTosHne oT
30mm. Tasu yHKUMA TpsbBa Aa e rapaHT1paHa npu
€TaNloHNpPaHK (3aTBOPEHM) enekTpomMepu. AKO Hanuue e
CaMo eflVH CBETOAMOL BbpXy enekTpomMepa TpsibBa Aa e
Bb3MOXHO MPEBK/IOYBAHETO Ha UMMYICUTE MEXAY
aKTVBHa 1 peakT1BHa eHeprus 1 obpaTHo Ype3 IR
KOMaHAa. AnTepHaTMBHO, Bb3MOXHO € HaJIM4MeTo Ha [Ba
CBETOAMOAA (33 aKTVBHa/peakT1BHa eHeprus).

6.3.2. PasnonoxeHue Ha ceetogmnoaute u IR-
nHTepdenca.
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electricity meter, the LED to be calibrated and the IR-
interface must be positioned in such a manner, as to enable
the simultaneous inspection, respectively calibration of the
electricity meter using these two elements.

6.3.3.  Sensitivity requirements and error allowances
The requirements, regarding the warm-up times, the values
for the effects and the error allowances are determined in
accordance with the requirements of the BMI on the
inspection of Electricity Meters.

The additional errors in case of a temperature rise must be
specified in the test report.

The electricity meters must meet these requirements,
especially with respect to adhering to the admissible error
allowances.

The electricity meters must be manufactured in such a
manner that to enable the automatic inspection of metering
points with standard test equipment.

6.3.4.
mode
In operating mode the electricity meter must meet EN
62053-21 and the relevant requirements established in the
Bulgarian Metering and Measurement Act.

The electricity meters must be designed and manufactured
so that it is possible to perform both automatic inspection
of the operating mode (by means of a LED) with the
respective testing equipment, as well as inspection by
means of visual control (e.g. the arrow indicating the power
flow direction on the display).

The LED constant must be designed so that during a start-
up test, at least 2 pulses can be registered in 10 minutes.
6.3.5. Inspection of the behavior of the electricity
meter in idle mode

In idle mode, the electricity meter must meet EN 62053-21
and the relevant requirements, set out in the Bulgarian
Metering and Measurement Act.

The minimum duration of the test is calculated, applying the
formula below.

During that test, at the output of the electricity meter not
more than one pulse is to be registered.

Inspection of the behaviour in operating

600* 10° .
Ty Y —— =[min] forClassl
* 6
480710 =[min]ForClass2

~ k*m*Un* Imax

k = Constant of the pulse output

m = Number of metering systems

Un = Rated voltage

Imax = Rated current
The electricity meter must be designed and manufactured
so that it is possible to perform both automatic inspection
of the idling (by means of a LED), as well as inspection by
means of visual control of the electricity meter. The LED
must always be on, when the electricity meter has no load.
6.3.6. Stability of the pulses of the LED
The calibration of the electricity meters requires pulses,
proportional to the power.
6.3.7.  *Test mode
The electricity meter must have a calibration mode. In this
mode, the energy counters must have 3 digits after the
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3a [ia ce Cb3paje Bb3MOXHOCT, 3a 6e3npobneMHo
aBTOMAaTUYHO KannbpurpaHe Ha enekTpomepa,
npeasuaeHNAT 3a KannbpupaHeTo CBETOAMOL OT eHa
cTpaHa v IR-nHTepdelica oT Apyra cTpaHa Tpsabea fa 6vaat
Taka pasnosioXKeHu, Ye fa MoXe [ia Ce U3BbpLLM
e[lHOBpeMeHHa NpoBepKa, PeCneKTUBHO KannbprpaHe Ha
e/IeKTpoOMepa Ypes3 [BaTa efieMeHTa.

6.3.3.  M31CKBaHMA 3@ YyBCTBUTEIHOCT U AOMYCTUMU
rpaHnLy Ha rpeLukara

V13nckBaHMATa KbM BpEMeHaTa Ha 3aTOM/IAHE, BEIMUYUHAUTE
Ha BAVAHWE 1 JOMYCTUMW TPAHULM Ha rpeLuLKnTe ce
onpefenaT CbriacHo M3MCKBaHWATa Ha bM 3a nposepka
Ha CU

[OMbAHUTENHWTE TPELLKX NpY KPaTKOTPanHO 3aToniaHe
TpAbBa fa 6bAaT NOCOYEHN B NPOTOKOMA OT M3MUTAHMETO.
EnekTpomepuTe TpsAbBa Aa OTrOBAPAT Ha Te3M U3MCKBaHWS,
0cobeHO Ha Cna3BaHeTo Ha AoNyCTUMUTE rPaHULM Ha
rpeLkuTe.

EnekTpomepuTe TpsbBa Aa 6bAaT n3paboTeHn Taka, Ye Aa
€ Bb3MOXHa aBTOMAaT14Ha NpoBepKa Ha U3MepBaTesTHN
TOYKM CbC CTaHOAPHM CPeacTBa 3a NpoBepKa.

6.3.4. MpoBepka Ha NOBELEHNETO B PEXUM Ha
paboTa

B pexxuM Ha paboTa enekTpoMepbT TpAbBa Aa OTroBaps Ha
EN 62053-21 1 CbOTBETHO Ha YTBbPAEHWUTE U3NCKBAHWNA B
6barapckms 3akoH 3a M3mepBaHuATa.

EnekTpomepuTe TpsabBa Aa ca Taka M3paboTeHw, Ye fa e
Bb3MOXHA, KakTo aBTOMaTu4Ha NpoBepKa Ha pexrmMa Ha
paboTa (nocpencTsoM LED) CbC CbOTBETHA M3NMTBaTeNHa
TeXHUKa, Taka v MPOBEpKa Ype3 BU3yaneH KOHTPON (Hamp.
Ha CTpesikaTa 3a MOCOKaTa Ha eHepruATa BbpXy AUCMIen).
KoHcTaHTaTa Ha cBeToamoa TpAbBa Aa Obae Takasa, ye
npy CTapTOB TECT @ € Bb3MOXHO PerncTpupaHeTo Ha
MUVHUMYM 2 UMnynca 3a 10 MUHYTH.

6.3.5. [lpoBepka Ha MOBELEHMETO Ha eflekTpoMepa
B PEXMM Ha camoxop (Mpa3eH xof)

B pexuM Ha camoxop enekTpoMepsT TpsAbBa fia oTroBapA
Ha EN 62053-21 1 CbOTBETHO Ha yTBbpAEHUTE B
6barapckms M3nckBaHmsa Ha 3akoH 3a M3mepsaHuATa.
MUWHVManHaTa NPOLbIIXKUTENHOCT Ha TecTa Ce U341CSIABa
no [ONynocoyeHaTa popmyna. Mo Bpeme Ha TO3W TecT Ha
13xoAa Ha enekTpoMepa He TpAbBa fa Ce perncTpypa
noBeye OT eAnH MNYJIC.

600* 10°

~ k*m*Un* Imax
480* 10°

~ k*m*Un* Imax

=[min]zaKnacl

=[min]zaKrac2

k = KoHCTaHTa Ha UMNyCHUA U3XO[,

m = bpoW Ha n3mepBaTenHuTe CUCTeMU

Un = HoMWHanNHo HanpexeHve

Imax = HoMuHaneH Tok
EnekTpomepnT TpAbBa fa 6bae n3paboTeH Taka, Ye aa e
Bb3MOXHA, KakTo aBTOMaTM4Ha NpoBepKa Ha camoxoa
(nocpencTeom LED), Taka 1 mpoBepKa Ype3 Br3yaseH
KOHTPON Ha enekTpomepa. LED-anonbT Tpabea Aa ceeTn
BMHAry KoraTto efiekTpoMepsT HAMa ToBap.

6.3.6. CTabuNHOCT Ha UMMNYNCUTE Ha CBETOAMOAA
3a KanmbpripaHe Ha eneKTPOMEPUTE Ca HY>XKHU MMMYCK,
NMPOMNOPLUMOHATHN Ha MOLLHOCTTa

6.3.7.  *TeCTOB pexum

EnekTpomMepbT TpsAbBa Aa MMa pexum 3a kannbpvpare. B
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decimal point (for indirect electricity meters — 4 digits), and
when reading the data, the increased resolution of the
energy counters must be taken into consideration.)

The increased resolution in the test/calibration mode is
required in order to ensure the increased efficiency of the
inspection.

6.4. Metering, grid connection

6.4.1.  Precision class

Direct connection: at least MID Class A

Indirect connection: at least MID Class B

Optional: for reactive energy Class 2

6.4.2. Two-way metering

It is necessary that the forward and reverse energy is
recorded in separate energy logs (as an aggregate and
according to tariffs). This applies to both the active, and the
reactive power.

6.4.3.  Metering, irrespective of the direction of the field
The metering cannot be affected by fields with different
rotation directions, which sometimes occur in the grid.

6.4.4.  Functionality monitoring (self-diagnostics,
watchdog)

The watchdog function is designed to avoid damages to the
electricity meter due to software failures. Such damages are
avoided as the software notifies from time to time the
watchdog function, that it still functions properly. At
watchdog’s command, the software is restarted. If the
precision of the energy logs is disturbed, it is necessary to
restore the values from the last 15 minute period before the
error. Each restart of the watchdog timer must be recorded
in the event logbook. The restarting must not take more
than 10 seconds.

Iv. Data Concentrator
1. General requirements
1.1 Definition

The data concentrator is a compact device, which performs
two-way data communication through PLC resp. wireless
connection (interface P1) and the transfer of data stored,
through remote interface (interface P4). These interfaces are
used to transfer all data, commands and signals between
the Head End System and the end devices.

Apart from that the data concentrator has a local interface
for maintenance (P3) for setting the parameters,
configurations and reading data.

Table 1: General requirements regarding Data Concentrator

Technical details Minimum requirements

* Capabilities for installation
through a DIN-bus or a three-
point connection to the
connection block of the
electricity meter

Installation

» Connection of the external

External antenna antenna by means of a SMA-

connector
) e Minimum IP 40 (according to EN
Protect
rotection 60529)
. 0, [0} i idi
Air humidity 5% to 90% relative humidity

(without condensate)
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TO3U1 peXuM eHeprunHuTe 6poaym Tpsabea Aa UMaT 3 3Haka
cnle, 3anetasTa (MpU MHAMPEKTHW enekTpoMepu — 4 3Haka),
1 NPV OTYUTAHETO Ha AaHHUTE, yBeMYeHaTa pe3oioums
Ha eHepruiHWTe Gposun TpsabBa Aa ce oTyMTa.)
YBennyeHaTa pe3oiioLmnsa B PexXmnM Ha TecT/kanvbpripaHe e
Hy>KHa C Len o eeKTBHa NpoBepKa.

6.4. V13mMepBaHe, CBbp3BaHe KbM Mpexara

6.4.1.  Knac Ha To4HOCT

[vpekTHO cBbp3BaHe: Han-Manko MID Knac A
MHOonpekTHO CBbp3BaHe: Har-manko MID Knac B

Mo xenaHwe: 3a peakTnBHa eHeprua Knac 2

6.4.2. [1BynoCo4YHO n3MepBaHe

Hy>Ho e eHeprvaTa B NpaBa 1 0bpaTHa nocoka fa ce
OTuWTa B OTAENHN EHEPrUAHM PerncTpu (CymapHo 1 no
Tapvdw). ToBa e BanMAHO KakTo 3a akTMBHaTa, Taka 1 3a
peakTVBHaTa eHeprus.

6.4.3.  I3mepBaHe, HE3aBUCMMO OT MOCOKATa Ha BbpTeHe
Ha noJsieTo

3mepBaHeTO He TpAOBa fa Ce BAWSAE OT NnoJseTa C
Pa3NMYHM MNOCOKM Ha BbPTEHe, KOWUTO MOHAKOra ce
nosBABaT C Mpexara.

6.4.4.  MOHWUTOPUHI Ha PyHKLMOHANHOCTTa
(camopmarHocTuka, watchdog)

Ype3 n3nonseaHeTo Ha watchdog dyHkumATa Tpsbea fa ce
NpefoTBpaTVi MOBPeaa Ha eNleKTPOMepPa Ype3 0TKas Ha
cohTyepa. Ta3u nospeda ce 13bsrea kato cohtyepa
nepvoamyHo yBefomsaea watchdog cyHKUmATa, Ye Bce
oLLe paboTu npasunHo. Mo komaHaa Ha watchdog
yHKLUMATa € HeOBXOAMMO [ia Ce HanpaBu pecTapT Ha
copTyepa. AKO TOYHOCTTa Ha EHEPrUHWTE PerncTpu e
HapyLUeHa e Hy>XHO Aa Ce BbpHaT CTOMHOCTUTE OT
nocneaHnAT 15 MUHYTeH Nepuog, npeau rpeLukara. Beeku
pecTapT Ha watchdog Taiimepa TpsbBa fa ce 3anuLle B
[IHEBHMKa Ha cbbuTunATa. PectapTupaHeTo He TpAabsa fa
Tpae noseye oT 10 cekyHIV.

[\ KoHueHTpaTOp Ha AaHHU
1. Ob6LLM N3MCKBaHWA
1.1. LedurHnuma

KoHLeHTpaTop Ha AaHHMa € KOMMAaKTHO YCTPOWCTBO, KOETO
OCbLLECTBABA ABYMOCOYHa KOMYHMKALMA Ha AaHHN Ype3
PLC pecn. 6e3xunyHa Bpb3Ka (MHTepdenc P1) n
NPEXBbPAHETO Ha CbXPaHEHUTe AaHHW Ype3
LNCTaHUMOHEH MHTepdeic (MHTepdeinc G4). Ypes Tes3un
nHTepencn ce TpaHcdeprpaT BCUYKM AaHHW, KOMAHAM 1
CUHaM Mexay LeHTpanHaTa cuctemMa u KpanHuTe
YCTPOWCTBA.

OcBeH TOBa KOHLEHTPATOP Ha AaHHWa 1Ma JIOKaeH
nHTepdelnc 3a nogapbxka (P3) 3a HacTpolika Ha
napameTpuTe, KOHMUIYypaLmmn 1 OTYUTaHE Ha AaHHW.
Tabnuua 1: 06K n3nckBaHUA KbM KOHUEHTpaTop Ha
JaHHW

TexHU4eckn oaHHN MUHUMaNHN N31CKBaHNA

¢ BB3MOXHOCTM 3a MOHTaXx
npe3 DIN-wWnHa nnn
TPWTOYKOBO 3aKpernBsaHe 3a
KnemMHust 610K Ha
enekTpomepa

* (CBbp3BaHe Ha BbHLUHa
aHTeHa nocpencrsoM SMA-

MoHTax

BbHWHa aHTeHa

KOHeKTOp

3aWTa e MuHumMyMm IP 40 (cbrnacHo
EN 60529)

BnaxxHocT Ha ¢ 5% 0o 90% oTHoCKTeNHa

Bb3ayxa BNaXHOCT (6e3 KOHLEeH3)
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e 3 x230/400 V (wide range: 140
V to max 260 V)

« Safety with a max. 16 A-fuse
Power supply

« Connection up to max 2,5 mm?
cross section of the conductor

e 3x230/400 V (wmpok
ananasoH: 140 V 0o makc.
260 V)

3axpaHBaHe ¢ » Obe3onacaBaHe C Makc. 16

HanpexeHune A-npennasurten

* (CBbp3BaHe 0O Makc. 2,5
mm? HampeYHo ceyeHune Ha
NpoBOAHMKa

* Transfer method, compatible
with CENELEC volume A

* MeTog 3a NpexBbpsHe,

PLC - meTop 3a cbBmecTM ¢ CENELEC Tom A
KOMYyHMKaLMA * Moapbp3BaHe Ha o 1.000
KpavHW yCTPOWCTBa

PLC -
communication )
method . Canectlon of up to 1.000 end
devices
» Firmware upgrade can be
performed both through the
Software remote, as well as through the

local interface.

* TMpomsHa Ha pbpmyepa
MOXKe [ia Ce M3BbpLUA KaKTO

* Operating range: - 25°C to 55°C
Temperature * Storage and transfer range: -
range 25°Cto 70°C

Codptyep npes3 OUCTaHUWMOHHWUA, Taka u
npe3 nokanHua nHTepdenc.
* PaboTeH AmanasoH: - 25°C
no 55°C
TemnepaTypeH
ManasoH e [paHWyeH AMana3oH 3a

CbXpaHeHuWe 1 TpaHcdep: -
25°C po 70°C

e P2: PLC,

e P3: RS 232, Ethernet

* P4: RS 232, Ethernet, interface to
a modular GSM/GPRS/UMTS-
modem (SMA — connector for
connection of the external
antennas)

» Optional S: RS 232, Ethernet

Device Interfaces

» CE-certification
¢ EN 61000-6-4
e EN 50065-1

Conformity with
standards

e P2:PLC,

e P3: RS 232, Ethernet

e P4: RS 232, Ethernet,
NHTEpMENC KbM MOAyIeH
GSM/GPRS/UMTS-mopem
(SMA — KoHekTOp 33
CBbP3BaHe Ha BbHLUHK
aHTeHN)

e OnumoHanHo S: RS 232,
Ethernet

VHTepdencn Ha
YCTPONCTBOTO

Network protocols » TCP/IP, HTTP, FTP, SCP

* CE-cepTudpmumpare

CbhOTBETCTBME CbC « EN 61000-6-4

CTaHOapTN

* Possible synchronization with
NTP (Network Time Protocol)
server

 Alternative: synchronization with
the Head End System

Built-in clock
module / Time
base

1.2 Constructive requirements

1.2.1.  General provisions

Based on its structural design and manufacturing, the data
concentrator must be designed so that under specific
operating and normal conditions of use, no hazards can
occur. The following is to be provided in particular:

a) safety of people in case of energizing voltage(the current
conducting parts must be properly insulated)

b) safety of people under the effect of high temperature

¢) safety and resistance to heat and fire

d) protection against the penetration of solids, dust and
water.

All parts, exposed to corrosion under normal operating
conditions, must be efficiently protected. The protective
layers must have sufficient strength, so that under the
specific operating conditions, cannot be damaged by the
weather conditions. These requirements are of decisive
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e EN 50065-1
Mpexxosu e TCP/IP, HTTP, FTP, SCP
NPOTOKOJIN
¢ BBb3MOXHa CMHXPOHM3ALMA C
NTP (Network Time Protocol)
BbTpeluen

CbpBbP

e AJITEPHATUBHO:
CUHXPOHMU3aLWA C
LeHTpasnHaTta cncrema

YaCOBHWKOB MOAyS /
Yacosa 6a3a

1.2. KOHCTPYKTUBHW M3UCKBaHWA

1.2.1.  Obwo nonoxexue

Bb3 0CHOBA Ha CBOSA KOHCTPYKTWBEH AW3aiiH 1
Npov3BOACTBO KOHLEHTPATOP Ha AaHHW TpsbBa Aa 6bae
Taka NPOeKTUPaH, Ye Npu onpefeneHy ekCnaoaTaLnoHHn 1
HOPMasIHW yC10BUA Ha ynoTpeba Aa He moraT da
Bb3HWKHAT onacHocTu. Mo-cneumanHo Tpabsa fa ce
NOACUTYPY CNedHOTO:

a) 6e30MacHOCT Ha NMUATa OT NonafaHe noa
HanpexeH1e(TOKOBOAELLMTE YacTW [a Ca HALEeXHO
N30/IMpPaHm)

b) 6e30nacHOCT Ha NMUaTa NpU Bb3AENCTBYSA OT NOBHULLEH]
TemnepaTtypa

) 6€30NacHOCT 1 YCTOMYMBOCT Ha TOMIMHA U ObH

d) 3aLmMTa CpeLLly NPOHUKBaHe Ha TBbPAW Tena, Npax v
BOAa.

Bc1YKYM YaCTy, M3N0XKEHU Ha KOPO3WA NPY HOPMasTHM
yCnoBus Ha ynotpeba, Tpsabsa Aa 6baaT epeKkTMBHO
3aLLMTeHN. 3aLLMTHKTE cnoese TpAbBea Aa ObaaT ToAKoBa

CrpaHuua 29 ot 52



significance for the selection of the protection class.

1.2.2  Housing

Optional: housing, which may be sealed, so that the internal
parts of the device are only accessible after breaking the
seal(s). The removal of the cover of the housing should not
be possible without using tools.

1.2.3  Protection class

It is preferable that the housings are made of recyclable
insulating material (resistant to UV-radiation, resistant to the
vapours from solvents), corresponding to protection class Il.
Protection against the penetration of dust and water.

The concentrator must be of protection class at least IP 51
according to IEC 60529:

1.2.3.1 Weather conditions

The operating temperature and the environmental
temperature must be between -20 °C to + 60 °C.

The temperature range during storage must be between -25
°Cand + 65 °C.

1.2.3.2 Power supply

Standardized rated voltage: 3x230/400 V; 50 Hz

Range of the allowances of the power supply: The grid part
with rated voltage Un = 230 V is to be designed in such a
manner that it can operate flawlessly in the following
voltage range:

230 +/- 20% Volts; 50 Hz

3-phase power supply with a maximum cross section of the
conductor 2,5 mm?Z.

The power supply connections are also used to ensure PLC-
communication with all 3 phases.

The type of connection of the conductors at the terminals
must ensure sufficient and permanent contact. The
loosening of the conductors or their excessive heating are
to be prevented. Bolted connections, ensuring electric
contact, and screws, which can be tightened and loosened
many times, during the useful life of the data concentrator,
must have a threaded metal bushing.

The risk of corrosion, due to the different contact materials,
must be minimized by means of a proper selection of these
materials.

The electric connections must be performed in such a
manner that the contact pressure is not determined by the
insulation material.

1.2.4  Frequency

The concentrator must be designed for rated frequency 50
Hz. They must operate flawlessly in the range of the
allowances of +2% of the rated frequency.

When connecting terminals with various potentials, near
each other, these are to be secured against accidental short
circuit.

1.2.5  Reverse effects within the grid

The data concentrator (incl. network device and modem)

must be designed so that no excessive reverse effects may
occur in the grid as higher harmonics. The observation of

EN 61000-3-2 must be ensured.

1.2.6  Protection against power surges

The data concentrator must be inspected using a surge of
peak voltage 1,2/50 ps according to EN 61000-4-5 Control
level of sensitivity 3 with a maximum value of 2 kV (the
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YCTOMYMBM, Ye NpuW onpefeneHnTe ycnoBmua Ha paboTa aa
He mMoraT fia 6b[aT NoBpefeHn OT aTMOCHEPHNTE YCNOBUA.
Te3un N3MCKBaHMA Ca OT peLlaBallo 3Ha4eHue 3a n3bopa Ha
KJ1ac Ha 3aLumTa.

1.2.2  Kopnyc

OnuMoHanHo: Kopnyc, KOMTO MoXe fAa ce nnombupa, Taka
Ye BbTPELLHWTE YacTu Ha ypeaa da ca AOCTbMHM CaMo Cnef,
cyyneaHe Ha nnombata(mte). OTCTpaHABaHe Ha KanaykaTa
Ha Kopnyca He 61Ba Aa 6bae Bb3MOXHO 6e3 M3N0N3BaHETO
Ha UHCTPYMEHT.

1.2.3 Knac Ha 3awuTa

3a npeanoyunTaHe e kopnycuTe aa 6bvaaT u3paboTeHn ot
peumKInpyem n3onaunMoHeH Matepuan (ycronyms Ha UV-
CBET/IMHA, YCTOMYMB Ha U3NapeHnsaTa OT pa3BopuTenunTe),
CbOTBETCTBALL, Ha KJ1ac Ha 3aLluTa Il.

3almMTa cpeLly NPOHVKBaHE Ha Npax 1 BOAa.
KoHueHTpaTopbT TpsibBa fa pasnosara ¢ Han-manko IP 51
Knac Ha 3awmTta cbra. |[EC 60529:

1.2.3.1  KnaumMaTtnyHu ycnosums

PaboTHaTa TemMnepaTypa 1 TemnepaTypaTa Ha OKoJHaTa
cpena Tpsabea fa 6baat mexay -20 °C no +6 0 °C.
[1anasoHbT Ha TeMnepaTypaTa Npu CbxpaHeHue TpAbea Aa
e Mmexgy -25 °C no + 65 °C.

1.2.3.2 3axpaHBaHe

CTaHOapTU3MPaHO HOMWHANHO HanpexeHue: 3x230/400 V;
50 Hz

[InanasoHn Ha JOMyCTUMO OTKJIOHEHWE Ha 3axpaHBaHeTo:
Mpe>xoBaTa 4acT C HOMWHANHOTO HanpexeHne Un =230V
3a npednoynTaHe TpAbBa Aa Obhe Taka NpoekTUpaHa, Ye
[a Moxe Aa ce ekcnnoatnpa 6e3ynpeyHo B CleAHNMS
[ManasoH Ha HanpexeHue:

230 +/- 20% Bonta; 50 Hz

3-(ha3Ho 3axpaHBaHe C MakCUMyM 2,5 mm? Hanpe4Ho
ceyeHune Ha NPOBOAHMKA.

3axpaHBaLLMTe BPb3KM CIyKaT U 3aToBa, PLC-KOMyHMKaLWA
[a Ce OCbLLeCTBABa BbB BCUYKM 3 dhasn.

BuIbT Ha 3akpenBaHe Ha MPOBOLHMLMTE B kKNlemuTe TpAbBa
[ OCUTYpU BOCTaTbYEH W NOCTOAHEH KOHTaKT. TpabBa Aa e
npefoTBpaTeHo pa3xnabBaHETO Ha NPOBOAHULMTE UK
NMpeKoMepHOTO UM 3arpaBaHe. boNToBK BPb3KWM, KOUTO
MPaBAT eNIeKTPUYECKW KOHTAKT, U BUHTOBE, KOUTO MOraT da
6b/4aT MHOrOKPaTHO 3aTAraHW 1 pasxiabBaHu No Bpeme Ha
NONe3HMA XMBOT Ha KoHLEeHTpaTop Ha AaHHWa TpAabsa fa
nmar BTysKa (Bykca) ¢ pe3ba oT mMeTan.

OnacHoOCTTa OT KOPO3WA NMOPaAN PasINYHU KOHTAKTHN
MaTepuanu cnefsa aa 6bae csefeHa 40 MUHUMYM Ype3
npaswieH noabop Ha Te3n MaTepuaniu.

EnekTpuyeckunTe Bpb3kM TpAbBa Aa ObAAT U3MbIHEHN Taka,
Ye KOHTaKTHOTO HassraHe da He ce onpegens ot
mMaTtepuana Ha nsosaumAra.

1.2.4  YecroTa

KoHueHTpaTop®T TpsAbBa Aa Obe KOHCTPYVPaH 3a
HOMMWHanHa YectoTa 50 Hz. Tpabsa fa morart aa ce
ekcnnoatnpat besynpeyHo B AmanasoHa Ha 4ONyCTUMO
OTKJIOHEHWE OT +2% OT HOMWHa/IHATa YecToTa.
MpUCbeANHUTENHN KJ1EMU C Pa3/INYHK NOTEHLMANN, KOUTO
ca nocTaBeHu 6a130 efHa 4o Apyra, Tpsbea Aa 6baat
obe30MaceHn NPoTUB CyYanHO KbCO ChbefuHeHMe.

1.2.5  MpexoBu 0bpaTHW Bb3OeNCTBUA

KoHueHTpaTop Ha AaHHMa (BkA. MpeXoBu ypes 1 MoLeMm)
TpabBa Aa Obhe Taka NPOEKTUPaH, Ye B MpexaTa Aa He
Bb3HWKBAT HEJOMYCTVMO BUCOKM 06paTHU Bb3AeicTBIUA
nof hopMaTa Ha BUCLUW xapMmoHuum. Cnefga Aa ce
rapaHTvpa cnassaHeto Ha EN 61000-3-2.

1.2.6  3awmra OT YAAapPHO HanpexeHune

KoHueHTpaTopbT TpAbBa fla ce NpoBepsBa C Bb/HA Ha
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preferred sensitivity level is 4 at 4 kV).

1.2.7  Electromagnetic compatibility

Must meet the requirements according to EN 61000-4-3.
The data concentrator must be capable of suppressing radio
interferences. It must not affect the grid parts by external
electric and magnetic fields, which can usually be expected
at the operating locations.

1.2.8  Technical data plate

At least the following information must be included, clearly
visible when the device is installed — without the use of any
other auxiliary devices:

1.2.8.1. Unique device number

1.2.8.2. Barcode in accordance with the grid operator’s
specifications

1.2.8.3. Labeling the manufacturer and type

1.2.8.4. Description of LEDs with statuses

1.2.8.5. Manufacturing year

1.2.8.6. Connection diagram

1.3 Interfaces

1.3.1.  WAN interface (P5)

1.3.1.1. GSM/GPRS/UMTS - modem

The GSM/GPRS/UMTS-modem is an integrated or modular
replaceable communication unit. In general the
modular/replaceable solution is preferred.

TABLE 2: MINIMUM REQUIREMENTS - MOBILE RADIO-
MODEMS

Technical details Minimum requirements

Operating voltage | 230 +/- 20% Volts; 50 Hz

EVN

yoapHo HanpexeHwue 1,2/50 ps cbrn. EN 61000-4-5
KOHTpOHa CTeneH Ha YyBCTBUTEIHOCT 3 NpU MakCcUManHa
CTOMHOCT OT 2 kV (33 npeanoynTaHe cTeneH Ha
YyBCTBUTENHOCT 4 npu 4 kV).

1.2.7  EneKkTpoMarHutHa CbBMeCTMMOCT

TpabBa Aa OTroBaps Ha M3MCKBaHUATa cbriacHo EN 61000-
4-3. KOHUeHTPaTop Ha faHHW TpabBa Aa Moxe Aa
NOATWCKA paaMocMyLLeHnaTa. He BrBa Aa oka3sa BAMUAHWE
BbPXY MPEXOBUTE YaCTW YPe3 BbHLLHW eNeKTPUYecKn 1
MarHWTHY NofeTa, KoMTo 0BUKHOBEHO MoraT Aa ce
O4aKBaT B MeCTaTa Ha eKkcrioaTauus.

1.2.8  ®upmeHa Tabenka 3a TEXHNYECKU JaHHK

Bbpxy ypefa TpsabBa Aa ce HaHecaT MUHUMYM cliefHuTe
0603HayeHns, KoUTo aa ObaaT 4obpe YeTANBK U B
MOHTVPaHO CbCTOAHKE Ha ypeaa - 6e3 13non3BaHeTo Ha
ApYyrvt NOMOLLHW CpeaCTBa:

1.2.8.1. YHvKaneH Homep Ha ypena

1.2.8.2. bapkof B CbOTBETCTBME CbC CrieumdmkaummnTe Ha
MPEXOBUA OrnepaTop

1.2.8.3. Obo3HauaBaHe OT NPOM3BOAMTENS U TUMNA

1.2.8.4. OnuncaHue Ha LEDs cbe cTatycn

1.2.8.5. ToAMHa Ha Npomn3BOACTBO

1.2.8.6. Cxema Ha CBbp3BaHe

1.3 NHTepdencu

1.3.1  WAN uHTepdeiic (P5)

1.3.1.1  GSM/GPRS/UMTS - mopem

Non GSM/GPRS/UMTS-mMopem ce pa3bupa nHTerpmpaHa
NN MOZYJTHO 3aMeHAeMa KOMYHUKaUMOHHa edvHMLA.
MPVHLMMHO Ce NPeAnoYnTa MOLynHo/ 3aMeHAeMo
peLleHwe.

TABSIMLA 2: MUHUMAJIHN U3UCKBAHWA MOBUSTHY
PALVOMOLEMM
TexHn4yeckn OaHHN

MUHUMAaNHU N31CKBaHNA

THE GSM/GPRS/UMTS-MODEM MUST AT LEAST HAVE THE
FOLLOWING INDICATIONS:

a) Unique device number

b) Barcode in accordance with the grid operator’s
specifications

Q Labeling the manufacturer and type

d) Manufacturing year

1.3.1.1.1. Modem functionality

The GSM/GPRS/UMTS-module must be suitable for all the
GPRS-grids, currently in operation in Bulgaria. The output
power must be at least 2W. The sensitivity must be -108
dBm the data transfer through the GSM-grid, must take
place, using a minimum of 9600 Baud (V.32bis). The data
must be compressed.

1.3.1.1.2. SMA - connector

It is preferable to provide a SMA-coupling for connection of
the external antennas to the data concentrator, resp. the
GSM/GPRS/UMTS-modem.

1.3.1.1.3. Selection of the operator of the
mobile network

In the borderline areas, where several operators of mobile
radio networks intersect, it is necessary to select the
operator of the mobile radio network (blocking international
roaming). However, in general, the modem must select the
operator of the mobile radio network with the strongest
signal in the region.
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Functionality GSM/GPRS/UMTS-module for GSM- OnepaTnsHO 230 +/- 20% Volts; 50 Hz
grids HanpexeHne
OyHKUMOHaNHOCT GSM/GPRS/UMTS-Moayn 3a

GSM-mpexu

GSM/GPRS/UMTS-MOLEMbBT TPABBA OA UMAT MNMOHE
CJIEOHUTE OBO3HAYEHNA:

a) YHVIKaneH HoMep Ha ypeaa

b) Bapkog B CbOTBETCTBME CbC CNeLndmKaLmmnTe Ha
MPEXOBUSA OMnepaTop

Q) O60o3Ha4aBaHe OT NMPOW3BOANTENA U TUMA

d) F'oavHa Ha NPOW3BOACTBO

1.3.1.1.1 QPYHKUMOHANHOCT Ha MOLEeMa
GSM/GPRS/UMTS-MomynbT TpsbBa Aa e noaxoasil 3a
BCUYKM GPRS-Mpexu, Hamurpally ce B ekcnioataums 8
bbarapus. M3xofnHaTa MOLLHOCT TpsbBa fAa 6bvae
Makcumym 2W. YyBCTBUTENHOCTTa TpsabBa Aa bbae -
108dBm. MpexBbpasHETO Ha AaHHW Ype3 GSM-MpexaTa
TpsbBa fa ce U3BbPLUM C MUHUMYM 9600 Baud (V.32bis).
TpabBa Aa ce U3BbPLUM KOMMpPecMpaHe Ha AaHHUTE.
1.3.1.1.2 SMA — KoHekTOop

3a npennoyuTaHe e Aa ce npegocTasy SMA-Oykca 3a
CBbP3BaHe Ha BbHLUHM aHTEHW KbM KOHLeHTpaTop Ha
naHHMa cboTB. GSM/GPRS/UMTS-Moaem.

1.3.1.1.3 36op Ha onepaTopa Ha MobUIHAaTa
Mpexa

B rpaHv4HMUTe parioHun, KbOETO Ce npecnyaT HAKOIKO
ornepaTopa Ha MOBUNHM pagruoMpexu, e HeobxoaMmo Aa
ce n3bepe onepaTopbT Ha MOBUNHaTa pagvioMpexa
(bnokmpaHe Ha MexayHapoAeH poyMUHT). Mo npuHLmN
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1.3.1.1.4. Parameterization

The modem must be provide software parameterization
settings or a terminal program. The respective adjustments
must be accessible remotely. The parameterization must not
be lost in case of power failure or loss of voltage. It must be
possible to configure minimum 2 different APN settings.

1.3.1.1.5. Resetting

The modem must also perform an automatic reset of the
GSM/GPRS/UMTS- module after certain time, preset by the
user, so that in case of failure of the modem, the
connection can be established again. If there are other
options, these must be specified in the tender.

1.3.2.  Interface to end devices - Last Mile (C)F

In order to ensure the communication channels, data
regarding the remote reading must be provided, such as
signal level, signal-to-noise ratio, noise level, bit errors ratio,
table of routes, non-reading electricity meters, at what
phase a certain electricity meter is installed.

1.3.2.1. PLC

Communications technique using high frequency signals to
transmit data over. Typical interface technologies are
narrowband PLC communication networks, local wired
networks. Regardless of the network paths of the specific
implementation, special care on the security of the C
interface is necessary to prevent unauthorized monitoring or
intervention (see also Clause 5 Privacy and Data security).

1.3.3.  Service interface (P3)

The data concentrator must have an interface, allowing, in
case of inactive remote interface (due to an issued with a
supplier or technical problems), taking into consideration
preset access rights, the following commands/actions to be
performed on the data concentrator, as well as on the
connected end devices:

a) Reading data

b) Setting the clocks of the subordinate devices -
according to those of the data concentrator

Q Configuring the devices

d) Firmware update

1.3.3.1. Ethernet interface

1.3.3.11 10/100 Base-T standard.

1.3.3.1.2. LAN RJ-45 standard jack

1.3.3.1.3 For a connection of category 5 cables
1.4. Execution

1.4.1  Commissioning

In general, after establishing the communication, the data
concentrator must initialize and carry out self-identification
and automated inspection of the authenticity with the Head
End System, in accordance with the framework security
conditions. The time for establishing the communication
with the remote interface must not exceed one hour.

1.4.2  On-site operational inspection

The data concentrator must have indication capabilities,
displaying the most important operating conditions of the
electricity transmission line and remote communication by
means of LED indicators. The plate must clearly
differentiate, by using symbols or names, the PLC and the
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obaye MmoemMbT TpabBa Aa n3bepe onepatopa Ha MobUNHa
pagvoMpexa C Hal-CUIeH CUIrHa B PerMoHa.

1.3.1.1.4 MNapameTpusaunsa

MopembT TpAbBa fia MOXe Ce HaCcTpoWBa CbC codTyep 3a
napameTpu3aumns win TepMmuHanHa nporpama. Toea Tpsabea
[a 6be Bb3MOXHO 1 OT pascTosHue. MNapameTpusaumaTta
He TpAbBa Aa ce 3arybBa B C/lydail Ha oTnafaHe Ha
HanpeXeHNeTo UM NpeKbCcBaHe Ha 3axpaHBaHeTo. Tpabea
[a O6bie Bb3MOXHO KOHMrypypaHe efHOBPEMEHHO Ha
MUHUMYM 2 pa3inyHu APN HacTpowiku.

1.3.1.1.5 Reset (HynmpaHe)

MopaembT CblLo Taka TpAGBa fia M3BbPLUM aBTOMAaTUYeH
Reset Ha GSM/GPRS/UMTS-Moayna cnef 3agafeHo ot
notpebuTens Bpeme, Taka Ye Npu CPUB Ha MoLeMa clief,
TOBa OTHOBO [a MOXe [1a Ce OCbLLECTBM BPb3Ka. AKO UMa
LPYrv Bb3MOXHOCTY, Te TpsAbBa Aa 6bAaT NocoyeHn v
onuncaHu B odpepTaTa.

1.3.2.  WHTepderc kbm KpanHu yctoncTea Last Mile (C)
3a rapaHT1paHe Ka4ecTBOTO Ha KOMYHVKALMOHHWTE
KaHanu TpAbBa Aa ce ocUrypAT 3a AMCTAHLUMOHHO OTYMTaHe
[aHHW KaTo HanpvMep HMBO Ha CUrHana, CbOTHOLLEeHMe
CUTHa-LWYM, HMBO Ha LUyMa, KOeULMEHT rpeLuky B
6vTOBe, TabNMUM 33 MapLLPYTU,HE OTYMTaLLM Ce
enekTpomepw, Ha Kos hasa e MOHTUPaH AadeH
enekTpomep.

1.3.2.1. PLC

KOMYHMKaLWOHNM TEXHWKM M3MO3BALLY BYCOKOYECTOTHM
CWrHaN 3a NPEHOC Ha AaHHW. TUMNYHX TEXHONOTUY 33
nHTepelnc ca TecHoneHToBa PLC KOMYHMKALWMOHHM
Mpexu. He3aBUCMO OT MPEeXOBU MbTULLE Ha
KOHKPETHOTO M3MbJIHeHWe CfiefBa a Ce OCUrypu
crneunanHo BHYMaHWe Bbpxy CUIYPHOCTTa 3a NpeBeHuuA
BbPXY HEOTOPU3MPAH MOHUTOPWVHT MU UHTEPBEHLMA (BUXK
CbLLO KNay3a 5 oT YacT CUrypHOCT 1 3almTa Ha JaHHUTE).
1.3.3.  Cepsu3seH nHTepdenc (P3)

KoHUeHTpaTop®T Ha AaHHM TpAbBa fa pa3nonara ¢
MHTepelc, KOWTO Aa N03BONABA, NPU HeaKTMBEH
AMCTaHLMOoHeH nHTepdbenc (nopaan npobaem ¢ JoCTaBumK
UKW TeXHWYecKkn Npobnem), KaTo ce BemaT Npeasus
npenBapuTeNnHoO 3a4aeHy MpaBa 3a [oCTbM, Aa ce
M3BbPLUBAT CIEAHUTE KOMaHON/LEVICTBUA BbPXY
KoHLeHTpaTop Ha AaHHK, KakTo M Ha NPUCbeAVHEHNTe
KpavHW yCTPONCTBa:

a) OTunTaTaHe Ha AaHHu

b) CBepsiBaHe Ha YaCOBHULWTE Ha NMOLYMHEHUTE
YCTPOWCTBA- CNOpes Te3n Ha KOHUEHTPaTop Ha AaHHK
Q KoHurrypupaHe Ha ycTponcTea

d) MpomMsaHa bpmyepa

1.3.3.1. Ethernet nHTepdenc

1.3.3.1.1. 10/100 Base-T craHaaprT.
1.3.3.1.2. LAN RJ-45 cTaHpapTHa bykca
1.3.3.1.3. 3a Bpb3Ka ¢ kabenu kateropus 5
1.4. M3nbaHeHne

1.4.1 BbBexaaHe B ekcnioataumsa

Mo npuHuMn KOHLEHTpaTop Ha AaHHWa cnep Cb3AaBaHe Ha
KOMYHVKaLMOHHa Bpb3ka TpAbBa fa nHWLManu3unpa 1
M3BbPLUM CaMOMLeHTUMKALMA 1 aBTOMaTU3MpPaHa
NpOBepKa Ha aBTEHTUYHOCTTA C LieHTpa/iHaTa cucTeMa B
CbOTBETCTBUE C PAMKOBUTE YCJTOBUA 33 CUTYPHOCT.
BpemeTo 3a Cb3maBaHe Ha KOMyHUKaLWA Ha
OMCTaHUMOHHKA MHTepdelc TpsabBa Aa Ce 13BbPLUK B
paMKuUTe Ha efuH Yac.

1.4.2  OnepatnBHa NPOBepPKa Ha MACTO

KoHueHTpaTop Ha AaHHK TpabBa Aa pa3nonara ¢
Bb3MOXXHOCTM 33 MHAOMKALWA, KOUTO MOraT [a yKa3BsaT Hawi-
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status displayed as a result of the remote communication, in
order to avoid any confusion.

In case of GSM/GPRS/UMTS-communication the level of the
signal and any error messages are to be displayed.

1.4.3  Execution

The PLC network is organized independently, according to
the framework conditions, set by the respective PLC system.
It is possible to carry out both the PUSH and PULL
commands automatically or manually.

In order to reduce the online time of communication
between the data concentrator and the Head End System,
the order of execution of the requests must be, as follows:
1.4.3.1. Establishment of a communication link between
the Head End System and the data concentrator.

1.4.3.2. Transmission of the reading command to all the
electricity meters, connected to the data concentrator

1.4.3.3. Closing the communication link between the Head
End System and the data concentrator

1.4.3.4. The data concentrator establishes a
communication link with the Head End System

1.4.3.5. Transfer of all data from the data concentrator to
the Head End System. After the successful transfer, the data
is erased from the memory of the Data concentrator.

1.4.4.  Firmware update

By means of a remote interface it is possible to replace
some parts of the software or the firmware. This process
must be fully transparent. The safety aspect and the related
volume of the keys must function even during firmware
download.

The acceptance of new firmwares shall take place after the
automatic inspection, whether the hardware components
are compatible with the planned download. The control
processes and automatic tests are to be provided. Routine
inspections for damages and self-tests are provided.

The restoration of the system to the previous software must
take place automatically in case of errors. In this case the
newly installed firmwares must be deleted. This is to be
communicated to the central control system.

V. IT security requirements for distant meter
reading and control system for EVN EP (EVN
Bulgaria Elektrorazpredelenie EAD)/Contracting
Authority

Definitions of expressions:

E-Meter - Intelligent electricity meter, which is connected
to the distribution grid and uses communication
technologies for data exchange with central software
platform. This is technical device which is measuring energy
consumption and uses latest modern technologies for
remote data transfer in both directions.

Central system - It is an aggregation expression for
software of all systems which are responsible for the
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BaXXHNTE eKCn1oaTauMOHHN CbCTOAHMNA Ha

€/1eKTPONPOBOAa U ANCTaHUMOHHA KOMYHUKaLMA
nocpenctsom LED nHankatopu. Ha Tabenkata Tpsbea Aa
MMa ACHO pasfesieHne Ypes CUMBOJIU UV HaUMEHOBAaHWA
mexay PLC 1 ctaTyca nokasaHus oT AMCcTaHUMOHHaTa
KOMYyHMKaLMA, 3a Aa ce usberHat obbpKBaHUA.

B cyyait Ha GSM/GPRS/UMTS-KoMyHVKaums Tpsbsa Aa
6b/4aT NokasaHy HMBOTO Ha CUrHana 1 CbobLLeHNA 3a
rpeLUKu.

1.4.3  M3nbiaHeHue

PLC mpexaTa ce opraHusnpa caMoCTOATENIHO crnopen,
PaMKOBWTE YCNOBUA, KOUTO 3afaBa CboTBeTHaTa PLC
cncTemMa. Bb3MOXHO e aBTOMAaTUYHO WM PbYHO Aa ce
n3BbpLUBaT KakTto PUSH, Taka 1 PULL komaHan.

3a da Ce Haman OHJIaNH-BPEMETO 33 KOMYHUKaLMA MeXay
KOHLEeHTpaTop Ha JaHHW 1 LeHTpasiHaTa cucteMa, penst
Ha M3MbAHEHNE Ha 3aABKMTe TpAbBa fa Obae kakaTo
cneppa:

1.4.3.1. M3rpaxpaHe Ha KOMyHMKaLMOHHa BPb3Ka MexXay
LeHTpanHaTta cncreMa 1 KoHLeHTpaTop Ha AaHHK

1.4.3.2. TpefaBaHe Ha KOMaHAaTa 3a@ OTYMTAHE KbM
BCUYKM €1eKTPOMEPH, MPUCbedNHEHN KbM KOHLIeHTpaTop
Ha AaHHK

1.4.3.3. Tpukto4BaHe Ha KOMYHMKaLMOHHATa BPb3ka
MexXay LeHTpanHaTta cncteMa U KOHLEHTPaTop Ha AaHHK
1.4.3.4. KOHUEHTpaTOp Ha OaHHWa M3rpaxia
KOMYHWKaLMOHHa BPb3Ka KbM LieHTpasiHaTa cucteMa
1.4.3.5. TlpexBbpisAHe Ha BCUYKM AaHHW OT KoHLeHTpaTop
Ha AaHHWa KbM LeHTpanHata cuctema. Cnep ycrnewHo
NpexsbpAHe, JaHHUTE Ce U3TPKBAT OT MaMeTTa Ha
KoHueHTpaTop Ha JaHHN.

1.4.4.  CwmsAHa Ha dbpMyepa

MocpeacTBOM ANCTaHLMOHHNA MHTEPMENC e Bb3MOXHO Aa
Ce 3aMeHAT HAKOW YacTu Ha codTyepa nan dbpmyepa.Tosu
npouec TpAabsa fa Obfe Hamb/IHO Npo3padeH. ACNeKTbT Ha
6€30MacHOCT 1 C TOBa CBbp3aHnA 0OMeEH Ha K/to4oBe
TpsabBa fa DYHKLUMOHMPAT Jopuy 1 Npu hbpmyep
JayHnoya,.

MpriemaHeTo Ha HOBMA YbpMyep CTaBa CamMo crief
aBTOMaTWYHa MpoBepKa Aasiv XxapOyepHuTe KOMMOHEHTH ca
CbBMECTUMMU 3a NNaHupaHua fayHnoyd. Tpabsa Aa 6bvaar
OCUTYPEHN PYyTUHHW NpoLesypuy 3a MPOBEPKU U
CaMOCTOATESIHN TeCToBe.

BpbluaHe KbM NpeaumwHms codTyep Tpsbsa aa ce
13BbPLUBA aBTOMATUYHO B CJlydait Ha rpeLuka. B Tosu
CJlyYait HOBOMHCTaIMPaHUAT dbpmMyep Tpabea Aa bbae
M3TPUT.BCAKa rpeluka npy NpomsHa Ha dhbpmyepa Tpsbea
[ia Ce 0Tpasu B LieHTpasHaTa cuctemara.

V. N3nckBaHUA 3a CUTYPHOCT 3a AUCTAaHLMOHHO
OTYMTaHe Ha eNIeKTPOMEpPMU U CUCTEMU 3a
ynpaBneHue 3a EBH EP (EBH Bbnrapus
EnexkTpopasnpegeneHue EALl)/Bb3noxxurens
HedvHnumm n n3pasu:

E-enektpomep — /IHTeNMreHTeH enekTpoMep, CBbp3aH
pasnpefenvTenHata Mpexa pasnpefenurenHara Mpexa u
13M0N3BaLL, KOMYHMKaUWMOHHM TeXHONOMMK 3a 0B6MeH Ha
[aHHVW C LUeHTpanHa coTyepHa nnatopma. Tosa
npencTaB/fABa TEXHUYECKO YCTPOWCTBO, KOETO M3MepBa
noTpebeHNETO Ha eNekTPOeHeprva 1 NoA3Ba Hawi-
MOZLEPHUTE TEXHONOTUM 38 ANCTAHLMOHEH NPEHOC Ha
JaHHL 1 B IBETE MOCOKMN.

LleHTpanHa cuctema — ToBa e 06LL, U3pa3 3a codTyepa,
KacaelLL, BCUYKM CUCTEMMU, KOWUTO OTroBapsAT 3a
aOMUHUCTPUPAHETO W yripaBneHneTo Ha E-enekTpomepure.
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administration and management of E-Meters. In that aspect
it can include Head End System (HES) for control and
provisioning of electrometers, module for management of
collected meter information data, technology for data
validation and reporting, interfaces with existing legacy
application stack of the Contractor and adequate module
(service) for managing the cryptographic techniques in order
to guarantee the resistance towards the cyber-attacks in
process of communication/data exchange with E-Meter and
concentrator.

Concentrator — It is a device which is responsible for PLC
(power line communication) with the E-Meter and supports
the data transport through GPRS environment to the
Central system in both directions.

HHU - Portable handheld unit which can be used for
maintenance tasks of Concentrator or E-Meter.

PLC - Power line communication which is compatible with
European regulations.(CELENEC)

End-To-End Security — means, that the whole
communication between the endpoints (endpoints lay in the
central system and the E-Meter) is secured. It must not be
possible for an unauthorized person to read or manipulate
the transferred information.

Cryptographic Service — Will be a part of the central system.
The cryptographic service can be an additional application
within the central system or the functionality can be
provided by another application (e.g. by the HES). The
cryptographic service should provide additional mechanism
to support the end-to-end security within the distant meter
reading and control system and should also provide
mechanism for secure storing the used cryptographic keys.

Cryptographic key — is a string of bits used by a
cryptographic algorithm to transform plain text into cipher
text or vice versa. This key remains private and ensures
secure communication. Cryptographic keys could be
symmetric or asymmetric. Symmetric encryption requires
only one key, which is used to encrypt and decrypt data.
Asymmetric encryption uses two different keys: one for
encryption and one for decryption.

1. General architecture of distant metering and
control system:
1.1 The transfer environment of metering data from E-

Meter must be realized with GPRS or PLC (power line
communication). The technical module which is responsible
for communication with E-Meter must be installed in the
same corpus of E-Meter. In case of usage of PLC
communication, a Concentrator must be a part of
communication chain with the E-Meter which must be
capable to transfer/collect data and communicate with
many E-Meters and after that to transfer the data to the
Central system. The Concentrator must be able to use GPRS
communication environment or Ethernet connection for
establishing transfer channel with the Central system. The
Central system must provide a cryptographic service with
which the data transfer to/from Concentrator and E-Meter
to be encrypted. The central system must support the
encrypted storage of the unique E-meter cryptographic
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B Tasum Bpb3Ka, TEpPMUHBT MOXe Aa BKIOYBA, [N1aBHa
cuctema /Head End System (HES)/ 3a ynpaBneHue 1
OCUTYpABaHE Ha eslekTpoMepn, Moy 3a yrpasiieHve Ha
CbOpaHUTe AaHHW C MHOPMaLMA OT eNeKTpoMepHTe,
TeXHOOTNA 3a BaNMAMpaHe 1 oTYNTaHe Ha JaHHW,
MHTepencn CbC CbLLECTBYBALLMTE CUCTEMU Ha
U3MBAHUTENA U NOAXOAALLWM MoZynn (0Bcy>XBaLLy) 3a
ynpaBJ/ieHve Ha KpUNTOrpapCckmnTe TEXHKKN, 3a Aa Ce
rapaHTMpa yCTon4MBOCTTa Cpelly knbep aTakun B npoLeca
Ha KOMyHVKaLms/obMeH Ha AaHHu ¢ E-enekTpomepa u
KOHLIeHTpaTopa.

KoHueHTpaTop — TOBa e yCTPOMCTBO, KOETO OTroBapA 3a
KomyHukaumsaTa no cunosus kaben /PLC/ ¢ E-enekTpomepa
1 nofnomara npeHoca Ha faHHu ype3 GPRS cpefia o
LleHTpanHaTa cnctemMa B iBETE MOCOKMN.

MNpeHocMm TepMUHaN — NPEHOCUM pPbYeH ypes, KOUTO
MOXe [la Ce 13MoJI3Ba 3a M3BbPLUBaHE Ha OeHOCTH,
CBbp3aHu C noadpbxkaTta Ha KoHueHTpaTopa um E-
e/leKTpomepa.

PLC — KoMyHMKaLma no cunosus kaben, KosTo e
CbBMECTMMA C €BPONENCKUTE perfiaMmeHTt 1 HOPMaTUBHM
pasnopen6bu.(CELENEC)

be3onacHOCT OT KpaW 0 Kpal — 03Ha4aBa, e e
obe3onaceHa Uanata KOMyHUKaLMa Mexay KpanHuTe
TOYKM (KparHUTE TOYKM Ca B LieHTpaHaTa Cuctema u
enekTpomepa). He TpAbBsa Aa e Bb3MOXHO
HEOMbJIHOMOLLIEHW NLA [a OTYUTET WK Ja MaHunyampar
npeHeceHaTa MHopMaLmA.

KpunTorpadcko obcnyxsaHe — Le 6bae YacT oT
LeHTpanHaTa cuctema. Kpuntorpadckoto obcnyxsaHe
Moxe Aa Obfie AOMbIHUTENHO NPUIOXKEHNE B
LeHTpasHaTa cucteMa nam dyHKLMOHaNHOCTTa MOXe fa ce
OCUrypu OT Apyro npunoxenwe (Hanp. ot HES).
KpvnTtorpadckoTo obctykBaHe cnesa fa NpefocTasa
JOMbJIHUTENIEH MEXaHN3bM, KOMTO da NoAabpXa
CUTYPHOCTTa OT Kpaw [0 Kpal B pamMKuTe Ha cuctemata 3a
ONCTaHUMOHHO U3MepBaHe 1 yrnpaB/ieHne 1 CbLLO Taka
CnefBa [a ocurypy MexaHu3bM 3a 6e30MacHo CbxpaHsaBaHe
Ha 13MoN3BaHUTe KpUnTorpathCkn KoYoBe.
KpunTorpadckm Koy — e pefuua BUTOBe, 13M0A3BAHN OT
KpunTorpadckn anropunTsbM 3a npeobpasysaHe Ha
0BOUKHOBEH TeKCT B LUMAPOBAH 1 0OPaTHOTO. TO3M Ko
0CTaBa TaeH W rapaHT1pa cUrypHa KOMyHuUKaLma.
KpunTorpadckuTte kntodoBe MoraT Aa 6b4aT CUMETPUYHM
NN acUMETPUYHN. CUMETPUYHOTO KpUNTUPaHe U3KNCKBa
CaMo eflvH KJtoY, KOWTO Ce M3MOoJI3Ba 3a KPUMTUPAHE 1
JeKpunTpaHe Ha AaHHU. ACUMETPUYHOTO KPUMTUPaHe
13M0s13Ba ABa Pas3/IMYHN KOYa: eUH 338 KPUTNpaHe u
eAVH 3a OeKpUnTupaHe.

1. ObLLia apxuTeKTypa Ha cucTemaTa 3a
ONCTaHUMOHHO M3MepBaHe 1 yrnpaseHune:

1.1 CpepfaTa 3a NPeHOC Ha JaHHWTE OT N3MepBaHeTo,
nofyyeHn oT E-enekTpomepuTe, TpAbBa Aa ce peanusnpa
nocpenctsom GPRS mnm PLC (KOMyHMKaLMA MO CUAOB
kaben). TexHN4ecknaT Moy, KOWUTO OTroBapA 3a
KOMyHVKaumsaTa ¢ E-enekTpomepa, Tpabea Aa 6bvae
MOHTUPaH B Koprnyca Ha E-enektpomepa. lNpn n3nonssaHe
Ha PLC komyHMKauwms, KoHUeHTpaTopbT TpsbBa Aa Obae
4acT OT KOMYHVMKaLWOHHaTa Bepura ¢ E-enektpomepa,
KOMTO TpAbBa Aa MoXe Aa npeHacs /cbbupa faHHW v fa
KOMYHUKIMPa C MHOXeCTBO E-enekTpomMepu 1 cief, ToBa fa
Npexsbpav AaHHWUTe A0 LieHTpanHaTa cuctema.
KoHueHTpaTop®T TpsAbBa Aa Moxe Aa 1U3non3sa
KOMYyHWKaLnoHHaTa cpefa GPRS 3a ycTaHOBABaHe Ha KaHan
3a NPEHOC Ha AaHHW ¢ LleHTpanHaTa cuctema.
LleHTpanHaTa cuctema TpsbBa Aa ocurypu

CrpaHuua 34 ot 52



EVN

keys. KpunTorpagckuTe ycyru, Ypes KoMTo MPeHOCHT Ha AaHHK
no/oT KoHLeHTpaTopa v E-enektpomepa Lie 6bae
KpnTupaH. LleHTpanHaTa cnctema Tpabsa fa nognomara
KPYNTUPaHOTO CbXPaHeHWe Ha YHUKanHUTe Ko4ose Ha E-
enekTpomepa.

2. Description of logical interfaces (see pic.1): 2. OnuncaHne Ha NornyeckmnTe SIornyeckm
nHTepdency (BMX nmoctpaums 1):

Interf | Description NHTep | Onwucanue

ace enic

PO Infrared (IR) interface through which external PO WHbpadepseH (IR) nHTepdelic, Ype3 KOMTo
maintenance tasks can be performed of E-Meter BbHLUHW [eNHOCTM No nogapbXka MoraT fAa
with external device (HHU). 6bLaT U3BbPLUBAHWM C E-enekTpomepa, C

MOMOLLTa Ha BbHLLUHO YCTPONCTBO (MpeHocm
TepMUHan,).

P1 WAN interface of the meter must be able to P1 WAN uHTepdeiica Ha enekTpomepa TpsibBa
handle PLC communication or GPRS [a Moxe fia ce cnpasu ¢ PLC KOMyHMKaUmATa
communication when a GPRS meter will be nam GPRS KOMyHMKaLWs, KOraTo ce U3nos3Ba
used. GPRS enekTpomep.

P2 PLC interface between data Concentrator and E- P2 PLC nHTepencsT Mexay KoHueHTpaTopa Ha
Meter. 0aHHW 1 E-enekTpomepa.

P3 Interface through which external maintenance P3 WNHTepdhelic, 4pe3 KOMTo MoraT da 6baaT
tasks can be performed of Concentrator with M3BbPLUBAHW BBHLUHW OENHOCTY MO
external device (HHU). noafapbxka ¢ KoHLeHTpaTop € MOMOLLTa Ha

BBHLUHO YCTPOWCTBO (MpeHoCUM TepMumHan).
P4 NHTepdenc mexay KoHueHTpaTopa Ha AaHHM

P4 Interface between data Concentrator and n LleHTpanHata cncrema 4pes 13non3saHe Ha
Central system using GPRS communication GPRS cpena 3a komyHukauma nam Ethernet.
environment or Ethernet. P5 WAN wnHTepdenc Ha LleHTpanHaTa cnctema

33 KOMyHMKauua ¢ KoHuUeHTpaTopuTe.

P5 WAN interface of Central system for P6 MHTepdelicn 3a obMeH Ha faHHU Mexay
communication with Concentrators. LleHTpanHaTa cMcTeMa v CbLLecTByBaLLMTe

P6 Interfaces for data exchange between Central CUCTEMUN VTN NMPUIIOXEHWA Ha TPETV CTPaHW.
system and existing legacy systems or third
party applications.

pic.1 Nntoctpauns 1

HHU
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3. Processing sensitive / personal data and IT security.
3.1. Data information flow which is not needed must
be not saved or recorded.

3.2 Saved information which is not anymore important
/ needed must be deleted.

3.3. Sensitive/personal data from E-Meter must be able
maximum within 12 hours to be transferred and saved in
Central system.

3.4. Without permission, the unauthorized access to
the data flow must be strictly prohibited.

3.5. Unauthorized access to the protected channels
(communication interfaces) must be not possible.

3.6. The E-Meter must deliver reading out information
from its registers if it is requested, with exception of alarms
and defined critical events.

3.7. In case of unexpected intervention in the data flow
shown in pic.1 the grid operator must be alerted from a
monitoring mechanism implemented in the central system.

3.8. Passwords and cryptographic keys must be unique
for each E-Meter in the process of exploitation from Central
system.

3.9. Commands for switch-off and switch-on for each
E-Meter must be unique, encrypted and coded with the
proper keys related to deployed cryptographic service.
3.10.  IT security must be able to be managed from grid
operator (distribution system operator).

3.11.  The design and architecture of implemented IT
security solution must be provided from bidder to EVN EP
and also related processes in order to be able to be audited
either from Contractor, or either from third party company.
EVN EP will treat the received information with respected
confidentiality.

4. The bidder (vendor) must support the audit of IT
security of the whole system by EVN EP or by third party
company in case of request from EVN EP.

4.1. In case of third party auditor, it must be
independent from the bidder and will be chosen from EVN
EP.

4.2. If necessary, the respective bidder must actively
support the implementation of IT security audit by providing
the necessary information and devices.

4.3. The bidder must provide human resources in the
process of auditing the whole system from the contractor.

5. . The following sensitive information must be solely
transmitted with secured encrypted connection:

5.1. Personal information such as measurement data,
etc.

5.2. Firmware updates.

5.3. Control commands (Switch on/off, set the Power

limitation - if available).
5.4. Device settings and configurations.

6. All cryptographic keys must be located (stored)
into the Central system, but only within a protected
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3. ObpaboTBaHe Ha AeNVKaTHWU/INYHM OaHHW U 1T
CUrYPHOCT.
3.1. MOTOKbBT Ha AaHHW, KOMTO He ca HeobXxoaMMu, He

TpAbea fa 6bae 3ana3BaH UK 3anucBaH.

3.2. 3anaseHarta MHpopMaLma, KOATO BeYe He e
BaXkHa/HeobxonMa TpsabBa fa Oble n3TprBaHa.

3.3. JennkaTHW/nn4Hn gaHHn ot E-enektpomep
TpAbBa Aa MOXe B CPOK OT He noseye OT 12 Yaca fa ce
NPexBbPAT 1 3ana3saT B LleHTpanHarta cucrema.

3.4. bes paspelueHve, HeoTOpPU3NPaHUA OCTBMN OO
[aHHWTe Tpsbea fa Gbae CTporo 3abpaHeH.

3.5. BcAkakbB HeOTOPM3MPaH SOCTbMN 0 3alMTeHnTe
KaHanu (KOMYHUKaLUMOHHN NHTepdeiicn) Tpsbea Aa e
HEBBH3MOXEH.

3.6. TpsbBa Aa e HeBb3MOXHO MOJy4aBaHeTO Ha
HernounckaHa MHAOPMaLWa oT4eTeHa OT E-enekTpomepuTe,
OCBEH aKO He CTaBa BbMPOC 3a aflapMu 1 NpeasBapuTesiHo
onpeneneHn KpUTUYHN CbBUTUA.

3.7. B cnyyan Ha HeovakBaHa HaMeca B MOTOKa AaHHW,
KaKTO e MoKa3aH Ha uocTpauma 1 onepatopbT Ha
Mpexata Tpabsa fa 6bae NpedynpeneH Ypes MexaH3bm
3a KOHTpOJ, BrpafeH B LieHTpanHaTa cucrema.

3.8. MaponnTe N KpUNTOrpadCckms MexaHU3bM
(kntoyoBe) TpabBa fa 6bAAT YHUKANHN 3a BCekm E-
e/1eKTpOMep B MpoLeca Ha excrnioatauma Ha LeHTpanHata
cicTema.

3.9. KomaHouTe 3a UskstoYBaHe 1 BKJIKOYBaHe Ha
BCeku E-enekTpomep TpAbBa fa ObAaT yHUKaIHW,
KpUMATUPaHN U KOAMPAHW C HaANEeXHUTE KITIOYOBE,
CBbP3aHN C BbBEAEHNUTE KPUNTOrpadpcku ytyru.

3.10. IT curypHocTTa TpsbBa Aa Moxe Aa bbae
ynpaB/ABaHa OT onepaTopa Ha MpexaTa (onepatopa Ha
eneKTpopasnpeaenvTen-Hata Mpexa).

3.11. KoHCTpyKUMATa 1 apxutekTypaTta Ha
NPWIOXEHOTO peLlieHne 3a CUrypHoCT Tpsabea fa 6bae
npefocTaBeHo ot Y4yacTHuka Ha EVN EP, kakTo 1
CBbp3aHnTe NpoLecy, 3a Aa Moxe Aa Obae NoANoXKeH Ha
OOWT OT CTpaHa Ha U3MbaHUTeNd, Unu OT TpeTa CTpaHa.
EVN EP TpeTupa BCAKa NonyveHa MHGOopMaLma CTporo
KOHMAeHUMaNHo.

4. YYaCTHUKBT (M3MbAHUTENSA) TPAOBa Aa CbheicTBa
33 0uTa Ha IT cnrypHOCTTa Ha Lanata cuctema,
ocbLuectsaaH o1 EVN EP nnv oT Tpeta cTpaHa, B Ciyyai,
ye EVN EP ro noncka.

4.1. B cnyyal, ye TpeTa CTpaHa e oaMTopbT, TA TpsibBa
[la e He3aBMCMMA OT y4acTHUKa U ce n3bupa ot EVN EP.
4.2. AKO e HeoHX0MMO, CbOTBETHUAT YHaCTHUK
TpAGBa akTMBHO Aa NoAnomMara BbBeXAaHeTO Ha OAMT Ha
IT cMrypHOCTTa KaTo NpefocTasy Heobxoammarta
MHOPMaLIMA 1 YOBELLKN PeCypCy.

4.3 Y4acTHWKBT TpsibBa Aa OCMTypU YOBELLIKM Pecypcu B
npoLieca Ha oauTMpaHe Ha LanaTa cuctema oT CTpaHa Ha
M3mbnHuTen .

5. MocoyeHaTa No-g4osy AenvKaTHa MHpopMaLms
TpsibBa Aa ce u3npallia eAnHCTBEHO MO CUTYPHA
KpunTvpaHa Bpb3Kka:

5.1. JIn4Ha MHGopMaLWs, KaTo AaHHW OT M3MepBaHUs
N T.H.

5.2. AKTyanu3auma Ha Obpmyep.

5.3. KoHTponHmn komaHay (BktouBaHe/M3KkoYBaHe,

onpeaessiHe Ha OrpaHNYeHNEeTO 3a MOLLHOCTTa — ako UMa
TakunBa).

5.4. HacTponku 1 KoHgUrypaumum Ha YCTPORCTBO.
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encrypted area or unexportable.

7. The Concentrator can store in it the cryptographic
keys only for communication chain with the Central system
and assigned E-Meters behind it. The cryptographic keys
must be stored within a protected encrypted area or
unexportable.

8. Each command from Central system to the E-
Meter must be encrypted and must be executed only once
towards the E-meter (Protection from Reply Attacks).
Messages are accepted only from authenticated parties.

9. Cryptographic service within the central system:

9.1. All cryptographic methods used within the
framework of the security solution (service) must be based
on open and public available standards and must be
considered by international organizations (like ENISA
Document Algorithms Key Sizes and Parameter.

9.2. Al used cryptographic algorithms need minimum
to have cryptographic strength comparable to AES 128
(the cryptographic strength of an algorithm, for example,
can be improved by increasing key lengt

9.3. Unique cryptographic keys must be deployed in
each E-Meter from the vendor.

9.4. For already installed E-meters the firmware update
must be done in encrypted and secured communication
channel. Guarantee must be available that firmware image
was not manipulated and was issued by the vendor.

9.5. All passwords, which are implemented for E-Meter
and data Concentrator, must meet the following
minimum requirements:

9.5.1.  Minimum length of 10 character

9.5.2.  Composed of lowercase letters, uppercase letters
and digit.

9.5.3.  Randomly generated and not reproducible.

9.6. Passwords and cryptographic keys must be unique

for each device (E-Meter or Concentrator), which are
participating the process of encryption and decryption or
messages for authentication.

9.7. Passwords and cryptographic keys, which can be
used for encryption and decryption messages or for
authentication of the communication data flow, must be
generated with a cryptographically secure (pseudo) random
number generator and not to be able to be reproduced. As
an example of a possible implementation is made at this
point to the following documents:

9.7.1. NIST Special Publication 800-90A - Recommendation
for Random Number Generation Using Deterministic
Random Bit Generators.

9.7.2. BSI TR-02102 - Cryptographic module:
recommendations and key lengths

This requirement must be obeyed on one hand for the initial
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6. Bcuukm Kpuntorpadhcku knodose Tpsbsa fa
6baaT cbxpaHaBaHu B LleHTpanHaTta cictema, HO camo B
pamKuTe Ha 3alLMTeHaTa 30Ha 1 Aa 6bAaT KPUNTUPAHW UK
Henoaexally Ha U3BnnYaHe.

7. KOHLeHTpaTOpbT MOXe [a Ce 13MoJi3Ba 3a
CbXpaHsBaHe Ha KpunTorpadckuTe KitoYoBe, eLUMHCTBEHO
3@ OCbLLECTBSABaHE Ha KOMYHUKALWIOHHa Bepura ¢
LleHTpanHaTa cucTeMa 1 CbOTBETHUTE E-enekTpoMepy KbM
Hes. KpunTorpadhckuTe ktodose Tpsabea Aa ce CbxpaHssaT
B paMKWTe Ha 3aLLyTeHa 30Ha, KpUNTUpaHu um
HeNo4NeXalLln Ha U3BIMYaHE.

8. BcAka komaHga ot LleHTpanHaTta cncremMa KbM E-
enekTpomepa Tpabea fa Obae KpUTNMpaHa 1 aa ce
N3MbJIHABA CaMO BeAHBbX B NOCOKa E-enekTpomepa
(3awmTa oT aTakm Ype3 nosTopeHue). CbobLLEeHMsTa ce
npuemar eanMHCTBEHO OT YAOCTOBEPEHN CTPAHW.

9. Kpuntorpadcku ycnyr B pamkuTe Ha
LleHTpanHaTa cncrema:

9.1. Bcnukm kpunTorpadpckv MeTOAM, M3MON3BaHN B
pamKuTe Ha cucTemata 3a CUrypHocT, TpabBsa Aa ce
OCHOBAaBaT Ha OTKPWTM 1 OBLLECTBEHO AOCTBMHN
CTaHOapTv v Tpsabea aa 6vaat pasrnegaHu ot
MeX[yHapoLHW opraHm3aumm (kato PasmepuTe Ha
KJTIOYOBETE 1 NapaMeTpuTe Ha anropuTMu Npu KpUNTupaHe
Ha AOKyMeHTU KbM ENISA).

9.2. Bcnukm n3nonssaHn KpunTorpadickn anroputmm
TpAbBa Aa vMaT Hali-Masko KpunTorpadckaTa cuna,
CpaBHMMa c AES 128 (kpunTorpadpckaTta cuiia Ha
anropuTbM, Hanp. Moxe Aa 6bae nogobpeH ypes
yBeNnM4aBaHe Ha Ob/DKMHATA Ha KIloya).

9.3. YHUKaNHW FNaBHM 1 ONepaTUBHK KitovoBe TpsibBa
[a O6bAaT BKIIOYEHM OT Thproselia KbM BCekm E-
e/ieKTpomep.

9.4. 3a Beye MOHTMpaHuTe E-enektpomepn,
aKkTyanvsaumaTa Ha pbpmMyepa TpAbBa Aa ce N3BbPLLBA
4ypes KpUNTUPaHWU U CUTYPHU KOMYHUKALIMOHHW KaHanw.
Tpsabea fa 6bAe fafeHa rapaHums, ve anibT ¢ hbpmyepa
He e MaHUMynpaH 1 e JeNCTBUTENHO U3LafeH oT
Tbprosela (aurutaneH noanuc Ha arna ¢ pbpmyepa,
JIMNCa Ha HEOTOPU3MPaHa NPOMAHA Ha KJIKoYa Ha
TbProBeLa B e/leKTPOMepa).

9.5. Bcnykn naponu, n3nonssaHu 3a E-enektpomep n
KoHueHTpaTopa Ha faHHwW, Tpabea Aa CbOTBETCTBAT Ha
CNeAHUTE MUHUMAHN U3NCKBAHNA:

9.5.1. MwuHMUManHa gvaxkunHa - 10 cumBona.
9.5.2.  CbCTaBeHW OT Masku, rnasHu BYKBK 1 Yicna.
9.5.3. TeHepupaHu NPOW3BOJIHO 1 He NoAnexalluy Ha

Bb3Mpou3BexXgaHe.
9.6. MaponunTe 1 Kpuntorpadckute kntoyose Tpabea
[a ObAaT yHUKanHK 3a BCAKo yCTponcTso (E-enekTpomep
nny KoHuUeHTpaTop), KOeTo B3eMa y4acTue B
KpUTNMPaHETO 1 AeKPUNTUPAHETO MK B CbobLLIEHMATa 3a
BafmampaHe.

9.7. Mapoan 1 Kpuntorpadckute Ko4oBe, KOUTO
MoraT fia 6bfaT 13non3saHK 3a CbobLLeHna 3a
KpUTNMpaHe 1 AeKpunTupaHe Wiy 3a BanampaHe Ha
KOMYHMKaLMOHHUTE AaHHW, TpAbBa Aa ObaaT reHeprpaHm
MPOW3BOJIHO W @ He NMOAJIeXaT Ha Bb3Mpou3BexaaHe.
KaTto nprmMep 3a Bb3MOXHOTO U3MOM3BaHe, Haco4YBame
BHVUMAHWETO BY KbM CNeOHUTE JOKYMEHTU:

9.7.1. NIST CneumanHa nybnukaums 800-90A — MNpenopbku
3a reHepurpaHe Ha NPOU3BOJIHM YNCNa, YPe3 U3MO0JI3BaHe Ha
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installation and loading of E-Meters and on the other side in
case of the regular exchange of keys that are in operation
of already deployed E-Meters.

9.8. All passwords which are participating the
communication chain from Central system, Concentrator to
E-Meter must be possible to be remotely changed from
central system. Optional: if necessary, all operational
cryptographic keys in the E-Meters could be changed on
demand.

9.9. After installing the appropriate component (E-
Meter or Concentrator), the initial used passwords must be
changed. Optional if necessary all operational cryptographic
keys in the E-Meters could be replaced on demand.

9.10.  Secure backup and restore of data stored in the
cryptographic service in central system must be
possible.

9.11.  Reporting and monitoring functions and
representation of the current operating state of the
cryptographic service must be available.

9.12.  The cryptographic service should provide the
following key management functio

9.12.1. Import of the initial cryptographic keys from
vendor, which for the operation of the cryptographic service
are required.

9.12.2. Initial loading of cryptographic keys for encryption
of communication for each E-meter in the central system
database. All keys must be stored in encrypted and
protected way into the environment of Central system.

9.12.3. Mutual authentication of E-Meter and Central
System.

9.12.4. Encryption and decryption of messages.

9.12.5. Optional must be possible a process of renewing
the operational cryptographic keys (key generation and
distribution of operational cryptographic keys) from remote
central system in case of necessity.

9.12.6 Support for a detailed investigation in case of
defective E-Meters.

9.12.7 Operation and maintenance of cryptographic service.
9.12.8 Reporting and monitoring of system status.

9.12.9 Support a general key management procedure,
which enables and supports safe operation of the Central
system.

9.12.10 In case of successfully change of specific
operational cryptographic key in E-Meter, all messages,
news, commands which are secured with old key must no
longer be accepted.

9.13 Transfer of cryptographic keys to the Concentrator and
E-Meter must be done in a way that corresponds to the
process of secured shipping (for example
SSH,SCP,SFTP,HTTPS or other methods with minimum level
of encryption AES 128). During the network communication
between the Central system, concentrators and E-meters
must be established under method of authentication —
password or certificate or public key or symmetric key can
be used.

9.14 The cryptographic keys must be incorporated
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LeTEPMUHUCTUYHW reHepaTopy Ha NPOM3BOHN BUTOBe.
9.7.2. BSITR-02102 - KpunTorpadckv MoZyn: NpenopbKu
1N ObJKMHA Ha KJTIOYOBETE

ToBa v3ncKBaHe TpabBa fa Obae cna3BaHo Npw
MbpBOHaYaiHaTa NHCTaNauma 1 3apexaaHe Ha E-
e/leKTpoMepurTe, KaTo Npu pefoBHa NPOMAHa Ha
K/lO4OBETE, 3a Beve paboTely E-enekTpomepw.

9.8. Bcnukm napoan, KouTo y4acTsart B
KOpecnoHAeHUMATa B paMKnTe Ha LleHTpanHaTa cncrema,
KoHueHTpaTopa 1 E-enekTpomMepa Tpsbsa fa Moxe Aa
6bAAT NPOMEHAHM ONCTaHUMOHHO OT LieHTpasiHaTa
cancTeMa. HesagbnxkuTenHa xapakTepucrmka: ako e
Heobx04MMO, BCMYKM PaboTHM kntoyoBe B E-
eNleKTpoMepuTe MoraT Aa ObaaT NPOMeHeHN Npu
nouckBaHe.

9.9. Cnepg MOHTaX Ha CbOTBETHUS enemeHT (E-
enekTpomep nan KoHLeHTpaTop), MbpBOHAYa IHO
M3Mon3BaHUTe Naponm Tpsbea aa 6baaT cMeHeHw. Mo
XenaHwue, ako e Heobxoammo, Bcuyky Kpuntorpadckute
kntoyoBe B E-enektpomepuTe MoraT fia 6baaT 3aMeHeHn
npw NONCKBaHe.

9.10.  TpsbBa fa e Bb3MOXHO CUIYPHO CbXpaHeHWe Ha
pe3epBHM KOMUA 1N CbOTBETHOTO Bb3CTAHOBABAHE Ha
[aHHW, CbXpaHABaHW KpUNTorpadckmnTe 4acTu Ha
LieHTpanHaTta cucrema.

9.11. TpsbBa Aa MMa hyHKUMM 33 AOKIafIBaHe U
KOHTPOJ U NpeAcTaBAHe Ha TeKYLLOTO OrnepaTBHO
CbCTOAHME Ha KpUNTOrpadcknTe AeNHOCTY.

9.12. Kpuntorpadckata cnyxba ocurypssa ciegHuTe
OCHOBHW (DyHKLWM MO yNpaBneHne Ha KIloYoBeTe:
9.12.1. BbBexfiaHe Ha MbpBOHAYaNHUTE KJIOYOBE, KOUTO
Ce U3MCKBAT 3a kpunTtorpadckuTe feHOCTL.

9.12.2. TTbpBOHAYasHO 3apexaHe Ha OCHOBHUA U
paboTHWTE KpnTOrpadcku KMNOYOBe 3a KpUTNMpaHe Ha
KOMYHMKaLMATa No Bceku E-enekTpomep B HaszaTta AaHHM
Ha LleHTpanHaTa cuctema. Banukm kntovose TpsabBa fa ce
CbXpaHABAT B KpUMTMPaHa (popmMa no 3alluTeH HauYuH B
6a3aTa faHHW Ha LeHTpasHaTa cMcTemMa.

9.12.3. B3aumHo BannampaHe Ha E-enektpomepa u
LeHTpanHaTta cncrema.

9.12.4. KputnupaHe v AeKpunTMpaHe Ha CbobLLeHNS.
9.12.5. Tlo XenaHne Moxe fa ce BK/YM 1 NpoLLec no
NoAHOBABaHe Ha paboTHWTe KpMUITOrpadckn Kto4ose
(reHepupaHe Ha KtoYOBe ¥ Pas3nNpPoCTpPaHeHne Ha paboTHM
KpvnTtorpadcknTe KNto4oBe) ANCTAHLMOHHO OT
LeHTpanHaTa cMcteMa npu HeoOXoAMMOCT.

9.12.6 CbaeiicTaue 3a NoApobHO pa3cienBaHe AedeKTHU
E-enexktpomepn.

9.12.7 PaboTa ¢ 1 nopapbxKa Ha kpunTorpadcka ocyra.

9.12.8 OTunTaHe 1 KOHTPO Ha CTaTyca Ha cucremara.
9.12.9 CbpelicTBMe 3a NpoLenypuTe No 0bLLoTO
yrnpaBsJieHre Ha K/IOHOBETe, KOETO M03B0/1ABa U
noanomara 6e3onacHata ekcnoatauma Ha LleHTpanHaTa
cicTema.

9.12.10 B cnyyait, Ye ycnelHo 6bae NpOMeHeH KOHKpeTeH
eKkcnaoaTaumoHeH Kpuntorpadpcku kimoy B E-enektpomep,
TO He TpsAbBa NoBeye Aa 6bAaT NpremMaHn HKakeu
CbOOLLEHNA, HOBMHM, KOMaHAK, obe3onaceHn CbC CTapu
KJTI04OBE.

9.13 MNpexsbpnsHeTO Ha KpmnTorpadcknTe Knto4ose B
KoHueHTpaTopa 1 E-enekTpomepa Tpsbsa Aa ce
OCbLLIECTBABA MO HaYMH, KOWTO CbOTBETCTBA Ha npoLieca no
CUrypHOTO NasapyBaHe (Hanpumep SSH, SCP, SFTP ,HTTPS
WAN OPYrv METOOM C MUHUMAJTHO PaBHULLE Ha KPUTIPaHe
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(imported) into the cryptographic  service in advance
defined process in order to be guaranteed the secure
management of the keys.

9.15 Each E-Meter must be produced with embedded
unique cryptographic keys and in the process of delivery a
shipment file (list) must be delivered to EVN EP. The
shipment file must contain the list of production
information of E-Meters (serial number and etc.) and
appropriate cryptographic keys for each E-Meter. The
electronic delivery must occur in a defined format and must
be transmitted to EVN EP via a secured channel. This
delivery will be securely processed subsequently by the
cryptographic service of the central system. That shipment
file must be encrypted and can be decrypted only from the
cryptographic service of Central system. Throughout the
delivery process, it must be ensured that no unauthorized
third party has an access to the cryptographic keys.

9.16 Optionally after commissioning and deployment of E-
Meter, some of the factory embedded cryptographic keys
could be replaced with new operational keys which are
issued dynamically from the cryptographic service of Central
system. The newly deployed keys must be used for
operational communication with the E-Meter.

9.17 Optionally the cryptographic service must provide
appropriate functions, which must randomly enable a
generation of new E-Meter specific cryptographic
operational keys, which can be used in the process of
exploatation of E-Meter. In case of necessity the Central
system (Cryptographic service) must be able to repeat the
process of renewing the operational cryptographic keys for
each E-Meter.

9.18 The following reporting functions must be available
from the cryptographic service:

9.18.1 Periodic reporting must be possible about which key
have been changed due to certain criteria in case of
dynamic exchange of operational cryptographic keys for E-
Meters.

9.19 If E-Meter is deinstalled (decommissioned) and if E-
Meter and cryptographic service support a replacement
process of operational cryptographic keys, all stored
operational cryptographic keys must also be destroyed. Only
authorized employees may be able to initiate such a
deletion. Unused cryptographic keys must be no longer
stored in E-Meter or Concentrator.

9.20 If cryptographic service is allowing a replacement of
operational cryptographic keys in the E-Meter, technical and
organizational process measures must be possible to reduce
the risk of accidental reset of cryptographic keys in E-Meter
or Concentrator.

9.21 In case of availability of function for replacing of
operational keys a unique process must be executed for
deploying operational cryptographic key into a current E-
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AES 128). o BpeMe Ha MpexoBaTa KOMyHMKaLmMsa Mexay
LleHTpanHaTa cncremMa, KOHUeHTpaTopuTe 1 E-
e/1eKTpoMepuTe MOXe a Ce 13M0N13Ba MeTO[ Ha
BaNvAMpaHe — napona, ceptudmkart, nybavyeH Koy nim
CUMETPUYEH KO,

9.14 KpunTorpadckute koyose Tpsbsa Aa Obaat
BrpafieHn B Kpunrorpadckara cmctema ypes
npenBapuTeNHO onpefesieH nNpoLec, 3a Aa MoXe fa ce
rapaHT1pa CUrypHoTO yrpaBfieHne Ha KJIloHOBETe.

9.15 Bceku E-enektpomep TpsabBa Aa Oble npov3BeneH ¢
BrpafeHn yHukanHu Kpunrorpadckn Kntovose v B npoLeca
Ha pgocTtaska Ha EVN EP crienBa fa ce npencrasu mbTeH
JNCT. B MbTHWA NUCT ce Cbabpka MHOopMaLms 3a
MPOU3BOACTBOTO Ha E-enekTpomepuTe (CeprieH Homep 1
T.H.) M CboTBETHUTE KprnTorpadcky Kto4oBe 3a Bcekm E-
efiekTpomep. EnektpoHHaTa JoOCTaBKa CJlefBa fa ce
OCbLLECTBY B NpeABapuTeNHO onpeaeneH dopmar v
Tpsiba fa 6bhe v3npaTeHa Ha EVN EP no curypeH kaHan.
Ta3n focTaBka cfief, ToBa ce obpaboTea be3onacHo ot
KpunTorpadckata cncrtema Ha LieHTpanHaTta cictema. Tosm
MbTeH MUCT TpAbBa Aa 6bae KpunTupaH 1 Moxe fa bbae
LeKpVNTPaH eAMHCTBEHO OT KpuUnTorpadckata cncrema
KbM LleHTpanHaTta cucteMa. B pamkumTe Ha Lienua npouec
no [OCTaBKka TpAbBa Aa Ce rapaHTupa, Ye HeoTopM3MPaHK
TPeTV CTpaHN HAMa Aa UMaT JocTbn go KpuntorpadckmTe
KJtoYoBe.

9.16 Mo xenaHune, crief, BbBEXAAHETO B eKCrnoaTauma u
MOHTaXa Ha E-enekTpomepuTe, HAKOW OT habpuyHmTe
KpnnTorpadckm kno4ose MoraT fa ObAaT 3aMeHeHu ¢
HOBM PabOTHM KJIOHOBE, KOUTO Ce M3AaBaT AMHAMUYHO OT
KpunTorpadckata cncrtema KoM LieHTpanHaTa cictema.
HoBoBbBeAeHWTe ktovoBe TpAbBa Aa Ce M3NoA3BaT 3a
orepaTtnBHaTa KOMyHUKauma ¢ E-enektpomepa.

9.17 Mo xenaHune KpunTorpadckaTa cnctema Tpsbea fa
ocnrypu HeobxoammmTe yHKLMKW, KOUTO MPOU3BOSIHO Aa
OCUTYPABAT FrEHEPVIPAHETO Ha HOBW CNELMMUYHM
KpunTorpadcku paboTHK Kto4oBe 3a E-enekTpomepwTe,
KaTo Te3u KJIK4oBe MOraT fa ce U3MON3BaT B npoLeca Ha
ekcnnoatauma Ha E-enektpomepute. Mpn HeoOXoAUMOCT
LleHTpanHaTa crctema (KpuntorpadpckaTa cuctema) Tpabsa
[a MOXe [ja MoBTOPW NpoLieca no NofHOBABaHe Ha
paboTHuTe KprnTorpadckm KtodoBe 3a Bceku E-
e/leKTpomep.

9.18 KpunrorpadckaTta cuctema Tpsbea Aa nMa
Bb3MOXXHOCT 3a U3rOTBAHE Ha C/IejHWTE OTYETU U JOKIAAN:
9.18.1 TpsbBa Aa € Bb3MOXHO U3roTBAHE Ha NEPUOANYHN
OTYETU 3a TOBa, KOW K/OYOBE Ca MPOMEHeHW, nopaau
onpeaeneHn KpUTepum B Cly4al Ha AvHaMuyeH obmeH Ha
paboTHWTE KpunTorpadcku ktoyose 3a E-enekTpomepwTe.
9.19 Ako E-enekTpomMepuTe ObaT AEMOHTUPAHN
(13BEAEHM OT ekcnioaTtauws) 1 ako E-enektpomepsT
KpunTtorpadbckaTta crctema npeniarat Bb3MOXKHOCT 3
npunaraHe Ha NpoLec no 3amMsHa Ha paboTHUTe
KpvnTtorpadcku kto4oBe, BCUYKM 3ana3eHn paboTHM
KpunTorpadcku knoyose cblo Tpsbea a 6baat
YHULLIOXEHW. EOAUMHCTBEHO OTOPU3MPaHN CIYXUTENN UMAT
npaBo Aa MHULUMMPAT NoA0OHO YHULLIOXaBaHe.
HewnznonssannTe KpunTorpadckm kodose He Tpabea Aa
Ce CbxpaHABaT B E-enektpomepute nnn KoHLeHTpaTopa.
9.20 Ako KpunTorpadckaTa cucteMa MOXe Aa 3aMeHs
paboTHuTe KpmnTorpadckm kodoBe B E-enektpomepa,
TpAbBa Aa CbLLECTBYBAT MEPKM, CBbP3aHN C TEXHUYeCKUA U
OpraHv3aunoHeH NpoLec, Ypes3 KOUTo fa ce HaManu pucka
OT UTy4anHO aHympaHe Ha KpuntorpadckuTe Klo4oBse B
E-enektpomepa nan KoHueHTpaTopa.

9.21 Mpw Hannune Ha yHKLMA 33 3aMsAHA Ha PaboTHUTE
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Meter.

9.22 Cryptographic service is very critical for operation of
whole Central system. Cryptographic service must be
deployed with high availability architecture. The central
system must provide a secure backup and restore
capabilities for all stored cryptographic keys.

9.23 Cryptographic service should autonomously work
without user interaction. Any operation upon sensitive
information or operation of cryptographic service must be
done in cooperation of two different employees. Separation
of duties must be obeyed. All login attempts and user
interactions have to be logged and generated protocol
information must be protected against unauthorized
manipulation. The log entries must be traceable to a unique
user. The cryptographic service must further enable the
implementation of different user roles.

9.24 Cryptographic service must generate an alarm in case
of unauthorized use. It should provide appropriate reporting
and monitoring functionality, which allows monitoring of
current operating state.

9.25 The cryptographic service must provide at least the
following information:

9.25.1 Current state of cryptographic service — for example
initial delivery state, operational information,
synchronization with redundant cryptographic service,
discovering critical and not critical errors, discovered
manipulation attempts as a result of occurred possible
security incident, ... )

9.25.2 Detailed listing of all occurred during operation
errors (like failed logon attempt with username ABC time
XYZ)

9.25.3 Representation of all active cryptographic keys
together with appropriate identification description and
subsequently comparing mechanism whether redundant
crypto module contains all keys too.

9.25.4 Representation of all authorized usernames with the
respective designated permissions.

9.26 The access to the user interface (GUI) of the
crytographic service must be available only through defined
and approved secure computers, if the cryptographic service
is embeded as an additional system.

9.27 In the process of provisioning of new releases by the
manufacturer (vendor) the following requirements must be
fulfilled:

9.27.1 Support for all already used cryptographic methods
also in the new release must be available;

9.27.2 Uninterrupted operation is secured in the process of
update;

9.27.3 Delivery of documentation in which all new features
and changes are documented.

9.27.4 EVN EP itself can decide whether and when a new
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KNtovoBe, TpsAbBa fa Obe NPUIOXEH YHIKaNeH npoLec, 3a
npwnaraHe Ha paboTHW KpunTorpadpcky Kto4oBe CrpamMo
JencrealimTe E-enekrpomepu.

9.22 Kpunrtorpadckata cMcTeMa € OT XKM3HEHOBAXXHO
3HayeHve 33 PyHKUMOHMPAHETO Ha uanata LleHTpanHa
cucTema. Kpuntorpadbckata cvctema Tpabea fa 6bae
M3rpajeHa C apxuTekTypa,no3BOJIABALLA BUCOKa
MPOV3BOAWNTENHOCT U JOCTLNHOCT. LieHTpanHaTa cuctema
TpAGBa fla OCUIypU CUMYPHU MeXaHm3MK 3a 3anas3saHe v
Bb3CTaHOBABAHE Ha PE3epPBHM KOMUA 3a BCUYKM 3ama3eHn
KpunTtorpadcku kntovose.

9.23 Ako ce BbBefle kpunTorpadcka ycyra kato
LOMbJHUTENHA CKCTeMa, TO ToraBa KpunTorpadckara
ycnyra 6u cnefBano ga paboTu camocTosTenHo, bes
HamecaTa Ha noTpebutens. Bcakaksa pabota, no
OTHOLLIeHWeE Ha YyBCTBUTENHa MHOpMaLma unm paboTa Ha
KpunTorpadckata ycnyra, Tpabsa fa ce U3BbpLUBA
CbBMECTHO OT AiBaMa PasfINyHn CyXUTeNd. 3a0bIXXUTeNHO
TpAbBa Aa ce Cna3Ba CMOAENAHETO Ha 3afbikeHuaATa. Mpu
OMUTW 3a BAM3aHe B cucTeMaTa 1 paboTa ¢ HeA TpAbBa Aa
Ce peanmsmpar 3anucn 1 fa ce reHepupart NpoToKOM,
KouTO Cnefpa Aa ObAaT 3alUMTeHN OT HeOTOPU3KpPaHO
MaHunyMpaHe. HanpaeeHwTe 3anucn Tpabsa fa Obaat
npocnenfemu 4O yHUKaneH notpebuten.
KpvnTorpadckata crctema TpabBsa fa No3BosABa U
npwaaraHeTo Ha pasNnyHK Ponun Ha noTpebutenwTe.

9.24 Kpuntorpadckata cuctema Tpsabsa fa reHepupa
anapma B CJiydait Ha HeOTOPU3MPaHO M3Mos3BaHe. TA
TpabBa Aa npednara noaxoasLla MyHKLUMOHANHOCT 3a
OTYETHOCT W KOHTPOJI, KOATO [ia MO3BOJIABA KOHTPOJI Ha
TeKyLLOTO PaboTHO CbCTOAHMeE.

9.25 Kpunrorpadckata cuctema TpsibBa Aa ocurypsisa Han-
MaJiko CiefHaTa MHdopmauma:

9.25.1 TekyLLO CbCTOAHME Ha KpunTorpadhckaTa cmctema —
Hanpumep — CbCTOAHKE Clief, MbPBOHAYaIHa JOCTaBKa,
onepaTuBHa MHPOPMaLWA, CUHXPOHM3MPaHE C
LOMbAHUTENHN KPUNTOrpadckm CUCTEMM, OTKPUBAHE Ha
KPUTUYHA U HE-KPUTUYHW TPELLKWX, OTKPUTU OMWUTU 3a
MaHWMyaunn B pesynTaT Ha eBeHTyasleH Bb3HVKHa
VHUWOEHT)

9.25.2 NMofpobeH onmnc Ha BCUYKM Bb3HUKHAM MPeLUKM
npwv paboTa (Hamp. yCMeLHo U3BbPLUEHO 3ana3BaHe Ha
pe3epBHO KoMnune —Yvac 1 aata XYZ, HeycneLlueH onuT 3a
BAM3aHe B cucTemata ¢ notpebutencko nme ABC —yac u
nata XY2)

9.25.3 MpefcTaBaHe Ha BCUYKM akTUBHU KpunTorpadcku
KJTIOHOBE, 33€HO CbC CbOTBETHOTO OMWCaHUe 3a
nAaeHTUUKaLWA OnMcaHWe 1 NoCIeABaLLo CpaBHeHe, 3a
TOBa Ja/in Pe3epBHUA KPUNTO MOAYN CbLLO CbAbpXa
BCUYKM KJTIOHOBE.

9.25.4 MNpepfcraBaHe Ha BCUYKN OTOPU3MPaHN
NoTpebuTeNCKM MMeHa CbC CbOTBETHWTE UM Pa3peLLnTesHM
1 npas.a.

9.26 [ocTbnbT Ao noTpebutenckuna nHtepdeirc (GUI) Ha
KpunTorpadckata ycnyra Tpabsa fa € Bb3MOXeH
e[MHCTBEHO Ype3 onpefeneHn 1 JoKa3aHo CUTYpHU
KOMMIOTPY, ako KpunTorpabckaTa yciyra e BHeLpeHa KaTo
JOMbJIHATENHA CUCTEMa.

9.27 B npoLeca Ha npwiaraHe Ha HOBW BepCuu,
NpefoCTaBAHM OT Npon3BoauTens (Npoaasada), Tpabsa Aa
6bAaT V3MBAHU CEAHUTE N3NCKBAHUA:

9.27.1. TpsbBa Aa UMa noaLpbXKa Ha BCUYKN Beve
M3MON3BaHN KpUNTorpachcky METOAM W B HOBaTa BEPCUS;
9.27.2. HenpekbCHATOTO (hyHKLMOHKPaHe e obe3neyeHo
no BpemMe Ha npoLieca Ha akTyanm3aums;

9.27.3. NpefcTaBAHe Ha OKYMeHTauUmMA, B KOATO ca
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release will be implemented or not.
9.27.5 Training must be provided for the new version

9.28 The Shipment file from the vendor, which must
contain (master data of E-Meters, unique cryptographic keys
for each E-Meter) must be signed with the private key of the
meter manufacturer and encrypted. The received shipment
file must be directly imported into the Central system and
after that a decryption process to be started. See pic2.

E-Meter Producer

EVN

OMUCaHW BCUYKM HOBW eNIEMEHTU, XapaKTepPUCTUKN 1
NPOMEHN.

9.27.4 EVN EP camo MOXe [la B3eMe pelleHne fann 1 Kora
[la NPUNOXKM onpefieneHa HOBa Bepcus.

9.27.5 Tpsibsa fa Oble ocmrypeHo obyyeHme 3a paboTa ¢
HOBaTa BepcuA

9.28 MbTHUAT NCT OT Npofasaya, KonTo Tpsbea fa
CbAbPXa (OCHOBHW JaHHW 3a E-enekTpomMepuTe, YHUKaIHM
KpunTorpadcku knodose 3a Bceku E-enektpomep) Tpadsa
na 6bae NoAnncaH CbC COBCTBEHMSA KIOY Ha
NPOU3BOAVTENSA Ha eNekTpoMepuTe 1 Aa 6bae KpUnTupaH.
MonyyeHns NbTeH NUCT CNeaBa Aa Obhe AMPeKTHO BbBedeH
B LleHTpanHaTa cuctema v cnef ToBa TpsabBa Aa 3anoyHe
npoLechT No AekpuntupaHe. Bux nnatoctpauna(@urypa) 2.

E-Meter 1 e o o o E-Meter n

Customer transport
public key

Unique Operational Key 1 '

Unique Master Key 1 ' Unique Master Key n '

Unique Operational Key n '

Shipment file signed with Private Key

\

Concentrator

=]

Central system

of E-Meter producer

Data encrypted with
Customer transport

Producer
Public Key

Public Key

ID,
unique Master Keys

Decrypted with
Customer Transport
Private Key

—-

Unique Master key for each E-Meter '

for each E-Meter etc.

Operational key for each E- Meter '

Pic.2_®wurypa.2

9.29 Optionally the cryptographic service of central system
must support implementation of external Hardware Security
Module (HSM) for storing cryptographic keys in a secured
way.

10. General requirements for Concentrator:

10.1 The Concentrator must have only one maintenance
interface. (port P3)

10.2 The Concentrator must not be able to be configured
through port P2. If there is a compromised E-Meter, it must
be not possible to edit the configuration in the
Concentrator based upon the credentials from the E-Meter.

10.3 The Concentrator must be able to be configured
through port P4 from the central system.

10.4 The configuration of data Concentrator via a local
interface port P3 must be adequately protected against
attacks.
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9.29.Mo xenaHune KpunTorpadckaTa yaiyra Ha
LeHTpanHaTa cuctema Tpabga Aa NoAabpXKa BbBEXAAHETO
Ha BbHLUIeH Moayn 3a XapayepHa besonacHocT (HSM) 3a
CbXpaHABaHe Ha KpunTorpadcky kntovose no HesonaceH
HaYuH.

10. ObLM n3ncKkBaHWA 3a KoHLeHTpaTopa:

10.1 KoHueHTpaTopbT TpAbBa Aa pa3nofara camo C efuH
nHTepdelnc 3a nogapbxka. (nopt 3)

10.2 KoHUeHTpaTopbT He TpAbBa fa Moxe fa Obae
KOHUrypupaH npes nopt P2. Mpu E-enektpomep ¢
HapyLLleHa c1rypHoCT, TpsabBa [a He e Bb3MOXHO [a ce
pepakTpa KoH@UrypaumnaTta Ha KoHueHTpaTopa, Bb3
OCHOBa Ha npasaTa 1 AaHHWUTE 33 JOCTbM, NONyYeHn oT E-
e/leKTpomepa.

10.3 KoHLeHTpaTopbT TpabBa fAa Moxe fa 6bae
KOHUrypmpaH Ypes P4 oT LeHTpanHaTa cuctema.

10.4 KoHuryprpaHeTo Ha KoHLEeHTpaTopa Ha AaHHW Ypes
MeCTHUS nHTepdeliceH nopT P3 Tpabea Aa 6vae
[OCTaTbYyHO HafEeXAHO 3aLLUMTEHO OT aTaku.
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10.5 If the Concentrator has to use the local maintenance
interface for reconfiguration or other maintenance activities,
a unique combination of username and password must be
possible for authentication, which corresponds to the
defined password policy.(see point 9.5). Record of the event
must be logged in it.

10.6 From maintenance port P3 of Concentrator must be
not possible to reach protected area of cryptographic keys,
which are eventually stored in it.

10.7 The unauthorized attempt for access to a data
concentrator must be reported (viewed) by security
measures from monitoring service of central system. Record
of the event must be logged in it.

10.8 Each concentrator must be able to communicate over
PLC technology with at least 1000 pieces of E-meters which
are directly assigned to it.

10.9 The credentials for the automatic registration in a
mobile network must be unique for every Concentrator. It is
not permitted the usage of general login information
contained by several units together.

10.10 The credentials for the automatic registration in
mobile network may be saved only in Concentrator. The
login Information must be not stored in the SIM card itself.

10.11 The mobile service provider will allow traffic only
between central system and concentrator. Data traffic
between concentrators will be prevented by appropriate
routing rules.

10.12 If one data concentrator will be compromised by an
attacker, the attacker should not be able to reach other
data concentrators from the compromised data
concentrator.

11. Performance requirements:

11.1 All installed E-Meters must be read out once per day.
In case of E-Meters with load profile, 15 minutes load
profile must be read with all 96 values for it. The reading
activity has to start at 00:00h and finish till 12:00h at the
same day and all read data to be transported in the central
system. In addition, event information must be transported
within that period to central system.

11.2 The architecture of the Central system must be able to
be extended till 1500000 E-Meters with the same KPIs (key
performance indicators) defined in point 11.1.

11.3 The success rate shall be minimum 98% of all active E-
Meters registered in the central system as defined in point
11.1.

11.4 The cryptographic service is a highly critical component
in the future of entire Central system infrastructure. The
high availability requirements for the cryptographic service
shall be like all components of the E-Meter infrastructure.
The availability of the central system environment shall be
not less than 99.99% for 24/7/365. (unplanned downtime
shall be max. 53 minutes per year)
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10.5 Ako ce Hanara KoHLeHTpaTopbT Aa M3Mon3Ba MecTeH
MHTepelc 3a NOAAPHXKKA 33 NPeKOHpUrypupaHe nm
Lpyrv LerHOCTY No NOAAPBXKA, YHVKaNHa KoMOMHaums oT
noTpebuTencko UMme 1 napona Tpabea fa 6baaT
13MoN3BaHN 3a BauanpaHe, kato Te TpAbBa Aa
CbOTBETCTBAT Ha OnpefesnieHaTa nosMTuKa 3a naposmTe.
(B T. 9.5). TpsaAbBa fa 6bAe M3BbPLUEH 3aMMC 3a
CbOTBETHOTO CbOUTHE.

10.6 OT nopT 3a noAaapwbXxKa P3 Ha KoHueHTpaTopa He
TpAbGBa fa € Bb3MOXEH AOCTbMN A0 3aLLMTEHNTE 30HU Ha
KpunTtorpadcknTe KIlo4OBe, KOUTO €BEHTYaIHO ce
CbXpaHABAT B Hero.

10.7 HeoTopu3npaHu onntu 3a 0ocTbn Ao KoHueHTpaTtopa
Ha AaHHK Tpsabea Aa ObAaT AoKNaABaHN (pa3rnexaaHn)
4ype3 MepKMUTe 33 CUrYPHOCT OT HaMpPaB/IEHNETO 3a KOHTPOJ
Ha LieHTpasiHaTa cucTeMa. 3a0b/KUTENIHO ce MpaBu 3anmnc
B apX1Ba 3a CbOTBETHOTO CbOUTHE.

10.8 Bceku KoHLeHTpaTop TpsabBa fa Moxe Aa
KOMYHUKMPpa Ype3 TexHonoruaTta PLC ¢ He mo-manko ot
1024 6p. E-enekTpomMepw, 3a KOUTO OTroBaps.

10.9 [laHHWTe 33 JOCTBLN NpU aBTOMAaTUYHa perncTpaumsa B
MobWIHa Mpexa TpabBa Aa ObhaT YHUKaIHN 33 BCeKM
KoHueHTpaTop. He ce fonycka n3nonssaHe Ha obLla
MHOPMaLIMA 3a BNM3aHe B chcTeMaTta, eLHOBPEeMEHHO OT
HAKOJIKO €ANHNLN.

10.10 JaHHWTe 33 AOCTBN NpY aBTOMAaTUYHa perncrpauma
B MOBWIHa Mpexa, MoraT fa 6baaT 3ana3saHy
eAnHcTBeHOo B KoHueHTpaTopa. lNpu n3nonssaHe Ha SIM
KapTa, MHbopMaLwmATa 3a BAM3aHe B cucTemarta He TpabBsa
[a 6be CbXpaHaBaHa Ha camaTta SIM kapTa.

10.11 JoCTaByYMKbT Ha MOBWAHK yCnyri cnenBa fa
fonycka Tpadvk earHCTBEHO MexXay LeHTpanHa cuctema u
KOHLeHTpaTopa. TpaduKbT Ha AaHHW Mexay
KOHLIEHTpaTopuTe Ce NpefoTBpaTABa Ype3 NoAXOAALLM
npasuia 3a MapLupyTU3aLums.

10.12 AKO [afieH KOHLEeHTpaTop Ha JaHHW e
KOMMPOMeHTUPaH OT xakep, He b1 cneaBano xakepsT Aa
MOXe [ia CTUra [0 OPYrM KOHLEHTPATOPW Ha OaHHW OT
KOMMPOMEHTUPaHNA KOHLEHTPATOP Ha AaHHW.

11. M3nckBaHWs OTHOCHO paboTHWUTE XapaKTepUCTUKN:
11.1 NokasaHnATa OT BCUYKMU MOHTUPaHW E-enekTpomepu
TpAbBa fa 6bAaT CHEMaHW BeAHBX LHEBHO. B cyyan ye E-
enekTpomepwuTe UMaT Npodun Ha ToBapa, TpAbsea fa Obae
oT4eTeH npodurna Ha ToBapa 3a 15 MUHYTK, 3aeHO C
BCUYKM 96 CTOMHOCTUW. [leiHOCT1Te NO OTYMTaHeTo TpAbBa
na 3ano4sat B 00:00 4 v ga npuksmoysaT B 12:00 4. B
CbLUMA O€H, KaTO BCUYKM OTHETEHW AaHHW Ce NMPEXBBLPIIAT B
LleHTpanHaTa cuctema. OcBeH ToBa Tpabea fa 6bae
npexBbp/ieHa B LieHTpasHaTa cncteMa nHdopmMauma 3a
cbbUTHATa NMpe3 To3W NeproL,.

11.2 ApxvTekTypaTa Ha LieHTpanHaTa cuctema TpsibBa fa
Moxe fa 6be paswmpsiBaHa fo focturaHe Ha 1 500 000
E-enektpomMepa C eHu 1 CbLLyt OCHOBHWM NoKasaTenn 3a
nenHoctTa (KPI), kakto e nocoyeHo B T. 11.1.

11.3 MpouUeHTLT Ha ycneBaeMocT Tpsbea Aa bbae
MUHUMYM 98% OT BCUUKM PErMCTPUPaHK B LEHTpasHaTa
CcncTemata CbC CTaTyC akTBHK E-EnekTpomepn. KakTo e
noco4eHo B 7. 11.1

11.4 KpunTtorpadckaTta ycyra npeacTaBnsaea
XKM3HEHOBaXeH KOMMOHEHT 3a ObeLLeTo Ha
MHPACTPYKTypaTa Ha uanaTa LieHTpanHa cuctema.
B1coknTe M3MCKBAHMA 3a JOCTBMHOCT, MO OTHOLLEHWE Ha
KpunTorpadckata ycnyra Tpsbsa Aa ca KaTo BCUYKM
KOMMOHEHTW Ha MHPaCTpyKTypaTa Ha E-enekTpomepuTe.
[OCTbNHOCTTa Ha cpefaTa Ha LeHTpasiHaTa cucTema
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11.5 A (geographical) redundant design and architecture as
well as providing the relevant Fail Over functionality must be
available of the central system.

11.6 Cryptographic service must be so designed in a way
that not only the productive instance of the central system,
but also a test system (environment) can use its
functionalities.

11.7 The Bidder must propose adequate IT architecture
which refers to requirement in point 11.1 for productive
environment of central system.

12. E-Meter:
12.1 Only physical interface PO can be accessible without
removing the cover of E-Meter.

12.2 The E-Meters must be able to automatically record the
events related to the process of opening the meter housing
(if not glued) or terminal cover is detected and to send
notification to the corresponding central system and store it
in the registry (memory) of E-Meter.

12.3 The counter values and terminal cover must be suitable
protected from unauthorized physical intrusion.
Manipulation attempts upon the E-Meter itself or at the
interfaces must be optically visible (for example, broken
seals).

12.4 The built-into E-Meter - microcontrollers, processors
are usually with appropriate interfaces (like JTAG - IEEE
1149.1 Standard Test Access Port and Boundary-Scan
Architecture) provided which are allowing programming or
debugging of the respective components. These interfaces
are required, for example in the process of production of E-
Meter. All hardware interfaces, which can be used
immediately for programming or debugging after the
production of E-Meter must be disabled.

12.5 E-Meter must also preserve a secure state when errors
and unwanted or unintended operating states (random or
willfully) are caused.

Examples of such errors are:

a) voltage loss

b) integrity error

@) self-test error of E-meter

d) error in the process of executing cryptographic functions

e) error in process of validating access permissions
f) error in data entry (wrong data formats, incorrect data
field length, invalid commands, etc.)

g) error in the operation of the local cryptographic keys

12.6 The memory for the system log must be with adequate
size, which ensures that no system log messages can be
overwritten before they are read out by a central system. A
minimum storage for minimum 100 events must be
available in it.
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TpsbBa fa JOCTWra He No Masko oT 99.99% 24 yaca B
OeHOHoWMeTOo, 7 OHM B ceaMuLaTa, 365 AHW B rognHaTa.
(HennaHuMpaHo cnupaHe Ha paboTaTa ce fomnycka 3a He
noseye OT 53 MUHYTW FOAMLLHO).

11.5 (Teorpadpckm) CbKkpaTeHaTa CTPYKTypa ¥ apx1TeKTypa,
KaKTO 1 OCUIyPABAHETO Ha CbOTBETHATa (yHKUMOHAIHOCT
Bb3cTaHoBABaHe cnef Cpue TpsAbBa Aa Ca HANMYHU Ha
LeHTpanHaTta cncrema.

11.6 Kpuntorpadckata cuctema Tpsbsa Aa e paspaboTeHa
Taka, 4e He caMo NPOAYKTMBHATA YacT Ha LleHTpanHata
CVCTeMa, a ¥ TecToBaTa ChcTema (Cpefa) Aa Morat da ce
Bb3MO3BaT OT HelHaTa PYHKLMOHANHOCT.

11.7 Y4acTHUKBT TpsibBa Aa NPeLioxXM CboTBeTHaTa IT
apXMTeKTypa, KOATO Ce OTHacA 3a u3nckBaHeTo BT. 11.13a
NPOLYKTUBHA CPefa Ha LeHTpasiHaTa cncrema.

12. E-enekTpomep:

12.1 EAnHCTBEHO msmyeckn nHTepdenc PO moxe fa ce
non3Bea da focTbn 6e3 oTCTpaHABaHe Ha Kanaka Ha E-
e/leKTpomepa.

12.2 E-enekTtpomMepunTe TpsabBa Aa MOraT aBTOMaTM4HO Aa
3anuceaT cbOUTUATa, CBBP3aHU C NpoLecuTe No oTBapsHe
Ha Kopnyca Ha enekTpoMepa (ako He e 3aneneH) wau
Kanaka Ha knemHua 610k, 1 Aa v3npaLyat n3BecTua ao
CbOTBETHATA LeHTpanHa cuctema 1 a ri CbxpaHAaBaT B
perncrbpa (nameTTa) Ha E-enekTpomepa.

12.3 HacpeLyH1Te CTOMHOCTM 1 Kanaka Ha KJiieMHus 610K
TpAbBa Aa O6bAaT HaAIeXXHO 3aLlLUWTEeHN OT HEOTOPM3MPaHO
r3nyecko NpoHrKBaHe. ONUTK 3a MaHUMyNaLmn BbPXY
camuis E-enektpomep nnmn Bbpxy vHTepdencuTe Tpsabea Aa
Ce BMXIAT ONTMYecky (Hanp. HapyLeHn nnomowm).

12.4 BrpapeHuTe B E-enekTpomMepa enemeHTH -
MVKPOKOHTpONEpH, NpoLiecopy 0bUKHOBEHO pa3nonarar ¢
noaxoaawmn nHtepdgencu (kato JTAG - IEEE 1149.1
CTandapTeH nopT 3a AOCTbM NPW U3NUTBAHE U 1
ApXMTEKTYPa 33 CKaHMPaHe Ha rPaHnYHNTE MOBLPXHOCTK),
KOWTO MO3BOJIABAT NPOrpamvpaHe uan nposepka 3a
HEW3NPaBHOCTN U PEMOHT Ha CbOTBETHUTE KOMTMOHEHTH.
Te3n nHTepdencn ca HeobxoAMMK, HanpumMep B NpoLieca
Ha NPOV3BOACTBO Ha E-enektpomepa. Bcnykmn xapayepHu
MHTepencK, KoMTo MoraT Aa ce U3non3sat
HenoCpefCcTBeHO 3a MpOorpaMupaHe Wav paspellasaHe Ha
npobnemu, cnep NPOV3BOACTBOTO Ha E-enekTpomepa
TpsibBa fa 6baaT U3KOYeHN.

12.5 E-enekTpoMepbT TpsOBa Aa 3ana3ea CUrypHOCTTa CU U
NPy Hanyme Ha rpeLUkn v Bb3HUKBaHE Ha HeXenaHu
WAW HEBOSIHO NPeAM3BKKaHW PaboTHM CbCTOAHNSA
(CnyyYarHo AN 3N10YMULLIEHO NMPUYUHEHN).

Mpumepn 33 NOLOOHW rpeLuKkn ca:

a) 3aryba Ha 3axpaHBaHe

b) rpeluka, cBbp3aHa C LENOCTTa enekTpomepa

C) rpeLuka nNpy camoTecTyBaHe Ha E-enektpomep

d) rpetuka B npoLieca Ha M3MbHEHWE Ha KpunTorpadckm
yHKLMN

€) rpeLlka B mpoLeca Ha BauampaHe Ha JocTbrna

f) rpelLka BbB BbBeeHUTe AaHHN (rpeLleH hopmaT Ha
[aHHW, HenpaBWIHa Ob/KMHA Ha NONETO C AaHHW,
HeBaMOHW KOMaHAW U T.H.)

g) rpeLlka B opueHTaumaTa Ha nokanHute Kpuntorpadcku
KJtoyose

12.6 MameTTa 3a perncTbpa Ha cuctemata Tpabsa fa Obae
C [oCTaTbyHa rosieMnHa, KOeTo rapaHTvpa
HEBB3MOXHOCTTA 3a 3aM1CBaHe Ha HOBW CbOOLLeHNA 3a
CUCTEMHWA PETUCTBP, BbPXY CbLLECTBYBALLM Tak1Ba, Npean
[ia Ob[aT NpoYeTeHn OT LieHTpaHaTa cncrema.
MuHMManHaTa nameT, KoATo TpAGBa [a e HavyHa e 3a
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12.7 The cryptographic key(s) must be itself safely stored in
the E-meter. It must be not possible to be read in plain text
or exported.

12.8 The E-meter must have internal clock and at periodic
intervals must be synchronized with the central system

12.9 The E-meter manufacturer must disclose (declare)
before the first delivery, which components and types (like
communication module or unit of measurement) are
installed in E-meter as well as from which suppliers these
components are coming. The configuration of the E-meter
must be provided to EVN EP. Subsequent changes of the
configuration (for example change of supplier of built-in
chips and etc.) are only permitted if EVN EP previously was
notified in written form and if EVN EP agrees.

12.10 The communication on all interfaces of the E-Meter
must be done in a way to guarantee and protect the
confidentiality and integrity. The availability of the
information from E-Meter must be guaranteed at all the
time.

12.11 At all bidirectional interfaces of E-Meter only
messages must be accepted which are previously defined
for each port from the vendor. Before a message is
accepted, it must be validated and accuracy to be checked.
Messages that do not pass this test must be discarded.

12.12 If E-Meter is installed (at its initial installation), but no
communication link with the central system is established,
the E-meter must operate as a standard electronic meter.
Basic functions shall be possible such as:

12.12.1 Unencrypted reading out of data stored in the
counter register values and the load profiles. (port PO can be
used by HHU)

12.12.2 Unencrypted reading out of data stored in the
counter event log entries (port PO can be used by HHU)

12.12.3 Set the Date and Time. (port PO can be used by
HHU)

12.13 The E-Meter must be initially loaded with a firmware
image in the process of its production from the vendor.

12.14 Manipulation of a custom portion of the firmware or
of the contained firmware settings must not be possible.

12.15 Firmware update must be possible from the central
system and must not influence the metrological part of E-
Meter. The integrity of the firmware updates must be
protected at least by hash code of the downloadable file
which is sent through a unicast (one to one) authenticated
and encrypted message and the E-Meter must not activate
downloading process without having received the
authenticated hash code.

12.16 In case of corruption of the update firmware
operation, the operation must not affect the respective
component and E-Meter must continue to operate with old
firmware.
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12.7 Kpuntorpadckute kntovose Tpsbsa fa 6baat
CbXpaHABaHM MO CUTYpPeH HaunH B E-enektpomepa. He
TpAbBa fa e Bb3MOXHO Aa 6bAaT npounTaHy unm
3anN1CBaHW Ha Apyr HocuTer.

12.8 E-enekTpomepwTe TpAbBa Aa pasnonaraT C BrpageH
4aCOBHUK ¥ NepnoanyHo Tpabea Aa 6baat
CUHXPOHM3MpPaHW C LleHTpanHaTa cuctema

12.9 NpounsBoauTenaT Ha E-enekTpoMepuTe TpsibBa fa
paskpve (oeknapvipa) Npeay MbpBaTta A4OCTaBKa, KOWUTO
KOMMOHEHTM ¥ TUNoBe (KaTo KOMYHWKALMOHHNA MOAY
NV n3MepBaLLna 610oK) ca MHCTanMpaHu B E-enektpomep,
KaKTo 1 OT KoM JOCTaBYMLM Ca HabaBeHn Te3u
KoMnoHeHTW. KoHdurypaumaTa Ha E-enekTpomepa Tpsbsa
na 6bae npeactaseHa Ha EVN EP. Mocneagally npomeHu B
KOHrMdypaumnATa (Hanp. NPOMAHa Ha AOCTaBYMKa Ha
BrpafieHnTe YMNoBe 1 T.H.) Ce [oMyCKaT eANHCTBEHO, ako
EVN EP e 6uno npenBaputeniHO yBeJOMEHO B NMCMEH BUL,
1 e npueno npomaHara.

12.10 KoMyHMKaLMATa NO BCUYKM UHTepdencn Ha E-
enekTpomepa TpsAbBa fla Ce OCbLLECTBABA MO Ha4YWH, KOWTO
rapaHTupa v 3alMTaBa KOHPUAEHLMANHOCTTa 1
noYTeHoCTTa. [oCTbNbT A0 MHdOPMaLmATa B E-
enekTpomepa TpAbBa fa Obhe rapaHTMpaH No BCAKO
Bpeme.

12.11 Mpn BCUYKM OBYNOCOYHWN MHTepdenc Ha E-
enekTpomepa TpsAbBa fa 6bAAT NpUeMaHn eduHCTBEHO
CbOBLLEHUA, KOWUTO Ca NpeaBaPUTENHO AedUHPaHK 3a
BCEKM MOPT, OT CTpaHa Ha JocTaBuuka. Mpedu npremaHe
Ha CbobLLeHMe, To TpsAbea Aa Obae BaNMaMpPaHo 1
NCTUHHOCTTa My Aa Obae npoBepeHa. CboOLLEHWS, KOUTO
He MpeMUWHaT Ta3n NpoBepka, He TpAGBa fa 6baaT
OTBaPAHW.

12.12 Ako E-enekTpomMepbT € MOHTUpaH (npu

MbpBOHaYa HaTa My MHCTanaums), HO HAMa
KOMYHMWKaLMOHHa Bpb3Ka ¢ LleHTpanHaTa cuctema, E-
enekTpomepsT TpAbBa Aa paboTn KaTo CTaHLapTeH
eNleKTPOHEH enlekTpomep. TpabBa Aa ca Bb3MOXHO
OCHOBHW YHKLMK, KaTo:

12.12.1 HekpunTMpaHo OTYMTaHe Ha AAHHWUTE,
CbXpaHABaHWN B HaCPeLLHUTE PerncTprpaHy CTOMHOCTY 1
npodunvTe Ha ToBapuTe. (NopT PO Moxe fa 6vae
13M0N3BaH C MpeHoCM TepMUHa)

12.12.2 HekpunTMpaHo OTYMTaHe Ha AaHHWUTE,
CbXpaHABaHW B 3aN1CKUTe B perncTbpa Ha cbbutuata (nopt
PO mo>e fa 6bae 13non3saH ¢ MpeHoCUM TepMUHan)
12.12.3 HacTporiBaHe Ha faTaTa 1 Yaca. (nopt PO moxe aa
6bae M3non3BaH ¢ MNpeHocuM TepMuHas)

12.13 E-enekTpoMepbT TpsbBa MbpBOHAYaHO Aa 6bae
3apefieH C AUTUTanHO NoAnucaH hbpmyep B MpoLieca Ha
CBOETO MPOU3BOACTBO OT NMPOJaBaYa.

12.14 MaHVNYyAMPaHETO Ha onpeaeneHa YacT oT bpMyepa
WAW Ha HacTPOKMTE Ha hbpMyep TpAbBa Aa e
HEBB3MOXHO.

12.15 TpsbBa fia e Bb3MOXHO W aKTyanusnmpaHe Ha
bpMyepa ype3 LieHTpanHaTa cuctema. KopekTHOCTTa Ha
aKkTyanm3sauumTe Ha bpMyepa 1 CaMOIMYHOCTTa Ha
noAnucanuTe akTyanusaumute Tpadsa Aa 6baat
npoBepeHn Ype3 Lndposmsa Noanmc. AKo HOBUS bpmyep
He e AUrnTanHoO NOANUCaH, TOM He TpAbBa Aa Obae
MoJi3BaH.

12.16 B chiyyart Ha noBpea nNpu MHCTaNIMPaHeTo Ha
aKTyanm3auvATa Ha PbpMyepa, 3anovHanarta onepauns He
TpAbBa fa BAMNAE CbOTBETHUTE KOMMOHEHTH 1 E-
enekTpomepa TpAbBa fia NpoAb/IXM Aa paboTh CbC CTapws
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12.17 The metered data (stored data — counter values,
events and configuration) are not allowed to be changed or
deleted during the process of update of the firmware.

12.18 Unnecessary functions of the firmware of E-Meters
must be explicitly disabled.

12.19 The vendor of E-meter must ensure that only a
firmware image which is derived from the associated E-
meter manufacturers has been released by a defined
approval process.

12.20 The vendor during the research and development of
components which are installed in E-Meter must have a
detailed documentation. In case of discovery of
vulnerabilities in firmware and software in context of
internal quality checks they must be recorded. All measures
taken into account for filling the gaps must be documented.
That documentation must be provided to EVN EP in written
form, if it is requested.

12.21 The manufacturer or supplier of the software or
firmware has to confirm by a written agreement that
measures have been taken that availability of backdoors in
the firmware are strictly prohibited. Through these
backdoors might unauthorized access to the components of
the E-meter and Concentrator infrastructure to be possible.
As a backdoor applies in that case, a remote maintenance
function, which without knowledge of EVN EP could be put
into operation from the vendor (manufacturer).

12.22 Manufacturer or supplier must cooperate in case of IT
Security Audits.

13. Central system

13.1 The software of Central system must be compatible
with x86 server architecture.

13.2. Productive and test environments must be deployed.

13.3 The Central system must be compatible with operating
system Microsoft Windows 2008 server 64 bit or higher or
Red Hat v. 6.3/ 64 bit or higher.

13.4 Graphical user interface of software of central system
must be ergonomic and refer to EN ISO 9241
standardization.

13.5 The Central system must allow implementation of role-
based authorization concept. User rights must be defined
for each role with appropriate necessary permissions. The
various users depending on their function must have
assigned role corresponding to their duties. The
implementation of a role-based authorization concept must
allow maximum separation of functions.

13.6 Passwords corresponding to user rights must be kept
in a way which correlates to the deployed secure encryption
mechanism and must be not reproducible. Passwords must
be managed centrally.

13.7 Software must assist 4-eyes principle for a critical
central system functions. Critical system functions that need
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12.17 V13mMepeHnTe AaHHN (CbXpaHeHN JaHHWU — CTOMHOCTU
oT Hposaya, cbbUTKA 1 KoHDUrypaLms) He moraT fa 6baat
NMPOMEHAHN UAW TPUTK B NpOLLeca Ha akTyaamnsauma Ha
dbpmyepa.

12.18 HeHy>xHUTe dyHKLMIN Ha dbpMyepa Ha E-
enekTpomepwTe TpAGBa N3pNYHO Aa ObAAT AeaKTUBMPaHW.
12.19 ®bpmMyepbT Ha E-enekTpomepa Tpsibsa Aa Obae
UMcpoBO NOANMCaH, Taka Ye aBTEeHTUYHOCTTa U1
HeMpWKOCHOBEHOCTTa Ha hbpMyepa rapaHTUpaT, Ye Tou
LeNCTBUTENHO e pa3paboTka Ha npousBoguTenuTe Ha E-
e/leKTpoMepa 1 Ce NPefocTaBa cief NpeM1UHaBaHe Ha
obcToeH npouec no ofobpeHvie 1 cief nonaraHe Ha
€/1eKTPOHEH MOAMNWC.

12.20 Mpw Hay4HO-M3CNegoBaTeNckaTa Cu AeMHOCT,
CBbp3aHa C KOMMOHEHTUTE, MOHTUPaHW B E-enekTpomepa,
npofasaybT TPAbBa Aa pa3nonara ¢ NoapobHa
LOKyMeHTauws. Mpu pa3kpvBaHe Ha cnabocTu BbB
dbpMyepa v codTyepa, B KOHTEKCTa Ha BbTpeLlHNTe
NpOBepPKYM Ha Ka4yecTBOTO, ChblumTe TpAbBa Aa 6baaT
perncTpupanHun. Bcvykn Mepky, npedBuaeHn 3a 3ambisaHe
Ha HenmbHOTY, TPABBa Aa ObAaT AOKYMEHTVPaHW. Tasu
[OKyMeHTauua TpsbBa Aa ce npefocTtass Ha EVN EP B
NMUCMEH BWA, NPU NOWUCKBAHE.

12.21 TNpoV3BOANTENAT UM [OCTaBYVKa Ha codTyepa unm
bpMyepa TpsAbBa Aa NOTBBPAM C MUCMEHO M3BECTHE, Ye
Ca B3eTW BCUYKM MepKu Aa ce MpefoTBpaTtyt HaIMuneTo Ha
BCAKAKBU ,3aHV BpaTUykn” (CpeacTBa 3a HEOTOpM3MpPaH
LoCTbN) 8o dbpmyepa. MofobHW ,3aaHW BpaTuykm” HGrxa
MOIN 1a OCUTYPAT HEOTOPU3MPaH JOCTbM A0
KOMMOHeHTUTE Ha E-enekTpomepa. Mog ,3afHa BpaTvyka”
B CJly4as ce pas3bupa 1 PyHKLUMA 33 ANCTaHLMOHHa
noAApPbXKKa, KoATO, 6e3 3HaHWeTo Ha EVN EP, 6v morna pa
6bae aKTVBMpPaHa OT JOCTaBYMKa (MPOV3BOANTENS).

12.22 Mpowv3BoanTensT uamn focTaBYMKa Tpsbsa Aa
OCUTYPAT CbaencTare npu Oantn 3a UT CnrypHoCT.

13. UeHTpanHa cncreMa

13.1 CopTyepbT Ha LleHTpanHa cuctema Tpsibea fa e
CbBMECTUM CbC CbPBbPHAa apxnTeKkTypa x86.

13.2. TpsabBa Aa 6bAaT Cb3AafeHy NPOLyKTVBHA W TeCToBa
cpepa.

13.3 LleHTpanHaTa cuctema TpsbBa fa e CbBMeCTVMa C
onepaunoHHa cuctema Microsoft Windows 2008 cbpsbp
64 bit unn cnenpalln BapuaHTu unn Red Hat v 6.3 64
6vTOBa NNV CnefBaLLy BepCUK.

13.4 MpadpnyHMAT NoTpebuTeNnckn HTepdenc Ha codTyepa
Ha LeHTpanHaTa cuctema Tpsabsa Aa b6bae eproHoMmUYeH 1
[a CbOTBeTCTBA Ha cTaH4apT EN I1SO 9241.

13.5 LieHTpanHaTa cnctema TpAbBa Aa [aBa Bb3MOXHOCT
33 peann3auma Ha KoHUenuyaTa 3a 0Topu3aLma no posin.
MpaBaTa Ha noTpebutenuTe Tpabea Aa ObaaT AedrHMpPaH
33 BCAKa OTAeNHa Pona, 3aeHO CbC CbOTBETHUTE
paspeLunTenHu. Pa3nnyHmuTe notpebuteny, B 3aBMCMMOCT
OT cBOUTe PyHKLWMK, TPAOBa Aa MMaT ponu,
CbOTBETCTBALLM Ha 334bJ/DKEHNATA UM. TprnaraHeTo Ha
ponesa oTopw3aLma 6u Tpabsano fa No3BoM
MaKCVMMAaTHO pa3geneHne Ha pyHKumnTe.

13.6 MaponuTte, CbOTBETCTBALLM Ha MpaBaTa Ha
notpebutenuTte, TpAbBa Aa Ce CbXpaHABaT MO Ha4uH
OTroBapALL, Ha BbBELEHWA MEXaHV3bM 3a CUTYPHO
KpunTupaHe 1 TpAbBa fa He MoANexaT Ha
Bb3npowu3eexaaHe. MNaponute Tpabsa Aa 6bAaT
YMpaB/ABaHM Ha LleHTPasIHO HUBO.

13.7 Mpu codbTyepa cnefBa fa ce npunara NnpuHUMNa Ha 4-
Te 041 33 0COBEHO BaxkHWTEe DYHKLMM Ha LeHTpanHaTa
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confirmation before execution must be configured in a way
that requires at least 2 employees approve before the start
of execution (example: process for switch off / switch on of
electricity).

13.8 Commands for critical system functions for each E-
Meters must be unique and their distribution must be not
performed as a broadcast to all E-Meters.

13.9 Tamper-proof (secure) logging of all activities must be
undertaken during the execution of critical commands
towards the E-Meters.

13.10 Assignment of log entries must easily and uniquely
identify employees’ activities.

13.11 The Central system must provide the possibility of
maximum number of daily activities towards the E-Meter. If
the configurable limit is reached, the system must send an
alert. The change of the daily limits must be possible from at
least two employees of EVN EP (compliance with 4-eyes
principle).

13.12 Due to the uniqueness of “switch off” command
towards the circuit breaker for each E-Meter, a logical
algorithm must be applied which regulates how many E-
Meters can be switched off maximum per day. If the
configurable limit is reached, the central system must stop
the process of execution and generate an alert. The change
of daily limits must be possible from at least two employees
of EVN EP (compliance with 4-eyes principle and approving
procedure).

13.13 The central system must provide for all E-Meters and
Concentrators time synchronization based upon
international standard, like NTP protocol with an external
timer or an already implemented in the internal network
timers.

13.14 The time of central system can have difference of
maximum of one second from the time of the external or
internal timer.

13.15 The time from all installed E-Meters must be
periodically checked and, if necessary, synchronized with
the central system. Deviations of the time of installed E-
Meters and Central system must be reported as an alarm
message. (Excessive deviations could be a sign of a
malfunctioning or manipulation of the E-Meter)

13.16 The central system must make an appropriate
monitoring and reporting of all its functionalities. In case of
malfunctions automatically a corresponding notification to
the responsible personnel to be generated.

13.17 The assigned permissions and user rights of all
employees which have an access in the Central system and
to the respective components of E-Meter infrastructure
should be checked periodically. For this review the provision
of certain reports is necessary and they must
contain:

13.17.1 List of all users with the date of definition, date of
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cicTeMa. Ha-CbliecTBeHnTe yHKLMM Ha cMcTeMaTa,
KOUTO Ce Hy>XAaAT OT NOTBbPXAEHME Npeaun U3MbJHEHNETO
cn, TpAbBa fa 6bAAT KOHDUIYPUPAHM MO HAUMH, KONTO
Haflara NPUCHCTBMETO Ha NMOHe 2 CIYXUTeNN, KOUTO Aa
0[,06pAT CbOTBETHWUTE AENHOCTY, MPeAM 3anoyBaHe Ha
TAXHOTO U3MbIHEHWE (MpUMeEP: NPOLLEC 3a NPeKbCBaHE Ha
€neKTpUYecTBoTO).

13.8 KomaHawTe 3a dyHKUMMTE Ha KPUTUYHK CUCTEMU
yHKUMK 3a BCekn OT E-enekTpomepuTe TpsbBa Aa 6baatT
YHUKaIHWU 1 pa3npocTpaHeHneTo UM He TpsAbBaa aa ce
M3MbJIHABA KaTo U3/TbYBaHe O BCUYKK E-enekTpomepu.
13.9 CUrypHO perncrpupaHe Ha BCUYKN OeNHOCTY,
3alllMTeHO OT noceraTencTsa TpsAbBa Aa ce OCbLLecTBABa Mo
BpeMe Ha U3MbJIHEHNETO Ha 0COBEHO BaXkKHW KOMaHAW no
OTHOLLIEHVe Ha E-enekTpomepuTe.

13.10 3anucuTe B perncrbpa TpsabBa NeCcHo 1 Mo YHUKaNeH
HaYMH 03 MAEHTUMUUMPET OeNHOCTUTE Ha CIYKWUTENuTe.
13.11 LeHTpanHata cuctema Tpsbga fa ocurypu
BbH3MOXHOCT 3@ MakcMmaseH Bpoit AHeBHW [eliHOCTI No
OTHOLLIEHVe Ha E-enekTpomepa. MNpu focTuraHe Ha
noanexalina Ha KoHUrypupaHe MmakcmaneH 6pow,
cucTemata TpabBa Aa M3npaTv npedynpexaexue.
MpomsaHaTa B AHEBHWTE IMMWTU TPABBa la MOXe [a e
M3BbPLLBA OT NMOHe ABaMa Cnyxutenu Ha EVN EP
(CbOTBETCTBME C MPUHUMMA Ha 4Te 04n).

13.12 MNopaan YHNKaNHOCTTa Ha KOMaHZaTa 3a npekbCBaHe
Ha 3axpaHBaHEeTO Ype3 rMaBHUA NPeKbCBaYy 3a BCekn E-
enekTpomep, TpsbBa fa ObAe NPUIOXEH NOTUYECcKH
anropuTbM, KOWTO perynnpa Koako E-enektpomepa
MaKCMManHo MoraT fa 6baaT U3KIIoYeH! B paMkuTe Ha
enviH aeH. MNpn goctvraHe Ha KOHMUryprpaHata
MaKCVMManHa CTonHoCcT, LieHTpanHaTa cuctema Tpabga fa
Crpe NpoLeckT Mo U3MbJIHEHWE U reHepupaHe Ha
npegynpexgexne. NpomaHaTa Ha AHEBHUTE MaKCUMaHW
CTOMHOCTM TPAOBa Aa € Bb3MOXHA eAMHCTBEHO NpU
yyacTve Ha ABama Win nosede diyxutens Ha EVN EP
(cna3saHe Ha NpuHUMNa 3a 4-Te o4K 1 NpoLesypaTa 3a
ofobpsBaHe).

13.13 LleHTpanHata cuctema TpsbBa fia ocurypssa 3a
BcuukyM E-enektpomepu 1 KOHLEHTPATOPKU CUHXPOHU3ALMA
Ha 4aca, Bb3 OCHOBAa Ha BbTpelleH cTaHdapT, kato NTP ¢
BbHLLUEH TalMep WK BeYe NPUIIOXKEH TakbB BbB
BbTPELLUHWTE MPEXOBUW TanMepu.

13.14 YacbT cnopep, LeHTpasiHa cuctemMa Moxe fa ce
pa3fnyaBa ¢ MaKCUMyM eflHa CekyH[a OT Yaca Ha BbHLUHKA
NN BBTPELUHNA TalMep.

13.15 YacbT Ha MOHTUpaHUTe E-enekTpomMepn Tpsbsa fa
6bae NeprofMYHO NPOBEPABAH U, ako e HeobXOAVMO,
CUHXPOHM3MPaH ¢ LleHTpanHaTa cnctema. OTKNIOHEHWATa B
Yaca Ha vHcTannpaHuTe E-Enektpomepn n LienTpanHara
cucTema Tpsabea Aa ce cbobLlasaT nof dopmaTa Ha
anapmeHo cbobuieHne. (NMpekoMepHUTe OTKIOHEHNS MoraT
[a Ca 3HaK 3a HeM3MnpPaBHOCT WAV MaHunynaums Ha E-
eneKkTpomepa)

13.16 LleHTpanHaTta cuctema TpsibBa Aa OCblLLEeCTBsABA
Hapf1eXeH KOHTPOJ U OTHETHOCT Ha BCUYKUTE CU (DYHKLMN.
Mpu1 Hew3NPaBHOCT cnefBa He3abaBHO fla ce reHepypa U
M3npaLla nssecrtue o OTTOBOPHUA NepcoHan.

13.17 daneHuTe paspeLleHuns 1 noTpebutencku npasa Ha
BCUYKM CIYXXUTENN, KOUTO MMAT AOCTbN A0 LleHTpanHara
cncTemMa v Ao CbOTBETHUTE KOMMOHEHTU Ha E-
enekTpomepa, Tpsbsa Aa 6bAaT NpoBepsABaHy
nepuoamnyHo. 3a Tasu NpoBepka e HeoOXOANMO
M3rOTBAHETO Ha OMpeAesieHn AoKNaan, KoUTo cnefsa Aa
CbAbpPXaT cnefiHaTa MHMopMaLmA:

13.17.1 CNnCbK C BCMYKM NoTpedbuTenn ¢ faTa Ha
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first registration, date of last successful login, role
membership of the user.

13.17.2 List of all permissions associated with a role in the
central system.

13.17.3 List of evaluation according to various dimensions
(for example- all users who are allowed to perform a certain
action)

13.17.4 Identification of critical authorization combinations
(for example, a user could run without the confirmation of
another employee critical commands for a plurality of
measurement points)

13.17.5 Historization of permissions of users (it should be
comprehensible, about what permissions a user had at a
particular time)

13.18 Any changes to the configuration of the central
system have to be recorded. The stored log entries against
subsequent change have to be protected. The log
information must be clearly reported.

13.19 All changes in the central system (for example -
manual manipulation of readings, replacement of values)
must be logged, unique and assigned to a particular user.
Historization of all user activities must be available.

13.20 If in the installed (deployed) E-Meters a critical system
event is recognized then an appropriate alarm must be
within 5 minutes sent to the central system.

13.21 During the periodic reading of the corresponding
measured values from E-Meter, all stored in it event
information must be able to be transported to central
system.

13.22 For avoiding a re-recording possibility of encrypted
commands towards the E-Meter from the central system or
concentrator the Vendor has to implement an adequate
mechanism to resist on it. (like framecounter of commands)
13.23 The application for maintenance tasks must be
compatible with HHU operating system - Microsoft
Windows mobile professional v.6.5 or libraries (SDK) for
integration with existing legacy application. It is allowed for
the applicant to provide software and hardware platform on
a portable device, that fully meets the functionality and
security requirements.

13.24 The client part of the central system application must
be able to run on terminal server environment with
Microsoft Windows 2008 server 64bit.

13.25 The central system must be able to be customized
with modern technologies (interfaces) to exchange
information with Contractor legacy systems in both
directions. For example - billing and ERP system (kVASy) and
meter data management environment.

13.26 In case of not successful execution of ,switch on” or
Lswitch off” function from central system towards the E-
Meter in the timeframe within 4 hours, an automatic
workorder must be created for maintenance task towards
the HHU in order manually to perform the ,switch on” or
“switch off” function for the E-Meter.

13.27 After manual execution of “switch on” or “switch off
“ function by HHU from employee, the central system must
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ornpefensaHe Ha MbHOMOLUMATa, AaTa Ha Mbp.a
perncTpaums, fata Ha nociefieH ycneLlueH Bxog B
cucTemMata, poss Ha notpebutens.

13.17.2 CNNCbK C BCUYKM pa3peLleHns, CBbp3aHu C fafeHa
pond B LleHTpasnHata cucrema.

13.17.3 CNnCbK C OLeHKa, CNOPeL, Pa3/InyHX nokasatenmu
(Hanp. BCMYKKM NoTpebuTenu, KoMTo MaT Npaso Aa
OCbLLEeCTBABAT AaAEHO AENCTBIE)

13.17.4 VipeHTudmumpaHe Ha KPUTUYHW BannampaLim
KoMBMHaumK (Hanp. ganeH notpebuten Moxe aa
0CblLIeCTBABa 6€3 NOTBbPXKAEHVE OT ApYr CIyXUTen
KPUTWUYHM KOMaHAM 33 pefamLa efleMeHTV OT cucTemMaTa)
13.17.5 Nctopmyeckn faHHW 3a pa3pelleHnaTa Ha
noTpebutenute (Tpabea fa ce Cbabpka NoApobHa
MHOPMaLMA OTHOCHO TOBa KOW nNoTpebuTenu, Kakeu
npaBa Ca MMaaun B AafeH MOMEHT)

13.18 BCyKM MPOMEHM B KOHrMMypaLmaTa Ha
LleHTpanHaTa cncteMa TpabBa Aa 6baaT perncTpupanm.
CbXpaHeHWTe 3anmncn 3a CbOTBETHUTE NPOMEHW CNefBa Aa
6baaT 3amTeHn. MiHopmaumaTta B perncrbpa Tpabea fa
6bAae AcHa 1 TouHa.

13.19 Bcnykun npomenu B LleHTpanHaTta cuctema (Hanp. —
PBYHO MaHUMyIMPaHe Ha NOKa3aHWsA, 3aMAHa Ha
CTOMHOCTK) TpAbBa Aa 6bAaT perucTprpany, YHUKanHu 1
06BbP3aHN CbC CbOTBETHYMA NoTpebuTen. Tpadea Aa 1Ma
HaIMYHW XPOHONOTUYHI OAHHK 338 AENHOCTUTE Ha BCUYKM
notpebuTenu.

13.20 AKO B MOHTMpPaHW E-enekTpomepu Bb3HUKHE
KPUTUYHO CMCTEMHO CbOUTWE, CbOTBETHaTa anapma Tpsabea
[a 6bae n3npateHa fo LieHTpanHata cuctema.

13.21 Mo Bpeme Ha NeproanyYHOTO OTYMTAHE Ha
CbOTBETHUTE U3MEPeHN CTOMHOCTU OT E-enekTpomepuTe,
Usnata CbxpaHeHa B TAX MHOPMaLma 3a cbbutna Tpabsa
[la Moxe fia Obe NpexBbpIieHa B LieHTpanHaTa cucremMa.
13.22 3a fla ce n3berHe NOBTOPEH 3aMMC Ha KPUNTUPAHK
KOMaHOu KkbM E-efiekTpoMepuTe OT LleHTpasiHaTa cuctema
NNV KOHUeHTpaTopa, [locTaBunkbT TpAbBa fa BbBeae
NOAXOAALL MexaHW3bM 3a npefnassaHe oT NofobHo
nosTapsHe. (bposy Ha KoMaHaw)

13.23 MpnioxXeHneTo 3a AeNHOCTU Mo NoaapbXKaTa
TpAbBa Aa e CbBMeCTUMO C OrnepaLyoHHaTa cMcTema Ha
MNpeHocumus TepMuHan - Microsoft Windows mobile
professional v.6.5 nnun 6ubnnotekmte (SDK) 3a
NHTErprpaHe B CbLLECTBYBALLM NPUIOXeHNA. [Jonycka ce
KaHOWOATHT fa NpefocTaBn codTyepHa U xapayepHa
nnatdopma Ha NPeHOCUMO YCTPOWCTBO, KOATO HaMmbHO
OTroBapsA Ha U3UCKBaHMATa 3a (OYHKLMOHAMHOCT 1
CUTYPHOCT.

13.24 KnneHTckaTa 4acT OT MPUIOXKEHNETO Ha
LleHTpasHaTa cncteMa TpabBa Aa Moxe Aa pabotv Ha
TepMurHaneH cbpsbp ¢ Microsoft Windows 2008 server
64bit.

13.25 LleHTpanHata cuctema TpsabBa fa NOANEXN Ha
afanTauma cbobpasHO CbC CbBPEMEHHUTE TEXHONOMUM
(MHTepdelick) 3a 0OMeH Ha MHOPMaLMA C NpefuLLHNTE
cncTeMn Ha M3mbiHuTens.

13.26 Mpn HeycneLHo U3MbJHEHKE Ha PyHKLMATA NO
,BKJIl0oYBaHe” OT LleHTpanHaTa crcteMa no OTHOLLEeHWe Ha
DafeH E-enektpomep B pamkuTe Ha 12 yaca, Tpsbsa aa ce
reHepvipa aBToMaTu4Ha KoMaHAa 3a 3a4ada no NoaapbXKKa
KbM [1peHoCMUA TepMUHan 3a fa ce OCbLLECTBU PbYHO
,BKJlOYBaHeTo” Ha E-enekTpomepa.

13.27 Cnen pbyYHOTO M3MbHEeHWe Ha yHKUMATa |, BK."”
nnn ,u3kn.” ot HHU oT cTpaHa Ha cnykuTen, LeHTpanHaTa
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give possibility (interface) that HHU can report statuses of
already executed workorders towards E-Meters.

13.28 Central system must support reporting mechanism
with which the Contractor can create by itself adequate
reports from the system.

14. Technical requirements for software maintenance of the
central system.

14.1 Maintenance of an up-to-date program-license
catalogue.

14.1.1 Initially the license catalogue shall be provided by the
Contractor electronically or in paper after system
insyallation;

14.1.2 The license catalogue shall contain name of license
module/functionality, license price.

14.1.3 The license catalogue shall be updated after
deployment of a new or removal of an existing license and
not later than 1 month after deployment/removal a new
license catalogue authorized by the Contractor shall be
provided electronically or in paper.

14.3 Provision of software maintenance, covering the
provision of communication service/Tickets, Hotline,
maintenance at the site of the Contracting Authority,
remote maintenance by the Contractor and others.,

14.4 Provision of communication service/Tickets and Hotline
in the period from Monday to Friday and on the specified in
Bulgaria working days in the period from 08:00-18:00 BG
time without the Bulgarian public holidays.

14.5 Provision of communication service/Tickets and Hotline
on weekend (Saturday/Sunday) and the Bulgarian holidays
upon preliminary request by the Contracting Authority
within the period giving 7 business days'notice.

14.6. The contractor shall provide the software
maintenance, which consists of the following tasks:

14.6.1. Improvements: The Contractor shall remove all
errors, ensuring its own quality of its product shall create
new versions of the software and shall provide them to the
Employer in the form of software packages for
maintenance. The Employer is interested in any type of
updates/upgrades, to be sure that he works with the latest
version, although he is not bound.

All software updates and re-works shall be made available
to the Employer in a current version with all the
documentation for bringing the software into a working
service and execution of operations with the software.

14.6.2 Error Management: The responsibility for debugging
and troubleshooting is fundamental for the Contractor for
the purpose of providing correctly running software to the
Employer. The Contractor shall meet all the requirements
after receiving error information from the Employer, by
providing information how to avoid errors, self-removal of
errors, errors specific for EVN, software re-works, future
versions, packages, etc.

The type of delivery (information on the avoidance of errors,
debugging of errors specific to EVN EP, software re-works,
future versions, packages, etc.) depends on the class of the
error. The delivery and implementation of an alternative
solution for the management of the errors in an
environment of the Employer (EVN EP) must be discussed in
advance. These alternative solutions must be included in the
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cucTeMa TpsbBa fla AaBa Bb3MOXHOCT (MHTepdeiic) HHU
[la MOXe [ia OT4YMTa CbCTOAHUATA Ha BeYe U3MbJIHeHNTe
3aBKM 3a paboTa KbM E-enekTpomepwTe.

13.28 LleHTpanHaTa cucteMa Tpsibea Aa Nooabpxa
OTuMTALL, MEXaHU3BM, C KOWTO V3MbAHUTENAT Aa MOXe CaM
[a Cb3[aBa CbOTBETHWTE AOKIAAM OT CUCTEMATA.

14. V13nckBaHus Kbm codTyepHaTa NoOAAPbXKKa Ha
LeHTpaNHaTa cncrema.

14.1 NMopapbXKa Ha akTyasieH NPorpamMHO-NLEH3eH
Katasor.

14.1.1. [TbpBOHAYaIHO NNLEH3HNA KaTasor ce NpeaoCTassa
OT V3MbJIHUTENA B €NeKTPOHEH BapUaHT U Ha XapTUeHO
Konwue cnef MHCTanauma Ha cucremara;

14.1.2. NMueH3HMA KaTanor Tpsbea fa CbAbpXka, MMe Ha
NLEeH3eH MoLy/yHKUMOHAMHCT, LUeHa Ha MLeH3a.
14.1.3. JIueH3HWA KaTaTosIor Ce akTyanm3npa npu
BHe[pABaHe Ha HOB UMW NpemMaxBaHe Ha CblLLEeCTBYyBaLll
JIMLLEH3, KaTO He MO KbCHO OT 1 Mecel, cnief, BHeOPABAHETO
/NpemMaxBaHeTo ce NpefoCTaBs akTyaM3npaH HOB
JIMLEH3EH KaTaor B eNeKTPOHeH B, 1 Ha XapTWeHo Konue
oTOpU3NpaH oT M3mbaHuTens.

14.3 OcurypsiBaHe Ha copTyepHa noaapbxka, obxeallalla
npenocTaBaHe Ha cnyxba 3a cbobLeHus/Tickets,
xoTnanH/Hotline, noaApbXKa Ha MACTO Npv Bb3noxwuTens,
NoAAPBXKKa ANCTAHLMOHHO Npw U3mbaHUTeNa 1 Apyrit.
14.4 MpenocTaBsHe Ha c1yx6ba 3a cbobueHns/Tickets n
xoTnanH/Hotline B nepnofa NoHeAeMHNK-METbK 1 Ha
onpenenenHute B Penybnvika bbarapvs paboTHU AHM B
nepvoga ot 08:00-18:00 BG (6barapcko Bpeme) He3
6barapcknTe ouULMANHN NPasHULK.

14.5. TpegocTaBsiHe Ha C1yxba 3a cbobLueHms/Tickets 1
xoTnanH/Hotline, B cbboTa 1 Hefens, KakTo v Ha
6barapckmTe oyLManHW NpasHALM Cnes, NpeasapuTenHo
3aABABaHe OT Bb3noxuTens s nepuofa ¢ npeamssectue ot
7 paboTHU OHW.

14.6 N3nbAHWUTENAT ocurypsBa copTyepHaTa NoaapbXkkKa
,KOATO Ce CbCTOM OT CJIeAHUTE 3a4a4U:

14.6.1 MopobpeHns: N3MbIHUTENAT NpemMaxsa BCUYKM
TPeLLKK, OCUTYPABaNKI BUCOKO KavecTBO Ha NpomyKTa Cu,
Cb3[aBa HOBW BEPCUK Ha codTyepa W r'v MPefoCTaBA Ha
Bb3noxutena nof hopmMata Ha CoOPTyepHU NakeTu 3a
MHCTanauma. Bb3noX1TeNAT e 3aMHTepecoBaH 3a BCAKAKbB
TN aKTyann3aunn/HaacTpomkK, 3a ia e CUrypeH, ye
paboTu C NocnefHaTa BEPCKS, BbNPekn Ye He € 3afbIIKEH.
Bcuukmn codpTyepHm akTyanmsaumm u LopaboTku ce
NpefoCTaBAT Ha Bb3noxuTena B CbBpeMeHeH BapuaHT C
uAnaTa JOKyMeHTalUma 3a NpueexaaHe Ha codTyepa B
paboTelLa ycnyra U U3MbiHABaHe Ha onepauum CbC
coTyepa.

14.6.2 YnpasneHune Ha rpewkute: OTrOBOPHOCTTA 3a
OTCTPaHABaHe Ha rpeLuky 1 Npobiemu e OCHOBHa 3a
N3mbnHUTeNs C Len NpefocTaBsHe Ha KOPEKTHO paboTeL,
cobTyep Ha Bb3noxutena. VI3nbAHUTENAT M3NbHABA
BCUYKM U3UCKBaHWA Cnef MHOpMaLms 3a rpeLlka oT
Bb3noxutens, kaTo npefocTtass MHdopmauma 3a
136ArsaHe Ha rpeLLkun, CaMoCTOATENHO OTCTPaHABaHe Ha
rpeLkn, rpeLkn cneundmyHy 3a EBH EP, codTyepHmn
nopaboTku, HbaeLLy Bepcum, NakeTu 1 ap.

BuObT Ha gocTaBkaTta (MHGopMauma 3a n3bsareaHe Ha
rpeLlKn, OTCTpaHABaHe Ha rpeLukn cneundmyHy 3a EBH EP,
codTyepHn fopaboTky, ObAELLM BepCUM, NaKeTU 1 Ap.)
3aBWCW OT KJlaca Ha rpelukara. JJocraskata v
MMMJIEMEHTaUWATa Ha aNTePHATUBHO peLLeHVe 3a
yrnpaBsJieHre Ha rpeLukmTe B cpefa Ha Bb3noxutens
(EBHEP) TpsibBa na bbae npeasaputesiHo ob6cbaeHo. Te3n
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next package of services or in correctly and fully integrated
system within half a year with the latest changes and
amendments. All required tasks for solving problems and
alternative solutions are without additional and separate
prices. EVN EP shall give permission in case of
troubleshooting or an alternative solution to be
implemented, because the Employer undertakes additional
installations, implementations or other changes of the
software or its functionalities.

14.6.3. Exchange of information on current re-works and
status: The Contractor shall provide estimated information
at a neutral price at least once a year on current technical
and commercial affairs, planned and ordered functionalities
of the software (such as changes in technical matters,
licenses, contact persons, owner, etc.)

14.7. Removal of failures

14.7.1 Classification of the failures:

14.7.1.1. Damage of category 1 - the Central system is not
functioning and/or false data arise or the meter reading
system does not function or the operation in at least one
module is not possible or separate functions of the mass
data processing, which shall be implemented without time
delay (meter reading, electric meter switch-on, etc.), may
not be carried out.

14.7.1.2. Damage of category 2 - individual functions of the
Central system do not work or work incorrectly. The
functionalities necessary for the daily work are not, or are
partially available. There are alternative options. The
operation of individual functions of one module is not
possible and it can be resumed only with extraordinary
spending of time and funds, wherein is concerned an
essential function of the module, which must constantly be
used. It is not possible to carry out a service, which must be
immediately carried out for individual electric meter or it is
not possible the immediate required preparation of meter
reading. The work in a module or of one major feature of
the module is seriously obstructed, as far as this affects the
entire availability of the data base.

14.7.1.3 Damage of category 3 - one or more functions do
not work optimally, but there is no severe obstruction of the
daily work.

14.8. Response times is 4 hours after registering the
problem into the ticketing system of contractor. Repair time
is defined as follow based upon the categories of failures.

14.8.1 For category 1 - after registration should be started
with identification of the cause of damage and the
troubleshooting must be done latest within the working day
in case the signal is registered until 12:00 a.m. and on the
next working day if the signal is reported after 12:00 a.m. in
the Republic of Bulgaria.

14.8.2 For category 2 - after registration should be started
with identification of the cause of damage, and the
troubleshooting must be done within the next three
working days in the Republic of Bulgaria.

14.8.3 For category 3 - one day after registration should be
started with identification of the cause of damage, and the
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anTepHaTUBHYM peLleHna TpAbBa Aa ObaaT BK/IOYEHN B
cnefBaLLma NakeT yanyr Uan B KOPEKTHO U HaMb/IHO
WHTErpMpaHa cMcTemMa B paMKuTe Ha NMOSOBUH FrOAMHa C
noc/efHNTe MPOMEHN N U3MEHEHUA. Bcuuku
3abJIXKMUTENHN 3a[a4M 3a pa3pellaBaHe Ha npobaemu n
anTepHaTUBHM peLlenunsa ca 6e3 JOMbAHUTENHN U OTAENHN
LeHW. Pa3peLLeHNeTo Npv OTCTpaHeH Npobaem wim
anTepHaTMBHO pelleHne fa ce nmMriemeHTupa e Ha EBH EP,
3aLL0TO Bb310XUTENAT noema AOMbJIHUTENHW HCTanaumm,
MMMAeMeHTaLMW vy Apyrv NpoMeHn Ha codptyepa nam
(PYHKUMOHATHOCTUTE My.

14.6.3 ObMsAHa Ha MHOpMaLWs 3a TekyLM pa3paboTku 1
cTatyc: M3MmbHUTENAT NpefocTasa NPOrHo3Ha
MHopMaLMA Ha HeobBbP3BaLLA LieHa NOHe BEAHBX
FOAMLLHO 3@ TeKyLLM TeXHUYECKM 1 (PYHKLIMOHANHN
BBNPOCY, MIAHNPaHW 1 33ABEHN (PYHKLMOHATHOCTM Ha
coTyepa (KaTo NPOMEHM MO TEXHUYECKM TEMU, NINLEH3N,
NIMLA 33 KOHTaKT, COBCTBEHUK U T.H.)

14.7 OTCTpaHABaHe Ha NoBpeAu, OCbLLECTBABAT Ce Ha
MACTO NpW Bb3noxuTtensa nam AMCTaHUMOHHO npu
M3mbnHuTens

14.7.1 KnacudmupmpaHe Ha nopegute

14.7.1.1 Nospepna ot kaTeropua 1 — LleHTpanHata cnctema
He yHKLWOHMPa U/MAN Bb3HMKBAT rpeLlHn AaHHW 1an
CnctemMata 3a OT4HeT He hyHKUMOHMPa nnn PaboTaTa Haw-
Masiko B €AMH MOAYN € HeBb3MOXHa unn OTaeHN
yHKLMKM OT MacoBaTa 06paboTka Ha AaHHK, KOWUTO TpsAbBa
[a 6baaT peanvsnpaHu 6e3 BpeMeBo 3aKkbCHeHme (0T4eT
Ha efleKTPOMeEpW, BKITIOYBAHe Ha eNekTpoMepn 1 Ap.), He
moraT Aa 6bAaT U3BbpLUEHN.

14.7.1.2 MNoBpefa OT KaTeropus 2 - oTAeNHN QyHKLUMN Ha
LleHTpanHaTa cucteMa He paboTaT nam paboTaT rpeLuHo.
HeobxoanmuTe 3a exefHeBHaTa paboTa
(PYHKUMOHANHOCTW He ca UK 0THacTu ca Ha
pa3nosioxeHue. CbLLeCTByBaT aNTePHATUBHM
Bb3MOXHOCTU. PaboTaTa Ha OTAENHM yHKUMK Ha eanH
MOAY/ He e Bb3MOXHa 1 TA Moxe Aa 6be Bb3CTaHOBEHa
CaMo C U3BbHPeLEeH Pasxo[ Ha Bpeme 1 CpefcTsa, npu
KOETO Ce Kacae 3a CbLeCTBEeHa (PYHKLMA OT MOAYNa, KOATO
TpAbBa NOCTOAHHO Aa HbAe 13non3BaHa. He e Bb3MOXHO
[a Ce V3BbpLUKM ya1yra, KosTo TpsabBa He3abaBHO Aa ce
M3BbPLUK 38 OTAENIEH eNEKTPOMEP USIN HE € Bb3MOXHO
He3abaBHO HeoBXOAMMOTO M3roTBAHe Ha oT4eT. PaboTaTta B
edViH MOy UK Ha e[Ha OCHOBHa (PYHKLMA OT Moayna e
CepuO3HO Bb3MPENATCTBaHa, JOKOJSIKOTO OT TOBa €
3acerHara uanata HaIM4YHOCT Ha 6asaTa oT AaHHM.

14.7.1.3 MNoBpepa OT KaTeropus 3 - He paboTAT ONTUMaNHO
efHa Unu noseye yHKLMKN, HO HAMa CEprO3HO
Bb3NpenATCTBaHe Ha AHeBHaTa paboTa.

14.8. BpemeHa Ha peakuma 4 Yaca cnef, permctpupaHe Ha
npobiema ypes cucTeMa 3a CbobLLeHUA Ha M3mbaHuTena n
BpeMe 3a OTCTpaHABaHe Ha npobsiema KakTo cneaga no
Kateropuu:

14.8.1 3a kateropua 1 - cfief, perucTpupaHe ce 3ano4ysa C
naeHTUULMPpaHe Ha NpUYKHaTa 3a nospearta, a
OTCTpaHABaHeTo TpAbBa Aa CTaHe B paMKuTe Hal-KbCHO Ha
OTCTpaHABaHe B paMkmTe Ha pabOTHUA feH, B CyYai, Ye
curHana e peructpupar oo 12:00 Yaca v, ako curHana e
nopmaneH cnen 12:00 vaca, 0o 12:00 Yaca Ha cnedgaLlns
paboTeH aeH. B Penybivka bbarapus.

14.8.2 3a KaTteropua 2 - cief, permcTpupaHe ce 3anoysa C
naeHTUMLMpaHe Ha NpUYKHaTa 3a Nospedarta, a
OTCTpaHsABaHeTO TpAbBa Aa CTaHe B paMKuTe Ha
cnefalunTe Tp paboTHKM AHW B Penybavka Bbarapus.
14.8.3 3a kateropusa 3 - eANH OeH Cnef, pernctpupaHe ce
3amnoYBa C MaeHTUdULMpPaHe Ha NpUYMHaTa 3a NOBPeaaTa,
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troubleshooting must be done within a deadline agreed
between the two parties, but not later than 15 working
days in the Republic of Bulgaria.

14.9 Transmitting the status of troubleshooting must be
assured by the Contractor, the status containg information
on details of troubleshooting within the response time.

14.10 The damage shall be considered removed after
making tests and after the approval of EVN EP.

14.11 The Contractor must provide the following process
for debugging the software:

14.11.1 The Contracting Authority shall send a message
with the required information to the support team
(Helpdesk) indicated by the Contractor for available errors
through communication service/Tickets and/or Hotline for
issues registration. Such message shall contain also the error
class.

14.11.2 The error is logged in the issues registration system
(ticket system) and response shall be returned within the
specified response time.

14.11.3 After finding a solution the Employer shall be
notified and asked to carry out a test in the test system, and
the required documentation shall be sent.

14.11.4 After approval shall be made an installation in the
test system.

14.11.5 Test and confirmation of the decision.

14.11.6 Approval for installation in a productive system.

14.11.7 Installation make in a productive system and official
confirmation. The procedure is carried out in accordance
with the agreed hours for each error class.

14.12. There must be guaranteed assistance in the case of
installations, making a connection to databases, interfaces,
reports, additions, technical problems or errors that have
occurred during the use of the software, etc

14.13. There must be provided documentation for standard
and configured / specific to the software functionalities
according to the current version in use. For each
implementation the Contractor shall provide documentation
about the changes performed in the programming code
prior the installation of the test system.

14.14 The Contractor must notify the Contracting Authority
at least once a year for all committed changes and additions
on components of the central system. The information
should contain at least the date of issue, description of the
functionality, the change request number to the software
and any other changes made, if any. The Contractor shall
provide this information at the latest within 1 calendar
month upon EVN's EP request.

14.15. The option remote control must be possible for the
central system through desktop sharing and VPN
connection through EVN EP network whenever debugging
is needed and/or software updates and upgrades. The
method will be chosen by the Contracting Authority after
contract signing.

14.16 Supply of new program versions
14.16.1 EVN EP must receive information for the availability
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a OTCTPaHABaHETO [ia CTaHe B CPOK [OrOBOPEH MexXy
[iBeTe CTPaHW, He Mo KbCHO OT 15 paboTHW AHW B
Penybnvka Bbnrapus.

14.9. la ce ocurypu npefasaHe Ha CTaTtyca Ha
OTCTpaHABaHe Ha nospefata oT CTpaHa Ha M3nbaHuTens
CbABbPXKALL MHOPMALMA OTHOCHO — AEeTaln 3a
JeNHOCTUTE CBBbP3aHW C OTCTPaHABAHETO Ha MOBPEeAaATa B
paMKuTe Ha BPEMETO 3a peakLus.

14.10 MNoBpefaTa Ce cyMTa 3a OTCTPaHeHa e[, TeCToBe U
NOTBbPXAEeHWe OT CTpaHa Ha EBH EP.

14.11 M3nbnHWTensaT Tpabsa Aa ocurypu ciefHvs npouec
3a OTCTpaHABaHe Ha rpeLlky B codTyepa:

14.11.1 Bb3n0XWTENAT n3npaLla cbobLieHwme ¢
HeobxoaMMmaTa MHOPMaLMa KbM ekuna 3a NoAAPbXKKa
(Helpdesk) nocoueH oT M3nbnHWUTENs, 3a HaM4uMe Ha
rpeLuka ypes cyxba 3a cbobLeHns/Tickets n/mnm
xoTnanH/Hotline 3a perncrpripaHe Ha npobnaemu.
Cb0obLLeHNETO ChbpKa W Knaca rpeLuka.

14.11.2 TpelkaTa Cce BbBeXa B cMCTeMara 3a
perncTpupaHe Ha Npobaemu v ce BpbLLa OTroBop B
ornpefeneHoTo Bpeme 3a peakuys.

14.11.3 Cnepn HamvpaHe Ha pelueHve Bb3noxutensaT bmea
yBeOMEH U1 3an1TaH 3a M3BbpLUBaHE Ha TeCT B TeCToBaTa
CMCTeMa, a Hy>KHaTa [loKyMeHTaumua 61Ba n3nparteHa.
14.11.4 Cnep, opobpeHune ce M3BLPLLBA MHCTaNALUMS B
TecToBaTa cuMcTema.

14.11.5 TecT 1 NOTBBbPXAEHWE 38 OTCTPAaHABAHETO Ha
noBpefaTa OT CTpaHa Ha Bv3noxwurena.

14.11.6 CbrnacysaHe OT CTpaHa Ha M3nbaHnuTeNA 3a
MHCTanauma B NPOAyKTUBHa cUcTeMa C Bb3noxutens, ypes
cnyxbata 3a CcbobLLeHnATa.

14.11.7 N3BbpLuBaHe Ha MHCTanauma ot M3nbanuTens B
NPOAYKTVIBHa CMCTeMa W OPULMANTHO NOTBBbPXXAEHWE.
MpouenypaTa Ce OCbLLECTBABA Cbr1aCHO [OrOBOpEHUTE
4acoBe 3a BCeKW Knac rpeLuka.

14.12. TpsibBa fa 6bae rapaHTMpaHa NOMOLLL B CJly4ai Ha
MHCTanaLmm, oCbLLECTBABaHE Ha Bpb3ka C Ha3u AaHHK,
nHTepency, AoKNaamW, OMbAHEHUA, TEXHNYECKN
npobaemu nau rpeLku, NoABKAM ce No Bpeme Ha
ynoTpeba Ha codTyepa 1 T.H.

14.13 TpabBa pa 6bae NpefocTaBeHa LOKYMeHTaLMA 3a
CTaHOAPTHU 1 KOHDUIYpYpaHu / cneundunyHmn 3a codtyepa
(PyHKUMOHANHOCTW cnopep, TekyLlaTa Bepcus, KOATO e B
ynoTpeba. 3a BCAKa eqHa UMnaemMeHTauma 3nbaxHutens
npefocTasa JOKYMEHTaLUMA 33 U3BbPLUEeHUTe B
nporpamMHuA Kog NPOMeHU npean UHCTaNNPaHeTo B
TecToBaTa cucTema.

14.14. 13nbnHWUTensT TpabBa Aa yBeLomsBa Bb3noxutens
MOHe BeAHBX FOAMULLHO 3@ BCUYKM U3BBbPLLUEHN NPOMEHM 1
JOMbJIHEHNA BbPXY KOMMOHEHTW Ha LieHTpasiHaTa cucTema.
NHopmaumsaTa Tpabsa Aa CbAbpka NOHe AaTa Ha
n30aBaHe, OMMcaHue Ha PYHKLMOHATHOCTTa, HOMepa
M3MCKBaHEe OT CMCTeMaTa 3a CbobLLEeHUA KbM codTyepa U
M3BbPLUEHM APYTrY NPOMEHM B CIy4al Ha Hasv4me Ha
Takna. M3nbnHuTena Tpabea fa npenocTaBu Tasn
MHOPMaLIMA He MO KbCHO OT 1 KaneHaapeH mecel, npu
3asABKa OT CTpaHa Ha EBH EP.

14.15. LleHTpanHaTta cuctema TpabBa Aa MMa Bb3MOXHOCT,
npwv HyX[a OT OTCTPaHsABaHe Ha rpeLukn n/uam coTyepHm
aKTyanmn3aumm 1 HaaCcTpoviKM 3a OTAANeYeH JOCTbN U
KOHTPOJ, 4Ype3 13Mo3BaHe Ha cnofeneH ekpaH (desktop
sharing) n VPN Bpb3ka npe3 EBH EP mpexa. MeToabT Lie
6bae n3bpaH oT Bb3anoxuTens cien NOANMCBAHETO Ha
Zorosopa

14.16. [locTaBka Ha HOBW MPOrpamMHn BePCUN.

14.16.1 EVN EP ga nony4aBa MHpOPMaLWA 3a Hanuume Ha
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of new software versions. HOBW NMPOrpPamHMN BEPCUN.
14.16.2 EVN EP must approve the methods and the time 14.16.2 EVN EP ga cbrnacyBa HauMHUTe 1 BpeMeHaTa 3a
window for installation. MHCTanaums.
14.16.3 New versions must be controlled with antivirus 14.16.3 HoBuTe Bepcum TpsbBa fla Ca KOHTPOJMPAHM C
programs AHTVBMPYCHW Nporpamu
VI. Standards VI. CraHpapTtu
References to relevant standards and other technical /13ncKBaHMATa Ha CbOTBETHUTE TEXHUYECKM CTAaHOAPTV 1
regulations and recommendations to be followed. npenopbky TpsabBa Aa Obhe cnaseHo.
Es gelten die jeweils aktuellsten Fassungen zum Zeitpunkt Es gelten die jeweils aktuellsten Fassungen zum Zeitpunkt
der Erstellung dieses Dokuments. der Erstellung dieses Dokuments.
IEC/ISO IEC/ISO MNpefHa3HaveHne
IEC Publ. Degree of protection provided by [EC Publ. CTeneHu Ha 3allMTa, OCUTYPEHU OT
60529 enclosures (IP-CODE) 60529 obsuBkaTa (IP koa)
ISO Publ. Plastics and ebonite, determination of ISO Publ. 75 | Mnactmacy v e6OHUT, onpeaensHe Ha
75 temperature of deflection under load. TemnepaTypaTa Ha gedopMauus npu
HaTOBapBaHe.
Europe Designation Espor. [penHa3sHaveHne
Standards CTaHOapTV
EN 62052- | Electricity metering equipment (AC) — General | EN 62052- MpOMEHNMBOTOKOBY ypeau 3a
11 Part 11: Metering equipment " N3MepBaHe Ha enekTpuyecka eHeprus.

OBLLUM M3MCKBaHWSA, U3NUTBAHWA 1
yC10BMA Ha U3nuTBaHe. Yact 11: Ypean
3a U3MepBaHe (enekTpomepu)

EN 62053- | Electricity metering equipment (a.c.) — EN 62053- [MPOMEHIMBOTOKOBM YPean 3a
21 Particular requirements — Part 21:Static 21 N3MepBaHe Ha enekTpuyecka eHeprua.
meters for active energy (classes 1 and 2) CneunduryHm n3mnckBaHus. Yact 21:

CTaTUYHW enekTpOMepy 3a akTMBHa
eHeprua (knacose 1 1 2)

EN 62056- | Electricity metering — Data exchange for EN 62056- I3MepBaHe Ha enekTpuyecka eHeprus.
21 meter reading, tariff and load control — 21 OBMeH Ha flaHHW 3a M3MepBaTeHN
Part 21: Direct local data exchange YPeam 3a oT4uTaHe, yrnpaBneHue Ha

Tapudm 1 ToBap. Yact 21: OupekTeH
nlokaneH obMeH Ha AaHHM

EN 62056- | Electricity metering.Data exchange for EN 62056- I3mepBaHe Ha enekTpuyecka eHeprua.
61 meter reading, 61 ObMeH Ha JaHHWTe 3a Nokas3aHWATa Ha
tariff and load control e1eKTpoMepa, ynpaBfeHne Ha
Part 61:0bject identification system (OBIS) TapugwuTe 1 ToBapuTe. Yact 61:
Cucrema 3a naeHTUrKauma Ha obekTu
EN 55011 Industrial, scientific and medical EN 55011 MPOMULLINEHN, HAYYHU Y MeOMLIMHCKA
equipment. Radio-frequency disturbance (MHM) paZno4eCcTOTHM YCTPONCTBA.
characteristics. Limits and methods of XapakTepuUCTKN Ha PagmovecToOTHUTe
measurement ( Basisdocument CISPR 11) CMYLLLABALLIM Bb3AENCTBUA. [paHNYHK

CTOMHOCTU Y METOIM 33
n3mepsaHe(CISPR 11)

EN 55014 Electromagnetic compatibility. EN 55014 EnekTpomMarHuTHa CbBMeCTUMOCT.
Requirements for household appliances, /131cKBaHMA 3a enekTpuYeckn ypeau,
electric tools and similar apparatus eNeKTPUYeCcKn MHCTPYMEHTY 1 NOA0BHN
Emission (Basisdokument CISPR 14) Ha Tax ypenu. (CISPR 14)

EN 62053- | Electricity metering equipment (AC) — EN 62053- [MPOMEHANBOTOKOBM ypean 3a

52 Particular requirements — Part 52: Symbols 52 MN3MepBaHe Ha enekTpuyecka eHeprus.

CneundmryHM n3nckBaHus. Yact 52:
CVMBOAM 3@ MPOMEHMBOTOKOBU

eneKkTpoMepn
EN 61000- | Electromagnetic compatibility (EMC). EN 61000-3- | EnekTpoMarHuTHa ceBmecTuMocT (EMC).
3-2+A2 Limits. Part 3-2 Limits for harmonic current 2+A2 Yact 3: Hopmu. Pasgen 2: Hopmu 3a
emissions M3MbYBAHWA HA XaPMOHUYHN CbCTaBALLM
Ha ToKa
EN 61000- | Electromagnetic compatibility (EMC) - Part EN 61000-4- | EnekTpoMarHuTHa cbBMecTMocT (EMC).
4-4 4-4: Testing and measurement techniques 4 YacT 4-4: MeToau 3a U3NuTBaHe u
- Electrical fast transient/burst immunity n3mepBaHe. N3nuTBaHe Ha yCTOVILIVIBOCT
test (Burst) (Basisdokument IEC 801-4) Ha enekTpuyeckm 6‘bp3 npexofeH

npouec/naket umnyncu (Burst)
(Basisdokument IEC 801-4)
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EN 61000- | Electromagnetic compatibility (EMC) -- Part EN 61000-4- | EnekTpoMarHuTHa cbBMecTUMOCT (EMC).
4-5 4-5: Testing and measurement technigues 5 Yact 4-5: MeToam 3a n3nuTeaHe u
- Surge immunity test (Surge) n3mMepsaHe. M3nmTeBaHe Ha yCTONYMBOCT
Ha OTCKOK
EN 62052- | Alternating current electricity metering EN 62052- [MPOMEHANBOTOKOBM ypean 3a
11 of equipment. General requirements, tests 11 n3gaHue: | M3MepBaHe Ha efleKTpu4ecka eHeprua.
2003-02- and testing conditions. Part 11: Metering 2003-02-12 | OBLLM N3UCKBAHWUA, N3NUTBAHUA 1
12 equipment (electricity meters) yC/I0BMA Ha n3nutBaHe. HYact 11: Ypean
3a U3MepBaHe (enekTpomepu)
EN 62053- | Alternating current electricity metering EN 62053- MpOMEHIMBOTOKOBYM ypeau 3a
21 of equipment. 21 v3gaHne | M3MepBaHe Ha enekTpuYecka eHeprma.
2003-01- Specific requirements. Part 21: Static active 2003-01-28 | CneundunyHn n3ncksaHma. Yact 21:
28 energy CTaTUYHM eneKTpoOMepH 3a aKTVBHA
electricity meters (classes 1 and 2) eHeprua (knacose 1 1 2)
EN 62054~ | Alternating current electricity metering EN 62054- [MPOMEHANBOTOKOBM ypean 3a
21 edition devices. Tariff 21 n3jaHne | M3MepBaHe Ha efeKkTpuyecka eHeprua.
2005-08- and load control Part 21: Specific 2005-08-01 | YnpaBneHwe Ha TapuduTe 1 ToBapa
01 requirements Hact 21: CneunduyHU U3NCKBaHNA KbM
applicable to switching timers MPeBKOYBALLM HaCOBHULN
DIN/DIN- Designation DIN/DIN- MpenHasHayeHne
VDE VDE
Standards Crangaptn
DIN 43859 | Watthour meters for instrument- DIN 43859 EnekTpomepu 3a MHOMPEKTHO
6.77 transformer connection; main dimensions 6.77 CBbp3BaHe, OCHOBHW pa3mMepu 3a
for three-phase meters TprdasHW enekTpomepu
DIN VDE Electronic equipment for use in power DIN VDE EnekTpoHHO obopyAaBaHe 3a
0160 05.88 | installations (with change A1/04.89 and 0160 05.88 | n3non3BaHe B eNeKTpUYeckn
A2/10.88) MHCTanaumn (c npomsHa A1/04.89 v
A2/10.88)
Common Designation 06K MpenHasHaveHue
IEC 13 Reliability requirements for static meters IEC 13 (SEC) | W3nckBaHMA 3@ HaAEeXOHOCT 3a
(SEC) 1022 1022 CTaTUYHWN eNnekTpoMepu
OIML 11 General requirements for measuring OIML 11 OB M3MCKBAHWA 3@ U3MepBaTeNHUTe
instruments ypeau
OIML 12 Fields of use of measuring instruments OIML 12 Obnactn Ha ynoTtpeba Ha
subject to M3MepBaTenHn ypeau, nogiexaiiy Ha
verification npoBepKa
TABLE - STANDARDS TABJINUA - CTAHOAPTA

*MocoveHnTe U3UCKBAHNA Ca NoXXenaTenHW/He3aob/mknTenHu!

C NOANMCBAHETO Ha HacToALMTEe TeXHUYeCkn n3NCKBaHus, 3mbaHUTeNaT FapaHTpa 3a TAXHOTO npuemMare,
CNa3BaHe N TOYHO M3MbJIHEHKE.

Oata ...l MOAMUC N NEYAT: ..o
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