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KbM Mpouenypa Ha LOroBapAHe C NpefBapuTesiHa NnokaHa 3a yvactme/ to negotiated procedure with preliminary

call
Ne 242-EP-18-Cl-Y-3

C NnpeaMeT: M3BbpLUBaHe Ha TeCTOBE 3a CUTYPHOCT Ha eNeKTPOMEpPU 1 KOHLEHTPATOpKW Ha AaHHW /with subject:
Security testing of electrical meters and data concentrators

l. O6wa nHgopmauus
B momeHTa EnekTpopasnpeneneHne tOr EAL
UMa u3rpageHa CucteMa 3a  OUCTaHUMOHHO
OTYNTaHE Ha enekTpoOMepW, BKJIKOYBALLA Hafg
850 000 cpenctsa 3a TbproBCKO M3MepBaHe,
PasnoNoXeHW  Ha  udnata  JIMLEH3MOHHA
TepuTOopUA Ha [pyxecTBoTo.
CuctemaTa e 6asvpaHa Ha KOMyHMKaUMA Mo
3axpaHBawmTe AnHuKM (PLC), KoeTo no3BossBa
MOHTaX Ha KpanHWTe W KOMYHWUKaLMOHHMWTE
ycTpolncTBa 6e3 AOMbHUTENHO ONPOBOASABAHE.
M3non3sat ce S-FSK m Prime mopynaums Ha
CUrHanuTe.
[naBeH npwuoputeT 3a  [pyxectBoto e
CUrYPHOCTTa Ha HdaHHUTE U KOMYHWUKALMOHHUTE
KaHann. Pabotm ce no nopmobpsBaHe Ha
CUrYPHOCTTa, KaKTO MpW BHeLpABaHe Ha HOBW,
Taka W MO Beye BHeOpeHUTe enekTpoMepn U
KOMYHMKaLMOHHO 0bopyaBaHe kbMm CrcTemara.
3a Tasn e HeobxoguMmo ObAAT W3BbBPLIEHU
CbOTBETHUTE TecToBe 33 onpefensHe
CUTYPHOCTTa Ha ropenocoyeHoTo obopyaBaHe.

1. N3BbpLUBaHM TecToBe U aHanus3
Mpean  nNpoBeXOaHeTo  Ha  BCeKM  TeCT,
M3nbaHUTENAT CnegBa  Oa  MNpepocTaBu  Ha
Bb3noxutens nogpobeH nnaH 3a onobpeHve,
KOWTO BKJ11OYBA MUHUMYM cnedHara
MHopMaLumA:
* TectoBuTe cUeHapuM C OMUCaHWe Ha
TeCToBeTe KOUTO Ce M3BbpLUBaT

*  U3nckBaHWA 3a npoBexaHe Ha Tecta —
HeobxoanMM MOCTpY Ha obopyLBaHe U
anapatypa cepBum3eH coTyep, KIto4oBe
n naponn

e Etann Ha npoBexpaHe Ha Tecta W
BpPeEMEBM MepuoAM — Bb3MOXHOCT Mpu
KenaHue Ha Bb3/I0XNTENA 3a
npepoctaBAHe Ha npenBapuTesHu
pesynTatm B 3aBMCMMOCT OT eTana Ha
TectoseTe

*  ALpec 3a KOpecnoHaeHLmMA

e JInua 33 KOHTaKT

. Background information
At the moment Elektrorazpredelenie Yug EAD
has a developed remote metering system of
electric meters, comprising of over 850,000
commerdial metering devices, located
throughout the license territory of the company.
The system is based on power-line
communication (PLC), which allows installation
of the end and communication devices without
additional wiring. S-FSK and Prime modulation of
signals is used.
The main priority for the company is the security
of data and communication channels. There are
constant activities on security improvement both
in the deployment of new and of already
deployed electric meters and communication
equipment of the System.
This is why it is necessary for the equipment
referred above to be carried out the relevant
tests for determining the security it meets.

Il Performed tests and analysis
Before each test the CONTRACTOR should
submit to the CONTRACTING AUTHORITY a
detailed plan for approval, which includes at
least the following information:

» The test scenarios with a description of

the tests which are carried out

* Requirements for the test - needed

samples of equipment and apparatus,
service software, keys and passwords

o Test stages and time periods - option for

provision of preliminary results at the

request of  the  CONTRACTING
AUTHORITY depending on the stage of
the tests

» Correspondence address
» Contact persons



Mpn

Bb3HWKHaJ1a HeobXoaMMOCT,

Bb3noxutensT e npenoctaBu obopynBaHe,
BbpXy KOeTo TpAbBa fAa ObAaT HaNpaBeHu
TEeCTOBE, KaKTO C/1e/Ba:

Oonutun 3a MpeToBapBaHe CbC
C'bO6LLI,eHI/IF| no  KOMYHUKaUMNOHHUTE
KaHan

Oonutun 34 3a4pPpbCTBaHE Ha

KOMYHUKAUMOHHUTE KaHanu Tun DoS
(0TKa3 Ha ycnyraTa) aTaka

CeH30pW 3a CNlefleHe Ha CbCTOAHWETO Ha
efleKTpoMepa Npv MpoBeXAaHeTo Ha
Tecta. [a ce non3Ba wHTepdeic
Pa3INYeH OT NMOANIOXKEHMS Ha TecT.
“Replay attack” aTaka C noBTOpeHMA Ha
NPVXBaHATN KOMYHUKALMOHHN NaKeTU.
DY31YecKo NPOHMKBAHE B YCTPONCTBOTO
TecToBe Janun enekTpomepa e yCTonyns

npu  CMYyLIEHUS  WAM JMnNca Ha
3axpaHBaHe
TecToBe  BbPXy  KPUMNTUPAHETO U

YLOCTOBEPABAHETO Ha KOMYHVKaLMATa
TecToBe BbpXy YAOCTOBEPABAHETO Ha
M3TOYHWKA Ha KOMYHVIKaLMs

TecToBe BbPXY GyHKLMMTE Ha KOHTpOa
Ha [OCTbMa

TecToBe 3a YCTaHOBSABaHe W OAMUTMPaHe
Ha KOMMPOMETMPAHW CbOPBXEHWA

Cnepn NnpoBeXJaHe Ha TeCTOBETE, N3nbnHutenaT
alienBa Oa M3roten M npenocCtaBy OLUEHKa W
dHa/lM3 Ha PNCKOBETE, KaTo:

1.
TectoBaTa

[ane oleHKa Ha pUCKOBETe, MOPOAEHM
OT YCTaHOBEHUTE YSI3BUMOCTU;

[ane oleHKa OTHOCHO BB3MOXHOCTTA
yCTaHOBEHWUTe  puckoBe [Hda  Obaat
NPUNOXEHW OT HelobPOHaMepeHM LA
[a page ouleHKa OTHOCHO HMBOTO Ha
3HaHVA W  KOMMETeHLUMM, KOeTo e
HeoOXOoOMMO 33  U3MBJHEHVETO Ha
OTKPUTUTE PUCKOBE

Ha o606l 1 pasgenn pucKoBeTe Mo
BWUAOBE N KPUTUYHOCT

OGopypBaHe

ycTaHOBKa TpsibBa [Ha e

n3paboTeHa Taka, Ye A3 MO3BOJIABA NOBTAPALLY
ce TecToBe nMpuW YyCTOMYMBa KOHUrypaums,
KOeTO [a fAafile Bb3MOXHOCT 33 PerpecuBHY
TeCToBe Ha NPeaoCTaBeHnTe YCTPONCTBA.
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As necessary, the CONTRACTING AUTHORITY
will provide equipment on which the following
tests should be performed:

Attempts to overload with messages the
communication channels

Attempts to  be  blocked the
communication channels of type DoS
(denial of service) attack

Sensors for monitoring the condition of
the electric meter during the test. To be
used interface different from the tested
one.

"Replay attack" - attack with repetitions
of caught communications packages.
Physical penetration into the device
Tests whether the electric meter s

resistant to disturbances or lack of
power supply
Tests on the encryption and

authentication of communication

Tests on the authentication of the source
of communication

Tests on the functions of access control

Tests for finding and auditing
compromised facilities

After carrying out the tests, the CONTRACTOR
should draw up and provide a risk assessment
and analysis by:

providing assessment of the risks driven
by the established vulnerabilities;

Making assessment on the possibility the
identified risks to be applied by malicious
persons

To give an assessment on the level of
knowledge and competences which is
necessary for the implementation of the
risks found

To summarise and divide the risks by
types and criticality

Equipment

The setups for testing must be constructed
so as to allow repetitive tests at sustainable
configuration, to enable regression tests of the
devices provided.



TectoBata cucTemMa [fa pasnonara ¢
I'Ipe,D,ed)l/lHl/IpaHl/I TeCToBEg, KOMTO Oa Nno3BosABaT

6bp30 M CMCTEMATMYHO  CKaHMpaHe  3a
KOHKPETEH  CMekTbp OT  YA3BUMOCTW MO
CTPYKTYpUpaH HauvH. [a 6bae  Bb3MOXHO

V3BbPLUBAHETO Ha (YHKUMOHASHM TecToBe,
TeCTOBE 3a HeperfiameHTVpaHo MPOHVIKBaHE,
TecToBe 3a CTAabMAHOCT W ycToW4MBa paboTa.
Pesyntatite OT BCMYKM TecToBe TpsbBa [a
6baaT NecHo MHTepnpeTvpaHn. Bcuykin TecToBe
TpAbBa [Ha ca MNoApobHO  AOKYMEHTVpPaHM
CTbMKa Mo CTbMKa, KOETO Aa MO3BOM NECHOTO
VIM MOBTapsHe 1 AeTalnHO pasriexaaHe.
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The test system should have predefined tests
to enable quick and systematic scanning for a
specific range of vulnerabilities in structured way.
To be possible to carry out functional tests, tests
for unauthorised penetration, tests for stability
and sustainable operation. The results of all tests
must be easily interpreted. All tests must be
documented in details step by step, to allow for
their easy repetition and detailed review.



