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TexHunyecka cneuuncdukauyus, UspaHune: 1

Technical Specification, Edition: 1

KbM Mpouenypa Ha LOroBapAHe C NpefBapuTesiHa NnokaHa 3a yvactme/ to negotiated procedure with preliminary

call
Ne 88-EP-18-Cl-Y-3

C NnpeaMeT: M3BbpLUBaHe Ha TeCTOBE 3a CUTYPHOCT Ha eNeKTPOMEpPU 1 KOHLEHTPATOpKW Ha AaHHW /with subject:
Security testing of electrical meters and data concentrators

Kputepuun 3a gponyckaHe

1. KaHgnpaTeT TpsibBa pHa e
M3BbPLMA  yCayrm  C  npeaMeTr 1 obem
NOEHTUYHU UK CXOOHM* C TO3M Ha MOopbYkaTa,
Han-MHOro 3a nocnefHuTe TpW TOAMHW OT
JaTaTa Ha MoJaBaHe Ha 3aABNEHMETO.

*Mopa cxoneH npeamMeT 1 obem fda ce
pa3bupa  nNpegocTaBsHe  Ha  ydlyra  3a
M3BbPLUBAHE Ha TeCTOBE 3a CUIYPHOCT Ha
M3MepBaTenHu ypeaou v anapatypa, nosi3BaHn B
CTpaHu OT EBPONENCKUAT Cbio3 — U3BBPLUEHM He
NO-MaJIKO OT 3 TeCTa Ha CUIypHOCTTa B CUCTEMM
tn ,Smart Grid” wwam ,Smart Metering” 3a
nocnegHnTe 3 roguHu.

MpencraBa ce CNUCBK Ha yCyruTe,
KOUTO Ca WAEHTUYHW UK CXOOHW C npedmeTa
Ha NopbYyKaTa, C MOCOYBAHE Ha CTOMHOCTUTE,
natute " nonyyarenure, 3aeHo C
[OKa3aTeNCTBa 33 W3BbPLUEHUTE [O0CTaBku. B
OMMCaHMETO Ha  [OOCTaBkMTe B CMKUCbKa
KaHOMOATbT MOCOYBA W KOMWYecTBaTa Ha
OOCTaBKuUTE.

- MpY NMOOABAHETO Ha 3aABJIeHME Ce
nonbnea Yact IV, Pasgen B: TexHuyeckn wn
npodgecnmoHanHmn cnocobHoct, T7.16) ot EEAOT;

- MpwW ycnoBuATa Ha yn. 67, an. 5 um
an. 6 ot 301 ce npeacTaBA NOCOYEHUA CMUCHK,
NPUOPY>XXEH OT [0Ka3aTesCTBa 33 WM3BbPLUEHMTE
OOCTaBKM.

2. KanompatsT  TpabBa  Aa
pa3nonara ¢ 6asa (nabopatopus) CbC CNeAHOTO
MUHUMAJTHO TeXHWUYeCcko obopyaBaHe:

* TeCToBW YCTaHOBKM 3a ,Smart
Grid” wmnn ,Smart Metering” ycTpoicTea ¢ G3-
PLC, Prime-PLC, SFSK TUnose KOMyHWKaLMA 1

*  obopynBaHe, KOeTO [fa [AaBa
Bb3MOXHOCT 3a 3G/GPRS TectoBe, TectoBe end-
to-end (0T Kpaw [0 KpaW), BKAOYBALUM LsnaTa
KOMYHMKALMOHHa Bepura OT enekTpomepa, PLC,
3G/GPRS Mpexata OO  cucTemaTta 3a
ynpaefieHWe, C Bb3MOXHW He CaMO TeCTOBM
aTakn BbPXY eNeKTPOMeEpUTe, a BbPXY UAIaTa
KOMYHWKALMOHHA N CUCTEMHA BEpUra.

Criteria for admission

1. The applicant must have rendered
services with subject and volume identical or
similar* with the one of the contract, for the last
three years after the date of submission of the
application at the most.

*As similar subject and volume s
meant provision of a service for testing the
security of metering devices and equipment used
in EU countries — performed not less than 3
security tests in systems of type ,Smart Grid”
and/or ,Smart Metering” for the past 3 years.

To be provided a list with the
services which are identical or similar with the
subject of the contract, by stating the values, the
dates and the recipients, together with
evidences for the performed deliveries. In the
description of the deliveries in the list the
applicant specifies the volume of the deliveries.

- upon submission of an application
is to be completed Part IV, Section C: Technical
and professional abilities, item 1b) of the
European Single Procurement Document;

- under the terms and procedures of
art. 67, para. 5 and para. 6 of the PPA is to be
provided the stated list with attached evidences
for the deliveries made.

2. The applicant must have a base
(laboratory) with the following minimum
technical equipment:

*test installations for ,Smart Grid”
and/or ,Smart Metering” devices with G3-PLC,
Prime-PLC, SFSK communication types and

*equipment which enables 3G/GPRS
tests, end-to-end tests including the whole
communication chain from the electric meter,
PLC, 3G/GPRS network to the management
system, with possible not only test attacks on
the electric meters, but on the overall
communication and system chain.

Equipment should be designed and
able to work with protocols DLMS, GPRS, G3-
PLC, PRIME-PLC, M-Bus, HLDC, SFSK, with



ObopyaBaHeTo Aa e Cb3dafleHo U
CnocobHo aa paboTu ¢ npotokonun DLMS, GPRS,
G3-PLC, PRIME-PLC, M-Bus, HLDC, SFSK, ¢
Bb3MOXHOCT 3a M3c/1eABaHe Ha OOMbJHUTENHN
NPOTOKONM MO HEOOXOAMMOCT.

[JOKYMeHT, C KOWTO Ce [OKa3Ba
CbOTBETCTBMETO C KpUTepUs 3a nonoop:

- NpW NofaBaHe Ha 3asaBleHve ce
nonmbsBa Yact IV, Pa3sgen B: TexHuyeckun u
npodecnoHanHmn cnocobHocT, T7.9) ot EEAON;

- NpwW ycnosuATa Ha yn. 67, an. 5 un
6 ot 30 ce npeacrasa [Lgeksapauuns,
nognuncaHa oT nuueTo/aTa, KOeTO/UTO
NpeacTaBAfiBa y4YacTHMKA 3a WHCTPYMEHTUTE,
CbOPBXEHUATA N TEXHUYECKOTO 0bopyaBaHe B
cepBM3HaTa 6a3a (C NocoyBaHe Ha TOYHUA W
agpec), KouTo Ue 6bAaaT v3non3BaHu  3a
N3MbJIHEHWE Ha NOPbYKATa.

l. O6wa nHgopmauus
B momeHTa EnexTpopasnpeneneHne tOr EAL
UMa u3rpageHa CucteMa 3a  OUCTAHUMOHHO
OTYMTaHe Ha enekTpoMepW, BKJIKOYBALLA Hapg
850 000 cpenctsa 3a TbproBCKO M3MepBaHe,
PasnNoONOXeHW  Ha  UAfnata  JIMLEH3MOHHA
TepuTopUA Ha [pyxecTBoTo.
CuctemaTa e GasvpaHa Ha KOMyHMKaUMA Mo
3axpaHBalmTe nmvHUKM (PLC), KOeTo Mo3BoABa
MOHTaX Ha KpanHWTe W KOMYHWKaLMOHHMWTE
ycTpolncTBa 6e3 OOMbIHUTENHO ONPOBOASABAHE.
M3non3sat ce S-FSK m Prime mogynaums Ha
CUrHanuTe.
[naseH npuoputeT 3a  [pyxecrsoto e
CUrYPHOCTTa Ha HdaHHUTE U KOMYHWUKALUMOHHUTE
KaHann. Pabotm ce no nomobpsBaHe Ha
CUrYPHOCTTa, KakTO MpW BHELPABaHE Ha HOBW,
Taka W MO Beye BHeOpeHUTe enekTpoMepn U
KOMYHMKaLMOHHO 0bopyaBaHe kbMm CrcTemara.
3a Tan e HeobxooMMo 6ObOaT M3BBPLUEHU
CbOTBETHUTE TecToBe 33 onpefensHe
CUTYPHOCTTa Ha ropenocoyeHoTo obopyaBaHe.

1. N3BbpLUBaHM TecToBe U aHanus3
Mpeon  NpoBexOaHeTo  Ha  BCeKM  TeCT,
M3nbaHUTENAT CnegBa  ba  MNpefocTaBu  Ha
Bb3noxutens nogpobeH nnaH 3a ofnobpeHue,
KOWTO BKJIOYBA MUHNMYM aefHaTa
MHopMaumA:

* TectoBuTe cUeHapuM C OMUCaHWe Ha

TeCToBeTE KOUTO Ce M3BbpLUBaT
*  W3nckBaHKWA 3a npoBexpaHe Ha Tecta —
HeobxoAnMM MOCTpK Ha obopyaBaHe U
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possibility to be examined additional protocols,
as necessary.

Document  which  proves
compliance with the selection criteria:

- upon submission of an application
is to be completed Part IV, Section C: Technical
and professional abilities, item 9) of the
European Single Procurement Document;

- under the terms and procedures of
art. 67, para. 5 and para. 6 of the PPA is to be
provided a declaration signed by the person/s
the bidder represents about the tools, the
installations and the technical equipment in the
service base (by specifying the address) which
will be used for the implementation of the
contract

the

. Background information
At the moment Elektrorazpredelenie Yug EAD
has a developed remote metering system of
electric meters, comprising of over 850,000
commerdial metering devices, located
throughout the license territory of the company.
The system is based on power-line
communication (PLC), which allows installation
of the end and communication devices without
additional wiring. S-FSK and Prime modulation of
signals is used.
The main priority for the company is the security
of data and communication channels. There are
constant activities on security improvement both
in the deployment of new and of already
deployed electric meters and communication
equipment of the System.
This is why it is necessary for the equipment
referred above to be carried out the relevant
tests for determining the security it meets.

Il Performed tests and analysis
Before each test the CONTRACTOR should
submit to the CONTRACTING AUTHORITY a
detailed plan for approval, which includes at
least the following information:

» The test scenarios with a description of

the tests which are carried out

* Requirements for the test - needed

samples of equipment and apparatus,
service software, keys and passwords



Mpn

anapatypa cepBum3eH coTyep, KIto4oBe
1 napoan

Etann Ha npoBexpaHe Ha Tecta w
BPEMEBM MEPUOOM — BB3MOXHOCT Mpu
XenaHwe Ha Bb3N10OXUTENA 3a
npenocTaBAHe  Ha npeaBapuTenHu
pesynTati B 3aBMCMMOCT OT eTana Ha
TecToBeTe

ALpec 3a KOpeCnoHaeHLMS

JInua 3a KOHTaKT

Bb3HWKHaJ1a HeobXoAMMOCT,

Bb3noxutensT e npenoctaBu obopynBaHe,
BbpXy KOeTo TpAbBa fAa 6bAaT HaNpaBeHu
TEeCTOBE, KaKTO C/1efBa:

Oonutun 3a MNpeToBapBaHe CbC
C'bO6LLI,eHI/IF| no  KOMYHUKaAUMNOHHUTE
KaHan

Oonutun 34 3a4PpbCTBaHE Ha

KOMYHUKAUMOHHUTE KaHanu Tun DoS
(0TKa3 Ha ycnyraTa) ataka

CeH30pW 3a CNlefleHe Ha CbCTOAHWETO Ha
efleKTpoMepa Npv MpoOBeXAaHeTo Ha
Tecta. [a ce non3Ba WHTepdeic
Pa3INYeH OT NMOANIOXKEHWS Ha TecT.
“Replay attack” aTaka C noBTOpeHMA Ha
NPUXBaHATW KOMYHUKALMOHHW MaKeTu.
DY31MYecKo NPOHMKBAHE B YCTPONCTBOTO
TecToBe Janun enekTpomepa e yCTonyns

npu  CMYyLUEHUS  WAM JMNca Ha
3axpaHBaHe
TecToBe  BbPXy  KPUNTUPAHETO U

YLOCTOBEPABAHETO Ha KOMYHVKaLMATa
TecToBe BbpXy YAOCTOBEPABAHETO Ha
M3TOYHWKA Ha KOMYHVIKaLMs

TecToBe BbPXY (yHKLMMTE Ha KOHTpOa
Ha [OCTbMa

TecToBe 3a YCTaHOBSABAHe WU OAMUTMPaHe
Ha KOMMPOMETMPAHW CbOPBXEHWA

Cnepn NnpoBeXJaHe Ha TeCTOBETE, N3nbnHutenat
aieaBa Oa M3roten M npenocCtaBy OUEHKa W
dHa/lM3 Ha PNCKOBETE, KaTo:

[age oueHKa Ha PUCKOBETE, MOPOAEHM
OT YCTaHOBEHUTE YSI3BUMOCTU;

[ane oueHKa OTHOCHO Bb3MOXHOCTTA
YCTaHOBEHUTE  puckoBe fAa  bGbmaat
MPWOXEHN OT HeQObPOHAMEPEHM NTNLIA
[a nage oueHKka OTHOCHO HUMBOTO Ha
3HAHVS U KOMMETEHUMW, KOEeTo e
HeoOXOAMMO 3@  M3MbJHEHUETO Ha
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Test stages and time periods - option for
provision of preliminary results at the
request of the  CONTRACTING
AUTHORITY depending on the stage of
the tests

Correspondence address

Contact persons

As necessary, the CONTRACTING AUTHORITY
will provide equipment on which the following
tests should be performed:

Attempts to overload with messages the
communication channels

Attempts to  be  blocked the
communication channels of type DoS
(denial of service) attack

Sensors for monitoring the condition of
the electric meter during the test. To be
used interface different from the tested
one.

"Replay attack" - attack with repetitions
of caught communications packages.
Physical penetration into the device
Tests whether the electric meter s

resistant to disturbances or lack of
power supply
Tests on the encryption and

authentication of communication

Tests on the authentication of the source
of communication

Tests on the functions of access control
Tests for finding and auditing
compromised facilities

After carrying out the tests, the CONTRACTOR
should draw up and provide a risk assessment
and analysis by:

providing assessment of the risks driven
by the established vulnerabilities;

Making assessment on the possibility the
identified risks to be applied by malicious
persons

To give an assessment on the level of
knowledge and competences which is
necessary for the implementation of the



OTKPUTUTE PUCKOBE
o [Ja obobum 1 pasgenn pucKoBeTe Mo
BWUAOBE N KPUTUYHOCT

L. OGopypnBaHe

TectoBaTa  ycTaHoBka Tpsbea pga e
n3paboTeHa Taka, Ye [a No3BOABa NOBTAPALLM
ce TecToBe nMpuW YyCTOMYMBa KOHdUrypaums,
KOeTo Aa [afe Bb3MOXHOCT 33 PerpecvBHY
TeCToBe Ha NpeaoCTaBeHnTe YCTPONCTBA.

TecToBaTa cucTemMa [Ha pasnosiara b
npegeuHMpaHn TeCTOBE, KOWUTO Aa NO3BONABAT

6bp30 M CMCTEMATMYHO  CKaHMpaHe  3a
KOHKPETEH  CMekTbp OT  YA3BUMOCTW MO
CTPYKTYpUpaH HauvH. [da 6bhe Bb3MOXHO

M3BBbPLUBAHETO Ha  (DYHKLUMOHANHM  TECTOBE,
TeCTOBe 33 HepernaMeHTUPaHO MPOHWKBAHe,
TecToBe 3a CTabWIHOCT M ycTonuMBa paboTa.
Pe3yntatute OT BCMYKM TecToBe TpsibBa [a
6bAaT NeCHO MHTEPNPETUPaHW. BCuuky TecToBe
TpsabBa [Ja cCa noOpobHO  AOKYMEHTUPaHW
CTbMKa MO CTbMKa, KOETO Aa MO3BOJN JIECHOTO
VM MOBTapsHe ¥ OeTalHO pa3rnexmaHe.
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risks found
e To summarise and divide the risks by
types and criticality

1l. Equipment

The setups for testing must be constructed
so as to allow repetitive tests at sustainable
configuration, to enable regression tests of the
devices provided.

The test system should have predefined tests
to enable quick and systematic scanning for a
specific range of vulnerabilities in structured way.
To be possible to carry out functional tests, tests
for unauthorised penetration, tests for stability
and sustainable operation. The results of all tests
must be easily interpreted. All tests must be
documented in details step by step, to allow for
their easy repetition and detailed review.



