TexHu4yeckn N3NcKBaHuA

no obLLecTBEHa nopbyka Ype3 nybnamnyHo cbcte3aHne Ne 168-EC-20-KK-Y-3 ¢ npegmeT: ,lNpefocTaBsHe Ha
ycnyrn 3a EBH bwarapua EnektpocHabpssaHe EAL oTHocHo: 1. M3npallaHe Ha enekTpoHHW dakTypu;
2.EnexkTpoHeH apxug; 3. M3npallaHe Ha enekTpoHHW NpaTkK”, Npy ciegHuTe yCnoBus:

1. N3nckBaHuA Kbm cpeacTBaTta 3a CUrypHOCT Ha M3MnoJi3BaHaTa oT [locTaBumnKa
uHdpacTpykTypa:
1.1. M31ckBaHMA KbM MpexoBa CTPYKTypa 1 xapayep Ha [ocraBymka:

1.1.1.  PaboTa B K/bCTep. PennankmpaHe Ha JaHHUTE BbpXY CbPBbPU 1 AVCKOBK CUCTEMU B PE3EPBEH LIEHTBP,
KOWTO e CBbP3aH Ype3 ABOWHO NOACUTYPEHO ONTUYHO TPAce C OCHOBHUA LIEHTBHP.

1.1.2.  OHnanH pe3epBaLua Ha faHHWTE

1.1.3.  Peanu3upaHa otaenHa 6asa Tvn Data Warehouse 3a MCTOpUYeCKkn CNpaBkM B CbOTBETCTBME CbC
3aKkoHa 3a C4eTOBOACTBOTO.

1.1.4.  3awmTa OT HenpaBoOMepeH AOCTbM 1 Xakepckn aTaku, Ypes IDS (intrusion detection system) u upes IPS
(Intrusion prevention system), Web Application Firewall

1.1.5.  ExepgHeBeH NbJieH apXvB BbPXy JIEHTOBW ONTUYHN OUMBAMOTEKN.
1.1.6.  OHNaNH MOHUTOPWHT Ype3 VHTerpnpaHa cncteMa 3a HabatoaeHne

2. N3ucKBaHMA KbM CPeCTBa 3a CUFYPHOCT Ha OHMAH nnatdopmara 3a EnekTpoHHa
dakTtypa/npaTtka — NpeacraBaHe (EPM):

2.1.  [loCTbNbT A0 CbpBbpa Ha OHMaWH nnatgopmaTa 3a 06MeH Ha eNIeKTPOHHM haKTypu U
OOKYMEHTMU U1 NPeHacaHEeTo Ha JAaHHWTE OT KMeHTa U 06paTHO Ce OChLIECTBABA MO KPUMTMPAHM KaHanm
npe3 VHTepHET 1 [0 TAX MMAT LOCTbI CaMO OTOPU3MPaHKW 3a TOBa NoTpedbutenu.

2.1.1.  BWCOKO HMBO Ha WmndpoBaHe(noHe sha 256RSA 256 61Ta) Ype3 CbpBbpeH cepTUdUKaT, KOWTO
OCUrypsiBa U aBTEHTUYHOCTTA Ha OHNANH nNnaTdopmMaTa 3a 06MeH Ha eNneKTPOHHU haKTypu U
[OKYMEHTU U1 o 3allMTaBa OT HULLWHT aTaku.

2.1.2.  [JoctbnbT fo oHnaiH nnaTdgopmaTa Ca OCbLLECTBABA CAMO OT OTOPU3VPAHU(PErncTpupaHn)
notpebutenu, kKouto Tpsabea Aa NPefoCTaBAT UME 1 Naposa, KaKTo U eHOKPaTeH KOA 3a AoCTbN. MaponaTta
3aBIIXKUTENHO TPAOBA [la € C BUCOKA CI0XHOCT.

2.2. EnexkTpoHHMTE hakTypu/npaTku v Apyrv GOKYMeHTW NpeacTaBaHN Ype3 oHNnanH nnatcgopmara Ha
V3mbaHUTeNs, HanbAHO [a OTroBapAT Ha U3MCKBaHMATA Ha 3aKOHa 3a €NeKTPOHHWA JOKYMEHT U
e1eKTPOHHNA NoANMC, 3aKoHa 3a CHETOBOACTBOTO W 3akoHa 3a [[1C, v eBponelickaTa AMpekT1Ba
2010/45/EC.

2.3. FapaHTMpaHe Ha aBTEHTUYHOCTTA Ha MPOM3X0a Ha eNeKTPOHHWTE AOKYMEHTU U HeHapyLIMMOCTTa Ha
CbAbpKaHWETO Aa ce NOCTUra Ype3 n3non3saHe Ha Undpos cepTudukaT (kBanmduumpaH enekTpoHeH
noanwuc), TSA(Time Stamp Authority), OCSP(Online Certificate Status Protocol) Banngauus.

3. TexHU4YeCcKn N3NCKBaHNA KbM UHTErpayuaTa Ha OHJIAVH nnachopmaTa 3a o6MeH Ha
€J1IEKTPOHHMN CbaKTpr N AOKYMEHTU:
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3.1. BB3MOXHOCT 33 @aBTOMaTUYHO M PBYHO 3apexaaHe Ha dann ¢ n3gageHute ot [IpyxecTBoTo drakTypu,
ype3 n3rpaxpaHe Ha nHTepdenc Cbe CblecTByBaLlaTa ERP cnctema;

3.2. MpepnocTtasaHe oT LoCTaBYMKa Ha CPeACTBO 3a KOHBepTMPaHe Ha pakTypaTa/npaTkaTa B XML
dopmat 1 nognuceaHeTo u ¢ KanudgmumpaH Enektponen Moanuc(KEM) ;

3.3. OcurypsiBaHe Ha cOBCTBEHA BM3yanM3aLMA Ha JOKYMEHTUTE BbB BIA 1 AM3alH MO M3MCKBaHe Ha
HpyxecTsoTo;

3.4.  OcurypeHa Bb3MOXHOCT 3a M3npalliaHe Ha akTypw/mpaTku Ao NoBeye OT efuH BanugeH e-mail
anpec;

3.5. MHOrokpaTHoO M3npaLlaHe Ha e-mail 13BecTna 4O KAMEHTUTE C MHOPMaLMA 3a Hann4umne Ha
n3pafeHa kbM Tax akTypa/npatka. OcurypsaBaHe Ha Bb3MOXHOCT TEKCTLT Ha M3BeCTMETO Ja e CbrlacyBaH
npeasapuTenHo ¢ JpyecTBOTO 1 OTroBapA Ha HErOBUTE N3WCKBAHUA,

3.6. OcurypsiBaHe Ha 0OpaTHa pasnucka 3a NoslyyYeHa enekTpoHHa akTypa/npaTka(noTBbpXKAaBaHe Ha
noJly4aBaHeTo);
3.7. OcurypeH LeHTbp 3a MOMOLL, Mo TenedoHa 3a [py>xecTBOTO U HEeroBuTe KAMeHTH — 24 vyaca/7 oHn B

ceamuuata/365 aHn B rognHaTa.

3.8.  OcurypsBaHe Ha Bb3MOXHOCT 3a on-line KOMyHVKauys Ha [Jpy>KecTBOTO C HErOBUTE KIIMEHTU.
McTopus Ha KOMyHMKaLMATA 1a OCTaBa KaTo Hepa3fesiHa YacT OT apxvBa;

3.9.  OHnaifH CnpaBky 3a CbCTOSHWETO Ha U3LAeHNTe eNekTPOHHM hakTypu/npaTka — 13BecTeHa,
noflyyeHa, 0CNOpBaHa, HapedeHo nnallaHe, NaaTeHa. Bb3MOXHOCT 3a MoJflyyaBaHe Ha OTYETU KbM BCEKU
NPOW3BOJIHO 1M36paH MOMEHT. Ta3un PYHKLMOHAMHOCT TpAbBa [a e A0CTbMHA 3@ BCUYKM (hakTypu/npaTku B
apxvea

3.10. TapaHTMpaHa CUrypHOCT N HaJeXOHOCT Ha apXvBa, Ype3 TPOWHO pe3epBUpPaHy CbpBbpY U HEFrOBOTO
CbXpaHaBaHe 3a Lenva nsnckyem ot [py>KecTBoTo nepuot;

3.11. [pepocTassHe Ha oT4yeTn B Excel hopmaT No n3nckBaHus Ha Jpy>ecTBoTo;

3.12. BBb3MOXHOCT 3a paboTa, 3apexaaHe Ha pakTypu/npaTku, reHeprpaHe Ha OTYETW OT CTpaHa Ha
adMUHUCTpaTopuTe Ha [pyxecTsoTo 24 Yaca, 7 AHN B cegMunLaTa;

3.13.  Bb3MOXHOCT Npw nonyyaTens enekTpoHHVTe akTypu/npaTki Aa 6baaT LOMbHUTENHO NpenpaLlanHm
KbM APy CIY>KWUTENN B KOMMAHWATA.

3.14. OcurypeHa Bb3MOXHOCT 3a MallaHe Ha NonyYyeHn oT KANeHTUTe Ha JpyXecTBOTO dhakTypu € KapTa U1
ype3 UHTepHET BaHKMpaHe.

3.15. OcurypsiBaHe Ha apxuB 3a KIIMEHTUTE 3a U3BbPLUEHWS JOKYMeHTO0B0POT 3a NnocneaHuTe 10 roanHm
CbIN1AaCHO 3aKOHa 3a CHeTOBOACTBOTO.

3.16. OcurypsBaHe Ha NPEXBBbPJIAHE Ha apXMBa OT akTyaNHWUA OCTaBYMK OT €1eKTPOHHN akTypu/npaTkm B
canmcTemata Ha JoctaBunka.

3.17. Ot cTpaHa Ha KJIMEHTUTE Ha APYKeCTBOTO He TpsbBa Aa Ce MHCTanmnpa LoNbiHUTeNeH codTyep 3a Aa
MMaT 4OCTBbM A0 Mb/IHaTa PYHKLUMOHAIHOCT Ha nopTana 3a enekTpoHHW dakTypu/npatku. 3a Lenta Tpabea
[a ce n3non3ea yeb Hpay3bp € akTyanHn BEPCUSA U HACTPOMKM Ha CUIYPHOCTTa
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4. N3nckBaHua kbm cpopmata Ha XML dannoBete ¢ MeTa faHHM KbM JOKYMEHTUTE

4.1. Cucremarta TpAbBa fa M3M0N3Ba CIeAHUTE MEXAyHapO4HW CTaHdapTV v crneundurkaumm 3a aa ce
rapaHTMpa KopekTHoTO obpaboTBaHe Ha XML dhannoseTe ¢ MHDOpPMaLMS 33 LOKYMEHTUTE!

o http://www.w3.0rg/2000/09/xmldsig#
o http://www.w3.0rg/2001/XMLSchema

5. UT craHpgaptun

5.1. JocTbn A0 MHMOPMAaUMOHHWTE pecypcn Ha EBH Bbnrapws. Mpu BcskakeBy oBCTOATENCTBA, KOraTo Ha
JOCTaByMKa € OCurypeH JOCTbM A0 WMH(OPMAaUMOHHWTE pecypcu Ha EBH Bbarapusa, OTroBOpHOCTTa Ha
[OCTaBYMKa e [ja rapaHTipa, 4e JOCTbMbT My He BOAM A0 NPefOCTaBAHETO Ha LOCTbM Ha HeoTOpM3MpaHu
nnua 0o HAPOpMaLUMOHHUTe pecypc Ha EBH bbnrapus.

5.2. Mayose 3a curypHoCT 1 bngdentn. OT OOCTaBYMKa Ce M3MUCKBA [a M3BBPLUBA KOPEKLMN 1 aKTyaam3aumm
BbB BPb3Ka CbC CTOKUTE WU YyCIyrnTe, KOUTO NpenocTtasda Ha EBH bwarapusa, kakto cnenga:

5.2.1. YcTponcTea 1 codTyep, NpeaocTaBeHn AvpekTHO Ha EBH Bbnrapus. JocTaBYMKBT Lie NpeaocTaBu Ha
EBH Bbirapus BCAKaksBy MOMPaBKM W Apyrv akTyanmsauuu Ha codTyepa wam dbpMyepa 3a CUIypHOCT Ha
cMcTemMarta, W3Mosi3BaHW OT [OCTaByYMKa MpW NPeAoCTaBAHETO Ha CTOKWM W/WAWM YCIyrn, He MO-KbCHO OT
Tpugecer (30) OHWM OT MyckaHeTO My Ha Ma3apa WM Cbr1acHO MNPenopbkuTe Ha AOoCTaByMKa WK
NOAV3MbJIHUTENA Ha JOCTaBYMKa.

5.2.2. BbTpellHn CncTeMmn 1 yaiyrm Ha AOCTaBYMKa, HEODXOAMMM 33 U3MbIHEHWE Ha 3a0b/IKeHUATa CM KbM
EBH Bbarapusa. JoCTaBYMKBT PeAOBHO LLe Npuara Kpbhku 3a CUrypHOCT M YHKLMOHANHK akTyanmu3aumm Ha
CBOS BbTPELLEH CUCTEMeH coTyep 1 hbpmyep.

5.3. Cna3saHe Ha NPWIOXMMUTE 3aKOHU U [OOPU MPaKTUKK. [JOCTaBYMKBT Ce CbryiacsiBa Aa Cra3sa BCUYKM
NPUNOXUMUN ABPXKABHU U MEXAYHAaPOLHWU 3aKOHW, KakTo WU LOOpUTE UHAYCTPUAIHW NPaKTUKK, PerynnpaLim
cbbrpaHeTo, AOCTbMA, W3MOM3BAHETO, PA3KPWMBAHETO, OMA3BAHETO W YHULLOXABAHETO Ha 3aluMTeHa
nHopmaums.

5.4. CraHpapT 3a 3awmrta. JJoCTaBYMKBT Ce Cbrfiacdsa Aa 3allMTaBa MOBEPUTENIHOCTTa M CUTYPHOCTTa Ha
HenybnyHaTa MHOPMaLMs B CbOTBETCTBME C BCUYKM MPUNOXMMU 3aKOHW U pa3nopeabu. JoCTaBumKbT e
npwunara, MOAAbPXA W M3MOM3Ba MNOAXOAALIM AOMUHUCTPATUBHK, TEXHWYeCKW u dU3ndeckn Mepku 3a
CUTYPHOCT, 33 4a 3anasn NOBepUTENHOCTTa, LLeNoCTTa M HAIMYHOCTTa Ha HenybanyHaTa nHopmMaums.

5.5. CTaHAapTV 3a MHPOPMaALIMOHHA CUrYPHOCT. JOCTaBYMKBLT nprema, Ye EBH bbarapusa e onbxeH Aa cnassa
CTaHAapTWTe 3a MHAOPMALMOHHA CUIYPHOCT 33 3alluMTa Ha MHMOPMaLMATa, KakTO Ce W3MCKBA OT 3aKOHa,
perynaummnTe n perynatopHuTe Hacoku, KakTo 1 OT Mporpamara 3a BbTpellHa curypHocT Ha EBH bbrrapus 3a
3alMTa Ha MHopMaLmaATa U CUCTeMuTE.

5.6. [JoknagBaHe Mnpy HapyleHus. [oCTaBuMKbT Lie AOK/IaABa 3a BCAKO MOTBBPAEHO WM MOLO3MPaHO
HapyLLleHWe Ha EBH Bbirapus BegHara cef oTKprBaHeTo My. [LoKnagbT Ha [OCTaBYMKaA Le uaeHTuduumpa:
eCTeCTBOTO Ha HEOTOpM3MpaHUs AOCTbM, NNLETO(), KOETO € W3MOM3Bano, Pas3kpuio v /Mnu e nosyduno
HenybnnyHa uHbopMaums (ako e M3BEeCTHa), KakBO e M3BbpLUMA UK Lie n3Bbplwy. Kakeo e npennpven
[lOCTaBYMKa, 33 [a CMeK4M BpefHUs edeKkT OT HeoTopW3vpaH LOCTbM U KaksBW KOPUrMpaLlyM AencTBUs e
npeanpuen wam Lie npeanpuemMe, 3a Aa NpeaoTspaT 6baello Hepa3pelleH A0CTb. B clyyait Ha CbMHeHue
33 HapyLUeHWe, JOCTaBYMKbT pPefoBHO Lie MHhopMmypa EBH Bbarapvs 3a Hanpeabka Ha CBOETO pa3ciefsaHe
IO PeLLABAHETO My.
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5.7. KoopamHauma Ha AeNHOCTUTE 3a pearnpaHe npu HapylleHna. JoCTaBunKbT Lwe CbTPYOHUYM U3LANO Ha
pa3cienBaHeTo Ha EBH bbrirapna BbB Bpb3ka C BCAKO HapyLLEHWe, BKIOYBALLIO OOCTaBYMKa W/WUK yCayruTe,
BK/IOYUTENHO, HO He CaMo, NMPefoCTaBAHETO Ha CBUAETENN W LOKYMEHTW, He3abaBHO Cnep AoknadBaHe Ha
[OCTaB4MKa 3a HapyLleHneTo. [TbAHOTO CbTPYAHUYECTBO Ha JOCTaBYMKa Le BK/OYBa, HO He ce orpaH14aBa
[0 [JoCTaByumKa:

5.7.1 He3abaBHO 3ana3BaHe Ha BCMYKM MOTEHUMANHW [OKa3aTeNcTBa, CBbp3aHW C HapyLleHWeTo W
OTCTpaHsBaHe Ha HapyLLeHWEeTOo, BeAHara LWoM 0bCToATeNcTBaTa no3BossBaT ToBa

5.7.2 bbp30 noco4saHe Ha NnLe 3@ KOHTaKT, KbM KoeTo EBH Bbnrapua we Hacoysa 3anuTeaHuATa , 1 nuue ot
CTpaHa Ha AOCTaBYMKa, KOETO e OTroBapA Ha 3anuteaHuATa Ha EBH Buarapus;

5.7.3. o KonKoTO O6bp30 N03B0/ABAT 0OCTOATENCTBATA, NPUIaraHe Ha NMOAXOLALLM pecypcu 3a OTCTpaHsBaHe
Ha HapylleHWeTo, pasciedBaHe, OOKYMEHTMPaHE, Bb3CTaHOBABAHE Ha yCnyrute cnopep ykasaHuAta Ha EBH
Bbarapua n npeanpremMare Ha NOOXOAALLN OENCTBUA 33 pearnpaqe

5.7.4 MpepocTaBaHe Ha AOKa[AM 3a CbCTOAHMETO Ha EBH Bbarapmsa OTHOCHO fenHoCTUTe 3a pearnpaHe npu
HapyLLeHuna, Ha exedHeBHa 06a3a, uin Ha ogobpeHa oT EBH brnrapua vectoTa;

5.7.5. TapaHTupaHe, 4e KBanM@UUMPaHMA MepCoHan Ha [OCTaByMKa Lle e Ha Pa3mnosoXeHue B KPaTKu
CPOKOBE, aKo e HeobxoAMMO da y4acTBa B CpeLy W/Man KOH(EPEHTHU pa3roBopu, WHUUMMpaHu oT EBH
bbarapva oTHOCHO HapyLLEeHKETO.

B ciyvan, Ye HaMMeHOBaHWE WM YacT OT HAaWMeHOBaHVe CbBMaga C KOHKPEeTeH CTaHZapT, cneumdukaums,
TexHMYecka OLeHKa, TeXHWYecko, 0f0OpeHne, TeXHMYECKN eTanoH U MOAES, WM3TOYHUK, Mpouec, Tbproecka
MapkKa, NaTeHT, TUM, NPou3Xon Un NPON3BOACTBO, Aa Ce NPUeMa, Ye Bb3NOXMUTENAT e NOCTaBUl U3UCKBAHETO
"Wn ekBuBaneHT".
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