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TexHuuecka cneundukauma, UspaHue: 1

Technical Specification, Edition: 1

KbM Npouedypa Ha JorosapaHe C NpeaBapwWTenHa nokaHa 3a ydactne/ to negotiated procedure with preliminary

call
Ne 242-EP-18-ClI-Y-3

C NpeaMeT: U3BbpLUBaHe Ha TECTOBE 33 CUMYPHOCT Ha EIEKTPOMEPW U KOHUEHTPATOPKW Ha AaHHM /with subject:

Security testing of electrical meters and data concentrators

1. O6wa nHdopmaymna
B MomeHTa EnexkTpopasnpepeneHue HOr EAL
uMma wmarpageHa CucreMa 33 OUCTAHUMOHHO
OTYUTaHe Ha eyleKTPOMEpPM, BKIOYBAlLA Haf,
850 000 cpencrsa 3a TbproBCKO W3MepBaHe,
pa3noSiokeHn Ha  UAjata  JIMUEH3MOHHA
TePUTOPWA Ha ApyXecTBOTO.
CuctemMata e BasvpaHa Ha KOMyHWKauus Mo
3axpaHBawmTe AuHWM (PLC), KoeTo no3sonABa
MOHTaX Ha KpaWHWTE U KOMYHWKALUOHHUTE
ycTpolicTBa H6e3 LONbAHUTENHO ONPOBOASABAHE.
M3nonssat ce S-FSK wn Prime mopynauma Ha
CUrHanuTe.
fnaseH npuoputeT 3a [dpyxectBoto e
CUTYPHOCTTA Ha A2HHWATE U KOMYHUKALMOHHUTE
KaHanu. Pabotm ce no nogobpsBaHe Ha
CUTYPHOCTTa, KakTo MPW BHEOPABaHE Ha HOBW,
Taka W Mo Bevye BHELPeHWTe enekTpoMepn U
KOMYyHWKaLnoHHo obopyasaHe kbM CucTemata.
3a Tasnm e HeobxoguMo 6BbaaT M3BBLPLUEHW
CbOTBETHUTE  TecToBe 33 ornpefensHe
CUrypHOCTTa Ha ropenocoyeHoTo obopyLBaHeE.

I WsebplLuBaHU TecTOBe M aHanu3
Mpean npoBexgaHeTo Ha  BCEKM  TecT,
M3MbaHWTenaT cnegsa da MNpegocTaBv  Ha
Bb3noxutena noppobeH nnaH 3a onobpeHnue,
KOWTO BK/lO4BA MUHUMYM alegHaTa
nHopMaLus:
e TeCToBWTE CLEHapUM C OMNUCaHWe Ha
TecToBeTe KOUTO Ce U3BbPLUBAT

®  VI3UCKBaHWA 33 NpoBeXfdaHe Ha TecTa —
HeobBxoaMMKM MOCTpU Ha oBopyaBaHe u
anapatypa cepBum3eH codiTyep, KJOHOBE
¥ naponu
e FTanu Ha npoBexjaHe Ha TecTa wu
BPEMEBM MEpUMOLM — Bb3MOXHOCT Mpw
XenaHve  Ha  Bb3JIOXKUTENA 33
npegoctaBaHe  Ha npensapuTentu
pesyTatM B 3aBWCMMOCT COT eTana Ha
TecToBeTe

e Agfpec 3a KOpeCnoHAeHumA

e JIMLa 3@ KQHTaKT

I Background information
At the moment Elektrorazpredelenie Yug EAD
has a developed remote metering system of
electric meters, comprising of over 850,000
commercial  metering  devices,  located
throughout the license territory of the company.
The system is based on power-line
communication (PLC), which allows installation
of the end and communication devices without
additional wiring. S-FSK and Prime modulation of
signals is used.
The main priority for the company is the security
of data and communication channels. There are
constant activities on security improvement both
in the deployment of new and of already
deployed electric meters and communication
equipment of the System.
This is why it is necessary for the equipment
referred above to be carried out the relevant
tests for determining the security it meets.

Il Performed tests and analysis
Before each test the CONTRACTOR should
submit to the CONTRACTING AUTHCRITY a
detailed plan for approval, which includes at
least the following information:

e The test scenarios with a description of

the tests which are carried out

e Reqguirements for the test - needed

samples of equipment and apparatus,
service software, keys and passwords

e Test stages and time periods - option for

provision of preliminary results at the

request of the  CONTRACTING
AUTHORITY depending on the stage of
the tests

e (orrespondence address
e (Contact persons
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TecToBaTa cCuCTeMa [Ja pasnonara ¢
npepeduHUpaHX TeCToBE, KOWTO Aa NO3BONABAT
B6BP30 M CUCTEMATUYHO  CKaHWpaHe 3a
KOHKpEeTeH  CneKTbp OT  YA3BUMOCTU MO
CTPYKTYpUpaH HaumH. [La 6bOe  Bb3MOXHO
13BbpLUBAHETO Ha (DyHKLMOHANHW  TecToBe,
TeCTOBE 33 HepernameHTVpaHo MPOHWKBaHe,
TecToBe 33 CTabWiHOCT W ycToWumBa paboTa.
Pesyntatmte OT BCWYKM TecTose TpADBa nOa
6bOaT NecHo MHTepnpeTUpaHun. BcuykM TecTose
TpaGBa pa ca noppobHO  DOKYMEHTUPaHW
CTbfKa MO CTbMKa, KOETO A3 MO3BOJW JIECHOTO
MM MOBTapAHe U AeTalHO pasryiexaaHe.
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The test system should have predefined tests
to enable quick and systematic scanning for a
specific range of vulnerabilities in structured way.
To be possible to carry out functional tests, tests
for unauthorised penetration, tests for stability
and sustainable operation. The results of all tests
must be easily interpreted. All tests must be
documented in details step by step, to allow for
their easy repetition and detailed review.
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TEXHWYECKO NPEANOXXEHWNE/ TECHNICAL PROPOSAL

owBy; Arkossa Smart Solutions, SL  (ESB90048539)

(HaumenoBanue Ha yuacmuuxa)/ (name of the tenderer)

C npeacTaBAHeTO Ha Hawara ogepTa 3aABABaME JKENaHWETO CU fa yYacTBame B obasenara or
BL3A0KUTeNnA obilecTBEHa NOpbYKa Ypes Npouenypa Ha [OTOBapAHe C NMpeABapWUTenHa NokaHa 3a
yyactue N2 242-EP-18-Cl-Y-3 ¢ npegmer: ,WU3pbplibaHe Ha TecToBe 3a CUIYPHOCT Ha eneKkTpomepun n
KOHUEHTPaTOpPU Ha OaHHN, NPY CNeqHUATE YCUIOBUA:

By submitting our offer, we hereby dedlare our interest to participate in a public procurement for awarding a contract
by procedure for negatiation with a prior Invitation to participate No. 242-EP-18-CI-Y-3 with subject: "Security testing
of electrical meters and data concentrators”, under the following conditions:

M#AcTOT0 3a M3MbHeHWe Ha nopbykara/Place of performance:
. ARKOSSA'S LAR:.C/Solano,. 5.-. P.)..Los Vientas. 41807. Espartinas (Seville). Spain.........

MakcMManeH CpoK 3a W3NbAHEHUE Ha BCAKA OT/ieNHa 3afBKa NO JOrosopa e: - (Ho He mo-
abILr o1 56) KaneHAAPHU AHW, CJlef] 3aABKA WIBLPIIBAHE HA TECT W NONYYaBaHe Ha NOTEbPX/EHWe 3a
noayveHo/-u o6opyaBaHe/-us.

Maximum period for implementation of each individual order under the contract is: ....96. ... (but not longer than
56) calendar days after a requested test and received confirmation of received equipment

Hexnapupame, ye U2BLPLIBIHUTE OT HAC TECTOBE LUE OTrOBapAT M3LAO Ha 3a/0XKeHUTe B AOKYMEHT
TexHuuecka cneundukauyws, Uspanue: 1. Kato AOKAATENCTBO NpWiaraMme paanvcaH nogpo6eH nnax, B
KOUTO €a ONUCAHU CTLNKHUTE/AEAHOCTMTE, KacaellM NPOBEXKAAHETO Ha ,Smart Grid” w/unu ~Smart Me-
tering” recroBe npu S-FSK u Prime Moaynauua Ha curHaauTe!

We hereby declare that the tests we perform will fully meet the specification set out in the document Technical Speci-
fication, Edition: 1. As a proof please find attached a detailed plan in which are described the steps/activities concern-
ing the conduct of *Smart Grid" and/or "Smart Metering* tests with S-FSK and Prime modulation of the signals'

fexnapnpame, Ye cve zanozHaTh ¢ yCIOBUATA 33 y4acThe B ofABeHaTa oT Bac npolueAypa Ha 4orosa-
pAHe C NpeasapuTENHa NOKaHa 3a yyacThe.

We hereby declare that we are aware of the conditions for participation in the negotiated procedure with preliminary
call announced by you.

fleknapupame, Ye cMe 3ano3HaT U NPMeMame YUIOBMATA B CIEHNTE JOKYMEHTH: TeXHHYecKa creyu-
¢ukaLus, Mzpanmue 1, O6LM YCNOBUA Ha 3aKynyBaHe Ha ApYXKecTBaTa oT rpynara EVN, Knayaa 3a co-
uuanHa OTrOBOPHOCT Ha ApY)KecTBaTa OT rpynara Ha EVN.

We declars that we are familiar with and accept the terms and conditions in the folloewing decuments; Technical spec-
ification, Editlon 1, General terms and conditions for purchase of the companies of EVN group, social responsibility
clause of the companles of EVN group.

! YNaCTHWKET e [STbXeH Ha NpWIOXW pasnicaH MORPOGEH MNaM, B KOWTO Ca OMACEHM CTHIKUTE/NEMHOCTUTE, Kacaelu
NpoBexJiaHeTo Ha ,Smart Grid” wiumm ,Smart Metering” Tectose npu S-FSK u Prime Mofynauma Ha curHanute, B cnyyai ue
MNNaHLT He & MPUNoXeH KuM TeXHUHECKOTO MpefnoXeHue, To y4acTHUKLT e Bhge oTcrpaHeH OT no-HaTaTullHo yyactie B
obliecTBeHaTa nopeyka. The tenderer must apply detailed plan In which are described the steps/activities concerning the conduct
of “Smart Grid* and/or “Smart Metering" tests with S-FSK and Prime modulation of the signals. If the pfan is not attachied to the
Technical Proposal, the tenderer will be excluded from further participation in the public procurement.
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3anosHaTh cme ¢ NpoekTa Ha [OroEop, NPUEMaMe To M aKo Gbaem onpefeneHu 3a U3MbAHWTEN, e
CK/IIOYUM 10rOBOP B 3AKOHOYCTaHOBEHWA CPOK.

We are familiar with and accept the draft contract and if selected as a contractor will proceed to sign a contract within
the deadline laid down by law.

Heknapupame, 4e e CKNIOYUMM NMUCMEH AOroBOP, KOWTO BIUIIOYBA BCUYKMU NPeaNioXKeHuA OT odiepTara
HH,
We declare that we will conclude a contract in written, induding all proposals from our bid,

Hue cMe cbrnacHu aa ce NpuRbPXKaMe KbM HaNpPaBeHoTo TeXHUYECKO NPesIoXKeHHe 3a C€poK ot 90 grn
OT AATaTa, KOATO € NocovueHa B oGABaTa 3a aTa Ha nonyyasaHe Ha ohepTaTa.

We agree to adhere to this technical proposal for a period of 90 days from the date specified in the call as a date for
submission of the bid.

Arkossa Smart Solutions, SL (ESB90048539)

Oata/Date....09.07.2018 YYACTHUK/ TENDERER: Luis Otero Martinez (CEO)
(nognuc v nevat)/ (signature and stamp)
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