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OTHOCHO: MokaHa 3a npegocTasAHe Ha odepTa
Subject: Invitation for provision of a tender

YBaxaema/u r-H/r-wo Mustafa Sanlituerk,

EBH Bbnrapua Enexktpopasnpegenenue EAL, B
Ka4ecTBOTO CH HA Bb3noxuUTEN BBB Bpb3Ka € npoueaypa
Ha AOroBapsHe C NpeaBapuTeNHa NOKaHa 3a yyacTue Ne
241-EP-HM-0-3 c npeameT , JloCTaBKa, UHCTaNaUmA,
NyCKaHe B €KCNA0aTaums, NoAApbIKKA, KEeNaHU MPOMEHH,
obyyeHua v pa3paboTkv OT Bb3anoxuTtens Ha TecTosa u
npogykTneHa 6a3a Ha "Cucrema 3a AUCTAHLMOHHO
OT4YUTEHE Ha enekTpomepu" No cucTema 3a
npeasaputened nogbop Ne C-14-HM-A1-123 ¢ npeamer
»dOCTaBKa, MHCTaNALUMA, NyCKaHE B €KCNA0aTaLms,
NoAAPbIKKA, MenaHn npomeHn, obyueHus n paspaboTku
ot Bb3anomutens Ha "Cuctema 3a AUCTaHUMOHHO OTYMTaHe
Ha enekTpomepun”, obsseHa B AON ¢ npenucka 00143-
2014-0044, Bn kaHu fa yyacTBaTe B AOTOBapAHe, KaTo 33
uenTa npeasoxute Bawarta opepra 3a AOCTaBKa N0
uMTUpaHaTta no rope npoueaypa no KoAMYecTea U TUINOBE,
CbIIaCHO NMPUNCKEHUATA KbM HAaCTOALLATA NOKaHa.

Hepasgenna vact ot odepraTa ca BCMUKM U3bpoeHm
npuaoKeHna kbm obpaseua Ha ,HadasnHa odepTa”, KOUTO
3a0bmknTenHo TpAbGBa Aa Ca KOPEKTHO NOMbJAHEHM,
noanvucaHu M nogneyaTaHun oT Bawa cTpaHa.

1. ®PUHAHCOBO NPeANOKEHNE Ha YHACTHUKA;

2. TexHMYeCcKU N3MCKBAHMS KbM CUCTEMaA 33
npegpapuTeneH nogbop Ne C-14-HM-1-123,

3. MNpoekT Ha AOroBOP KbM CMCTEMA 33 NpeaBapuTeseH
noabop Ne C-14-HM-[1-123,

4. N3ncksaHMA Ha y4acTHWKa Ha XapTUeH HocuTen
OTHOCHO xapgyepHaTa MHpPaCTPYKTYpHa KOH$UIypauus
Ha Cucremara (Ha KakBU U3MCKBaHUA TpAGBa 4a OTroBapAT
CbpBbPUTE KbAETO LLe Ce MHCTanupa codTyepa Ha
Cucremata) cbrnacHo 1.V.13. ot AoKymeHTa TexHMUYeckm
M3UCKBaAHMA KbMm CMCTEMATa 3a npeaBapuTteneH nogbop Ne
C-14-HM-1-123, kbaeTo Bb3/10XKUTENA € NOCOYUA AdHHH
3a codTyep, CbBMECTUMOCT 1 Apyru.

Bceku eauH copBbp TpAbBa Aa € C apxuTeKTypa X86.
M3nbnHuTenaT Tpabea ga NpeaocTasy CbpBbpHaTa
TOMONOIMA Ha TeCTOBaTa M NPOAYKTUBHATA LEHTPaHA
CUCTEMA, KAKTO U 33 BCEKU CbpPBBP NOOTAELNHO TpabBea aa e
NOCOYEHO:

a) mMHUMManeH 6poii NnpouecopHU AAPa;

b) MMHMManeH pa3mep Ha onepaTMBHaTa nameT

C) MMHUMA/IHO IOKANHO AUCKOBO NPOCTPAHCTBO

d) AMCKOBO NPOCTPAHCTBO OT BbHLWIEH CTOPUAM Macus,
npe3eHTUpPaH Ha CbOTBETHUA CbPEBLP (aKo e Heobxoanmo)
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SAGEMCOM ENERGY & TELECOM SAS
Papenreye 65,
22453 Hamburg,

Ha BHMMmaHuneTo Ha_Attention:
Mustafa Sanlituerk

Dear Sir/Madam Mustafa Sanlituerk,

EVN Bulgaria Electric Power Supply EAD in its capacity of
the Contracting Authority in connection with a procedure
of negotiations by a preliminary invitation for participation
No 241-EP-HM-A-3 with subject-matter ,Supply,
installation, commissioning, maintenance, desired
changes, trainings and developments by the Contracting
Authority of a test and productive base of a "System for
Remote Reporting of Smart Meters" in conformity with a
system for preliminary selection No C-14-HM-A1-123 with
subject-matter ,Supply, installation, commissioning,
maintenance, desired changes, trainings and
developments by the Contracting Authority of a "System
for Remote Reporting of Smart Meters" announced in the
Public Procurement Agency by correspondence 00143-
2014-0044, invites you herein to participate in negotiation,
offering for the purpose your tender for supply under the
procedure quoted hereinabove per quantities and types in
conformity with the Attachments to this Invitation.

All the enumerated Attachments to the “Initial Tender”,
which should obligatorily be correctly filled up, signed and
sealed on your part, shall constitute an integral part of the
initial tender.

1. Financial proposal;

2. Technical requirements to the preliminary system Ne
C-14-HM-[1-123;

3. Project of the contract to the preliminary system Ne
C-14-HM--123;

4. Requirements of the participant in hard copy about
hardware infrastructure configuration of the System (what
requirements must comply servers where will be installed
the System software) according point V.13. from
document Technical requirements to qualification system
Ne C-14-HM-123-A1, where the contracting authority has
specified data for software compatibility and other;

Each server must have a x86 architecture.

The Contractor must provide the server topology for
test and productive central system as well as for each
server individually must indicate:

a) a minimum number of processor cores;

b) the minimum amount of RAM

¢) minimum local disk space

d) the disk space of external storage array, presenting the

relevant server (if necessary) /



€) TuN Ha mpexoBuTe nHTepdencu

f) Bepcusa Ha onepauMOHHaTa cUCTEMa.

KaKTo 1 Apyrn HEONMCaHW TEXHUYECKW OETaNAN,
Kacaeluy BUCOKO HadewaHaTa apxuTekTyparta (Hanpumep
KAbcTepupane)

5. MocTpa Ha Cuctemara,

Kbm odepra Tpabea na 6bae npeacraBeHa MocTpa Ha
cucTemaTta, OTroBapALLa Ha ONMMCcaHUTe No-A0Ny
W3U1CKBaHHA.

Bcayyaid, ye 6baeTe n3bpaH 3a M3nbaAHUTEN
npeacTaBeHaTa oT Bac MocTpa Ha cuctema uie 6bae
M3NpaTeHa 3a M3BbPLWBaHE Ha IT ceKlopuTyh TecT. B cnyyall
ye He 6baeTe M36paH 3a U3NBIHUTEN NpeAcTaBeHaTa
MOCTPa Ha cucTemalle Bu 6bae BbpHaTta go 30 AHKM cnel
CK/IIOYBAHETO HA 40roBop ¢ M36paHUA 3@ U3MbAHUTEN
Y4aCTHUK. BCUYKM NPUNOKEHMA KbM ,HavanHaTa odepTa”,
KaKTO M MOCTpMUTECE M3Npawar ¢ odpepraTta, KoATO TpAbBa
A € BaAuaHa MMHMmMym 90 KaneHZapHU 4HW, CHUTAHO OT
paTtaTa Ha HeMHOTO NoaaBaHe.

Ha ocHoBaHwne Yn. 142. (2) Bb3nowntenar: 1) He nancksa
odepraTa aa 6vae npeacraseHa nog dopmarta Ha
€/IeKTPOHEH KaTa/or, UK 43 BKAIOUYBA €/IEKTPOHEH
KaTtanor; 2). He npeAsmxaa NpoBeXaaHe Ha eNIEKTPOHEH
Tbpr NPU onpegenfHe Ha U3NbJAHUTeN

B3emaiiku nog BHUMaHUE ONUCaHUTE YCN0BUA, Buxme
Henanu Aa NoNYYUM B HaANWCaH, 3aneyaTaHa U
Henpo3payHa OnakoBKa ¢ Haanuc "HavanHa odepTa 3a
yuyactue B npoueaypa Ha AOroBapaHe ¢ npesBapuTenHa
fOKaHa 3a yyactue Ne 241-EP-HM-A1-3 ¢ npeamer:
»L0CTaBKa, MHCTaNnaLmA, NyckaHe B €KCNNOATALUA,
NOAOPBIKKA, ENAHU NPOMEHK, 06yUeHnA 1 pa3paboTku
OT Bb3/IOXKUTENA HA TEKCTOBA M NpoAyKTUBHA ,CucTema 3a
AUCTAaHUUOHHO OTYMTaHE HA enekTpomepun””, Bawara
odepTa € BCMUKU NPUNOKEHMA KbM HERA, HE NO-KBbCHO OT
16:00 yaca Ha 14.05.2016r., Ha agpec: "EBH Bbarapus
Enektpopa3npeaeneHue EAQL", rp. Nnosaus 4000, yA.
»Xpucro . flaHoe” Ne37, crasa 110 - “"[enosoacteo", Ha
BHUMaHuMeTo Ha CE-boHuo leoprues.

3aceaHMeTO Ha KOMUCUATA 32 OTBAPAHETO Ha odepTuTe
M NPOBeXaaHeTOo Ha Kpebuii 3a onpeaenAHe Ha
nopeaHoCcTTa Ha A0roBapsAHe ¢ Noganute opepTu
y4yactHuumTe, we 6vae ot 9:30 yaca Ha 16.05.2016 1., Ha
agpec: "EBH bvarapus Enexrpopasnpegenedue EAL", rp.
Mnosgus 4000, yn. ,Xpucto I. faHos” N237, ctas 105

Ha 3acefaH1eTo 3a OTBapAHe HA 0ePTUTE, KOMUCHUATA
upes Xpebuii, we onpegeny NOPeAHOCTTa HA NPOBEXAaHe
Ha NperoBopMTe C LONYCHAaTUTE A0 TO3U €Tan Y4aCTHULM.

Ha 3aceganmnerto 3a oTBapsAHe Ha 0depTUTe 1 33
onpeaensHe NOpPeaHOCTTa Ha NPeroBopuTe, MoraT 4a
NPUCHCTBAT y4acTHULUTE B NpOUeaypaTa Uan TEXHU
YMbJIHOMOLUEHK NPEACTaBUTENM, KAaKTO U NPeACTaBuTeNU
Ha CpeaCcTBaTa 33 MacoOBO OCBEAOMABAHE.

Komucurata onosecrasa npeanoXeHnATa No CbOTBETHUTE
UEHOBM NOKa3aTeNN.

¢e) type of network interfaces

f) version of the operating system.

As well as other not listed technical details concerning
highly reliable architecture (eg clustering}

5. Sample of the System

At the tender must be submitted sample of the system
corresponding to described below requirements.

If you are selected as contractor your sample of the
system will be sent to perform an IT for the conduct of an
IT Security Test. If you are not selected as contractor your
sample of the system shall be returned to you within up to
30 days after the conclusion of a contract with the
participant selected as the Contractor. All the enumerated
Attachments to the “Initial Tender” sample of the system
shall be sent with the tender, which should be valid for
minimum 90 calendar days, counted from the date of its
submission.

On the grounds of Art. 142. (2) the Contracting
Authority: 1) Shall not require that the tender should be
presented in the form of an electronic catalogue, that it
should include an electronic catalogue; 2). Shall not
anticipate a conduct of an electronic tender at the
selection of a Contractor.

Taking the conditions described hereinabove into
consideration, we would like to receive in an inscribed,
sealed and non-transparent packing with inscription
“Initial tender for participation in a procedure of
negotiation with a preliminary invitation for participation
No 241-EP-HM-0-3 with subject-matter: ,Supply,
installation, commissioning, maintenance, desired
changes, trainings and developments by the Contracting
Authority of a text and productive "System for Remote
Reporting of Smart Meters", your tender with all the
attachments to it, not later than 16:00 hours on
14.05.2016, at the address: EVN Bulgaria Electric Power
Supply EAD, 4000 town of Plovdiv, 37, Hristo G. Danov
Street, room 110 - "Registrar’s Office", attention CE —
Boncho Georgiev.

The session of the Committee for opening the tenders
and the conduct of drawing lots for determination of the
sequence of negotiations with the Tenderers who
submitted their tenders, shall be from 9:30 hours on
16.05.2016, at the address: EVN Bulgaria Electric Power
Distribution EAD, 4000, town of Plovdiv, 37, Hristo G.
Danov Street, room 105.

At the session for opening the tenders, the Committee
through drawing lots shall determine the sequence of the
conduct of the negotiations with the Tenderers admitted
to this stage.

The Tenderers in the procedure or their authorized
representatives as well as representatives of the mass
media may attend the session for opening the envelope
with the tenders and for the determination of the
sequence of the negotiations.

The Committee shall disclose the proposals with regard
to the relevant price indicators.
2/



Cnep, onosecTABaHe Ha LEHOBUTE NPEAJIONKEHUS,
KOMMWCUATA N3BbpLLIBA Xpebuii 3a onpegensHe
NOpEefHOCTTa Ha NPerosopure.

Cnep, kato nopegHoCTTa 3a NPOBEeXKAaHe Ha NPEroBopU e
onpegeneHa, Cce M3aNpalla NOKaHa 3a y4acTue B NPerosopu
C OKOHYaTesieH xapakTep, C NOCOYBAHEe Ha HayanHa gartata
1 KpaliHa JaTa Ha NPeroBOPWTE, Yaca 3a CTapTUPaHe u
MACTOTO 33 NPOBEXAAHE Ha NPEroBOPUTE, 40 BCEKU eAMH
Y4aCTHUK, BK/IIOYEH B CNCTEMA 3a NpessapuTesieH noabop
Ne C-14-HM-A1-123 c npeamert ,[OCTaBKa, MKCTaNaLWA,
MyCKaHe B @KCM/0aTaLUmuA, NOAAPBIKKA, 3KENAHN NPOMEHH,
obyyeHusn u paspaboTku oT Bbanowurens Ha "Cucrema 3a
AVCTaHUMOHHO OTYNTaHE Ha eneKkTpomepu”.

KomncuaTa npoBexga nperosopu ¢ NoKaHeHUTe
Y4aCTHULM Ha JaTaTa/natvTe v B YacoBETe, ONPEAEsieHu B
NOKaHMTE 3a yyacTue B AOrOBapAHE C OKOHYATE/IeH
xapakTep.

lNpeanonaraem nepuog 3a npoBeXXgaHe Ha NPeroBopuTe
C OKOHuaTeneH xapaxrep € 18-21.05.2016 r., 25-
28.05.2016 r. 1 30.05-02.06.2016 r. Ha ocHoBaHue yn.67
ot MNN300N , 3a To4Ha Aata W Yac Ha AOTOBapAHeTo we Bu
YBELOMUM AOMBAHMTENHO C U3NpPaLLAHE Ha NOKaHa.

Cnen NpuKNioYBaHe Ha NPEroBOPUTE C OKOHYATESNEH
xapakTep, Bb3noxuTenar we B3eme pewenue 3a usbop Ha
M3nmbAHMTEN Ha 6a3a KpuTepua "Hail-HUCKa LeHa" u Lwe
M3npaTi mocTpata Ha u3bpaHua u3nbAHWUTEN 33
npoBexpgare Ha IT cexiopuTn Tect (Security Evaluation
Smart Meter Infrastructure). 3a ycnewwo nposegeH IT
CEKIopuTH TecT, Bb3noxkutens wie npueme npeacrasen
npoTokon 6e3 3anncaHa NPenopbKa B YacTTa «KKPUTUUHK
3abenexkn», 1.e. Ipabea 4a e HanMue NbAHO
CbOTBETCTBME HA TEXHUYECKUTE U3UCKBAHMUA Ha
Bb3nomuTensa v cnctemarta Ha n3bpaHua 3a M3NbAHUTEN
Y4aCTHMK B 4acTTa “KpUTMYHM 3abenexkn”. B cnyyald e
Y4aCTHWKa He OTCTpaHM NPENOPBLKUTE B 4ACTTa “KPUTHUHM
3abenexku”, Bb3N0XKNTEAAT WE 0 OTCTPaHMU OT NOpbYKaTa
Ha ocHoBaHue 4n.107, 1.1oT1 30M, Thii KaTO yyacTHUKA €
npeacvasni opepTa M MOCTPa, KOATO HE OTFOBapH He
npeasaputenHo obAseHnTe yCnoBUa oT Bbanoxmnrens.
M36paHmMAT 32 U3NDAHUTESN YHACTHUK MMA NPABOo Ha ABa
TecTa (MbpPBM TECT N BTOPM- KOHTPOJ/IEH 338 U3MbAHEHUE Ha
npeanvucaHUATa OT MbPBUA TECT), KOUTO €a 38 CMETKa Ha
Bbanoxwtena. Cnen nony4aBaHETO Ha NPOTOKONA OT
NbPBWA TECT, B C/Iy4al Ye HAMA NPENnopPbKKU B YacTTa
“KpMTUYHK 3abenerku”, Bbanoxutens ysegomasa
y4acTHMKa 33 pe3y/iTata OT TeCTa, KakTo W 10 KaHu aa
npeaActaBn JOKYMEHTUTE, HEOBX0AMMM 38 CKAIOYBAHE Ha
fAorosopa. B cnyyaid, ye MMa npenopbkm B YacTTa
“KPUTHYHKM 3a6enexKkn”, KOMTO He Ca OTCTPAHEHM Cneg,
MbpBUA TECT, Bb3/10XKNTENAT LUIE YBEAOMN yYaCTHUKA 33
pesynTaTuTe OT TecTa, T.e. Ye NPeACcTaBEHaTa MOCTPa Ha
cucTemaTa He OTroBaps Ha NpeaBapUTeNHO CNpeaeneHnTe
B MOPbYKaTa U3UCKBAHUATA, N € HeO6X0AMMO TAXHOTO
OTCTpaHABaHe B CPOK A0 45 KasneHAapHU AHU OT faTaTa Ha
yBegomneHneTo. Cnen KOPUrMpaHe Ha MOCTpPaTa Ha
cuctemata ot M3bpaHusa 33 U3NBAHUTEN YYACTHUK, Ce
npemuHaBa KbM BTOPU OKOHYaTesIeH TECT HA MOCTPaTa Ha
cuctemaTa. Cnea nonyyaBaHETO HA NPOTOKO/A OT BTOPUA
TeCT, B ClyYaid ye HAMA NPEeNOPbKMU B YACTTa “KPUTUYHK
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After the disclosure of the Price Proposals, the
Committee shall draw lots for the determination of the
sequence of the negotiations.

After the sequence for the conduct of the negotiations
is determined, an invitation for participation in
negotiations of final nature shall be sent, with indication of
the initial date and the end date of the negotiations, the
time for start-up and the place for the conduct of the
negotiations to each Tenderer included in a preliminary
selection system No C-14-HM-A-123 with subject-matter
»Supply, installation, commissioning, maintenance,
desired changes, trainings and developments by the
Contracting Authority of a "System for Remote Reporting
of Smart Meters".

The Committee shall conduct negotiations with the
invited Tenderers on the date/the dates and at the time
indicated in the invitations for participation in negotiations
of final nature.

The supposed time period for the conduct of the
negotiations of final nature shall be 18-21.05.2016, 25-
28.05.2016 and 30.05-02.06.2016. On the grounds of Art.
67 of the Implementing Regulations of the Public
Procurement Act, we shall inform you additionally about
the exact date and time of the negotiation by sending an
invitation.

After the completion of the negotiations of final nature,
the Contracting Authority shall make a decision for the
selection of a Contractor on the basis of the criterion “the
lowest price” and shall send the sample of the selected
Contractor for the conduct of an IT Security Test (Security
Evaluation Smart Meter Infrastructure). For a successfully
conducted IT Security Test, the Contracting Authority shall
accept a presented protocol without a recorded
recommendation in the part «critical findings», i.e. there
should be full compliance of the technical requirements of
the Contracting Authority and the system of the Tenderer
selected as the Contractor in the part “critical findings”. In
event that the Tenderer does not remove the
recommendations in the part “critical findings”, the
Contracting Authority shall remove him from the
procurement on the grounds of Art. 107, item 1 of the
Public Procurement Act, as the Tenderer presented a
tender and a sample, which do not satisfy the preliminarily
announced conditions by the Contracting Authority. The
Tenderer selected as the Contractor shall be entitled to
two tests (the first test and the second — control for the
fulfillment of the instructions from the first test), which
shall be at the expense of the Contracting Authority. After
the receipt of the Protocol from the first test, in event that
there are no recommendations in the part “critical
findings”, the Contracting Authority shall notify the
Tenderer about the result of the test, and it shall invite
him to present the documents needed for the conclusion
of the Contract. In event that there are recommendations
in the part «critical findings», which were not removed
after the first test, the Contracting Authority shall notify
the Tenderer about the results of the test, i.e. that the
presented sample of the system does not satisfy the
requirements preliminarily defined in the procurement,
and their removal within a term of up to 45 calendar days
from the date of the notification shall be needed. After the
correction of the sample of the system by the Tenderer

JE



3abenemkn”, Bv3noxurens ypegomasa 3bpaHua 3a
M3MbJHATEN YYACTHUK 3@ pesysiTaTa OT TECTA, KAKTO 1 o
KaHu 43 NpeacTaBu AOKYMEHTUTE, Heobxoaumu 3a
CK/II0YBAHE Ha Oorosopa. B cnyyaw, ye uma npenopbry B
YyacTTa “KpUTUUYHM 3abenerKn”, KOUTO He Ca OTCTPaAHEHU
ciieq BTOpUA TECT, Bb3N0XKUTENAT We yBEAOMU YYACTHUKA
3a pe3yaTaTuTe OT TeCTa, T.e. Ye npescraseHarta MocTpa He
0Tr0BapA Ha NpeABapuTENHO oNpeaeNeHnTe B NOpbUKATa
M3NCKBAHMATA, M LWE NPEeMUHE KbM TEeCTBaHe Ha MOCTpaTa
Ha CNeABalUMA KnacupaH y4acTHUK. TectoseTe we 6baar
npoeeaeHu B ENCS (European Network for Cyber Security),
Address: Regulusweg 5, 2516 AC, The Hague, The
Netherlands, T: 4316 5391 1719, E: info@encs.eu,
WWW.encs.eu, CbOTBETHO Ta3u labopaTtopun e CbCTasu n
MNpoTokona ¢ pesyatatute ot IT CeKlopnTH TecTa.

Bb3n10XUTENAT MMA CnepgHUTE U3UCKBAaHUA KbM
y4aCTHUUUTE OTHOCHO MOCTPATa Ha CUCTEMATA:

1.3a TecToBeTe 33 curypHocT Tpabsa aa 6bvaat
pocraseHn: EguH 6poid Hanb/IHO PYHKLMOHANEH
KOHLEHTPATOp Ha AAaHHU , TPKU 6pOs HaNbNHO
GYHKUMOHANMHKN eaHOPa3HU enieKTpomepu U Tpu 6pos
Hanb/NHO PYHKUMOHANHKN TPUDA3HKU ENEeKTPOMEPH 33
OUPEKTHO CBbp3BaHe.

2. lokyMmeHTauuA 3a PYHKUMOHANTHOCTUTE, CBBP3aHU CbC
CUIYPHOCTTA Ha BCUYKU MHTepdeiicu Ha eleKTpOMepHUTE U
KOHUEHTpaTopa. Ha-BaxeH e PLC uHTepdencobT.

3. OnucaHua Ha KoHGUrypauusaTa (Kalo4ose 3a
CUIYPHOCT, Naposin 3a BCUMKKN MHTepdeicK - onTuuHm, PLC,
Ethernet, GPRS) 3a BCruku yCTpOICTBa

4. CodTyepHU UHCTPYMEHTH 33 JIOKA/IHO YEeTEHE Ha
A@HHMTE U KOHPUTYpaLIMUTE HA KOHLEHTpaTopa U
enektpomepuTte. CopTyepHUTE MHCTPYMEHTU TpAabBa na
NoAAbPHAT BCUUKK 3aLMTHN HACTPOKK HA yCTpOWCTBaTa.

5. 3a npoBexgaHe Ha TeCTOBETe, Bb3anoxurtens Tpsabsa
43 nonyuun PLC KOMYHMKAUMOHHO YCTPOICTBO € NpuJiexay,
codryep KoIlTO Aa NO3BO/NABA U3NPALHE U NONYYABaHE Ha
cbobuweHus npes PLC nHTepdeiica KbM KOHLEHTpaTopa U
enektpomepute. Tosu PLC mogem / codTyep TpabBa aa
NoAAbPIKa HacTpoiKkuTe 3a curypHocT Ha PLC nHTepdeiica.

6. Bb3noxutenat Tpabea Aa Nony4u cpeacTBo 3a
KOMYHMKaUMsA, C KOETO fa reHepupa Tpadunk kbm WAN
nHTep¢eiica Ha KOHUEHTpaTopa.

OuyakBame BaweTo NMCMEHO NOTEbPXKAEHUE 33
npuemaHe Ha HacToAWaTa NoKaHa 4o 16:00 yaca Ha
05.05.2016 Ha ¢akc 032 278 500 nnun nmein:
Boncho.georgiev@evn.bg

.
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selected as the Contractor, a second final test of the
sample of the system shall be initiated. After the receipt of
the Protocol from the second test, in event that there are
no recommendations in the part “critical findings”, the
Contracting Authority shall notify the Tenderer selected as
the Contractor about the result of the test, and it shall
invite him to present the documents needed for the
conclusion of the Contract. In event that there are
recommendations in the part “critical findings”, which
were not removed after the second test, the Contracting
Authority shall notify the Tenderer about the results of the
test, i.e. that the presented sample does not satisfy the
preliminarily defined in the procurement requirements
and shall pass to testing the sample of the next classified
Tenderer. The tests shall be conducted in ENCS (European
Network for Cyber Security), Address: Regulusweg 5, 2516
AC, The Hague, The Netherlands, T: +316 5391 1719, E:
info@encs.eu, www.encs.eu, respectively this Laboratory
shall also draw up the Protocol with the results of the IT
Security Test.

The Contracting Authority shall have the following
requirements to the Tenderers with regard to the sample
of the system

1. One fully functional data concentrator and three fully
functional single phase smart meters and three fully
functional three phase smart meters for direct connection
must be delivered for security tests

2. Documentation of security functionalities of all
interfaces of the smart meter and concentrator. Most
important is the PLC interface.

3. Configuration descriptions (configured security keys,
passwords for all interfaces — optical, PLC, Ethernet,
GPRSjfor all delivered devices

4. Software tools for local read-out and configuration
for the concentrator and Smart meters. The software tool
needs to support all security settings enabled on the
devices.

5. Contracting authority needs to receive a PLC
communication device and corresponding software that
will allow sending and receiving PLC messages towards PLC
interface of Concentrator and Smart meter. This PLC
modem /software must also support the security settings
of the PLC interface. We need such modem/software in
order to proceed with the tests.

6. Contracting authority needs a communication tool to
generate traffic towards WAN interface of the
concentrator

We expect your written confirmation for the
acceptance of this invitation up to 16:00 hours on
05.05.2 2 278 500 or e-mail:

As well as other not listed techfljpopmavmsita e 3anuiena cornacHo un.2 1 un.4

ot 3311

C ysaxeHue _ Respectfully yours,
Error! Reference source not found._

stering)

otaen CHabanABaHe, ynpasneHue Ha 6a3alr§ M aBTOMapKa
Department Purchasing, Facility and Carpool management
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Npunoxexumn:

1. HauanHa odepTa - 1 6p. 6n1aHKa Ha XapTHeH
HocuTen u 2 6p. B enektpoHeH popmar(.doc; .pdf) 3a
n3npauiade upes E-mail

2. duHaHCcoBO NpeaaoKeHne - 1 6p. 6narka Ha
XxapTueH HocuTen u 2 6p. B enektporeH popmat(.xls;
.pdf) 3a nanpauware upes E-mail

3. NpoekT Ha gorosop - 1 6p. Ha xapTMeH HocuTen U 1
6p. B enektpoHeH ¢popmar(.pdf) 3a manpawaHe upes
E-mail.

4. TexHMUECKN U3UCKBAHUA - 1 6p. Ha XapTUeH
HocuTen u 1 6p. B enektpoHeH popmat(.pdf) 3a
n3npauwane ypes E-mail.

5. PeweHne Ha Bb3noxkuTena 3a CTapTUpaHe Ha
npoueaypara cbrnacHo Y4n.102 ot NN30N — konue 1
6p. Ha xapTueH HocuTen U 1 6p. B enekTpoHeH
dopmart(.pdf) 3a uanpawane ypes E-mail.

EVN

Attachments:

1. Initial tender - 1 no. of a form in hard copy and 2
nos. in an electronic format (.doc; .pdf) for sending
through E-mail

2. Financial proposal - 1 no. of a form in hard copy
and 2 nos. in an electronic format (.xls; .pdf) for
sending through E-mail

3. Draft of a Contract - 1 no. in hard copy and 1 no. in
an electronic format (.pdf) for sending through E-
mail.

4. Technical requirements - 1 no. in hard copy and 1
no. in an electronic format (.pdf) for sending through
E-mail.

5. Decision of the Contracting Authority for the start-
up of the procedure pursuant to Art. 102 of the
Implementing Regulations of the Public Procurement
Act —a copy 1 no. in hard copy and 1 no. in an
electronic format (.pdf) for sending through E-mail.

Motebp)kaeHne or yuacthuka _ Confirmation from the participant:
lNoaTebpIKAABAME NPUEMAHETO HA HACTOALLATA NOKaHA M NPEACTAaBAHETO Ha odepTa, NPUADPYKEHA OT BCUUKN KOPEKTHO
NOTNb/IHEHW, NOANWUCAHM W NOANEeYaTaHu NPUIOKEHUSA, B TOPENOCOYEHHUA CPOK.
We confirm herein the acceptance of this invitation and the presentation of the initial tender accompanied by all the
correctly filled up signed and sealed attachments within the term indicated hereinabove.

JDarva_Date:

Noanuc_ Signature:
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